


The United Nations on December 27, 

2019, approved a new resolution in order 

to draft an international treaty to combat 

cyber crime. 



For Prelims: What is Budapest 

convention? 

 

For Mains: Why India has not signed? 

Why it should reconsider it’s decision? 



Under the new draft, an expert 

committee will be established.  

 It includes all regions of the world and 

will meet in August 2020.  

The Russian drafted resolution was 

approved by 193 member countries.  

The United States suggests that the world 

should expand the accord on existing 

2001 Budapest Convention. 



The Budapest Convention was the first ever 

treaty on cyber crime that addressed 

internet and computer crimes. 

  It was drawn by Council of Europe.  

At present, it is the only treaty of cyber 

crime under the United Nations.  

Countries like India and Brazil have not 

adopted the convention on the grounds that 

they did not participate in its drafting. 



  It is the first international treaty seeking 

to address Internet and computer crime 

by harmonizing national laws, improving 

investigative techniques, and increasing 

cooperation among nations. 

 



The Budapest Convention provides for the 
criminalisation of conduct, ranging from 
illegal access, data and systems 
interference to computer-related fraud and 
child pornography, procedural law tools to 
make investigation of cybercrime and 
securing of e-evidence in relation to any 
crime more effective, and international 
police and judicial cooperation on 
cybercrime and e-evidence. 



 India did not participate in the 

negotiation of the Convention and thus is 

worried about it. 

The Convention — through its Article 32b 

— allows for transborder access to data 

and thus infringes on national 

sovereignty. 



 The challenges currently being addressed by the 
parties to the Convention through the 
Cybercrime Convention Committee are highly 
relevant also for India; 

 The Convention offers a legal basis and practical 
framework for police-to-police and judicial 
cooperation on cybercrime and e-evidence with 
an increasing number of other parties. This 
framework is constantly under review to make it 
more effective; 

 As the Convention evolves, India would be able 
to contribute to shaping future solutions if it were 
a party. 



 It is an international organization that 

aims to uphold human rights in Europe.  

 IT was founded in 1949. 

  There are around 47 member states 

associated with the organization.  

 It is totally independent of European 

Union though it has adopted its flag and 

partly adopted its flag. 



 Information Technology Act, 2000: IT Act contains 
provisions (For example, mentioned in section 43A, 
72A) regarding cyber and IT-related laws in India. 

 Section 43A: Compensation for failure to protect 
data. 

 Section 72A: Any disclosure of information, 
knowingly and intentionally, without the consent of 
the person concerned has been made punishable 
with imprisonment for a term extending to three 
years. 

 However, these provisions neither protect any breach 
of information on the one hand nor enforce a right-
based framework on privacy. 

 



Supreme Court in Justice K. S. Puttaswamy 
(Retd.) Vs Union of India (2017) 
unanimously held that citizens have a 
constitutionally protected fundamental right 
to privacy that forms an intrinsic part of life 
and liberty under Article 21. 

Therefore, in order to establish a strong data 
protection regime, the government has 
proposed the Draft Personal Data Protection 
Bill, 2018 (based on the recommendation of 
Justice BN Srikrishna Committee. 




