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Social Media: emerging threat to internal security   



Rise of Social Media  
 

A necessary evil  

Voice to the voice-less 
Control of media is the biggest tool in dictatorial regimes 

 
How mass media developed?  

 

Lenin, the Russian revolutionary and founder of Soviet Union had 
famously remarked that  

 
“If word is more powerful than bullets, then why should we permit every 

idiot or criminal to own a printing press”?  



 
Reasons for Rise of Social Media in India 

 

Internet penetration rate  
 

Large young population 
 

Mobile phone revolution 

 
Cheap Internet 

 
Add some data like 200 Million Facebook users 



Examples  
 

Mobile and social network interface was used to send offensive clips 

and hate messages that triggered panic and mass exodus of north 
east Indians from large parts of India in the aftermath of the ethnic 
clashes in Assam in 2012. In 2013, a morphed video on YouTube was 

used to fan communal riots in Muzaffarnagar in Uttar Pradesh and led 
to mass panic.  

 
A propaganda video released by ISIS shows alleged Indian Jihadists 

fighting in Syria and calling for more Indian recruits to join the cause. 
This incidence has proved that social media has become a potent tool 

for radicalisation by terror groups.  



Challenges  

 

Fake news spread through social media in the country has become a 

serious problem, with the potential of it resulting in mob violence.  
 

Highly Polarized Social Media Opinions 
 

Post-truth politics (“objective facts” are less influential in shaping 
public opinion than appeals to emotion) 

 

 Confirmation bias (the tendency to process information by looking 

for, or interpreting, information that is consistent with one's existing 

beliefs) 



Challenges  
 

traditional media (mainly television) is increasingly relying on social 

media to feed its 24-hour news cycles and picking content and 
coverage led by social media trends. This has led to a symbiotic 

relationship.  
 

Hackers use social media to fetch personal data which in turn is used 

to create cyber fraud 
 

No specific laws against fake news in India 



Measures  

 

Strong laws that act as deterrent for the offenders 

 
Internet shutdowns in vulnerable areas  

as a tool to control social media rumours from spreading 

 

 linking Aadhaar to social media accounts  

 
  fake news classes in schools/colleges, more public-education initiatives 

(Italy) 

 

Strong and reliable government owned Fact-checking websites (similar to 

Altnews, Boom, Politifact) 
 

Enhance corporate responsibility of Big-Tech (Eg- Whatsapp) 




