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TOPICS TO DISCUSS

5G AND CYBERSECURITY 

ARTIFICIAL INTELLIGENCE AND NATIONAL SECURITY 

 FAKE NEWS

THE PERSONAL DATA PROTECTION BILL, 2019 



5G AND CYBERSECURITY 

Recently, US formally designated Huawei Technologies Company and 
ZTE Corporation, leading companies in 5G technology research, as 

“national security threats”

WHY IN NEWS



ESPIONAGE FOR CHINA

There is an apprehension that Huawei Technologies may provide an 
inner system to enable surveillance and cyber-espionage for China. This 

apprehension is due to following reasons

 Both Huawei and ZTE have close ties to the Chinese Communist 
Party.

 Both companies are broadly subject to Chinese law obligating them 
to cooperate with the country’s intelligence service.

 They have been accused of spying for Chinese Government by 
sharing data of foreign citizens



CYBERSECURITY

Cyber security means securing the 
cyberspace from attack, damage, 
misuse and economic espionage.

Cyberspace is a global domain 
within the information 

environment consisting of 
interdependent IT infrastructure 

such as Internet, Telecom 
networks, computer systems etc.



5G AND CYBERSECURITY CHALLENGE

Decentralized security needs: 5G’s dynamic software-based systems have far 
more traffic routing points as compared to pre 5G networks. 

Critical infrastructure protection: 5G will enable real-time connectivity within 
critical infrastructure. 

Many IoT devices are manufactured with a lack of security: billions of 
devices with varied security means billions of possible breach points thus 

increasing overall vulnerability of the system. 



5G AND CYBERSECURITY CHALLENGE



5G AND CYBERSECURITY CHALLENGE

Network Switching: 5G protocol is designed to allow 4G/3G connections when 
a dependable 5G signal isn’t available. In this situation, it is exposed to the 

vulnerabilities that existed in previous generation’s protocol.

Secure Cloud Computing: Since cloud computing systems facilitate the sharing 
of resources among users, it becomes possible for any such user to gain 

unauthorized access to the resources of another user.



STEPS TAKEN BY INDIAN GOVT.

National  Critical  Information  Infrastructure  Protection  Centre  (NCIIPC)  to  
battle  cyber  security threats in strategic areas such as air control, nuclear and 

space. It will function under the National Technical Research Organisation, a 
technical intelligence gathering agency controlled directly by the National 

Security Adviser in PMO.  

Indian  Cyber  Crime  Coordination  Centre (I4C): It has 7 components: National 
Cybercrime Threat Analytics Unit, National  Cybercrime  Reporting Portal, 
Platform  for Joint  Cybercrime  Investigation  Team,  National Cybercrime  
Forensic  Laboratory  Ecosystem,  National  Cybercrime  Training  Centre,  

Cybercrime Ecosystem Management Unit and National Cyber Research and 
Innovation Centre. 



STEPS TAKEN BY INDIAN GOVT.

National  cyber  coordination  centre  (NCCC)  to  scan  internet  traffic  coming  
into  the  country  and provide real time situational awareness and alert 

various security agencies.  

Indian  Computer Emergency  Response  Team (CERT-in)  to  enhance  the 
security  of  India’s Communications  and Information  Infrastructure through  

proactive  action and effective collaboration. 

Cyber Surakshit Bharat Initiative to strengthen Cybersecurity ecosystem in 
India. It is first public- private partnership of its kind and will leverage the 

expertise of the IT industry in cybersecurity.



ARTIFICIAL INTELLIGENCE AND NATIONAL 
SECURITY

Recent developments like increased use of AI in cyberattacks has 
showcased how AI can potentially affect National Security.

WHY IN NEWS



ARTIFICIAL INTELLIGENCE AND NATIONAL SECURITY: 
NEGATIVE IMPACTS

Rise in frequency and cost of cybersecurity threats: AI enabled tools 
have the potential to increase the cybersecurity threats for a security 

systems.

Security is growing more complex: Growth of continuous real-time 
connectivity, mobile platforms and Internet of Things (IoTs)  has made 

the security landscape more complex. 



ARTIFICIAL INTELLIGENCE AND NATIONAL SECURITY: 
NEGATIVE IMPACTS

Integration of AI into a product may 
not be immediately recognizable i.e. it 
may not alter the physical structure of 

a system, but incorporation of AI, 
changes the overall functioning of the 

system.



ARTIFICIAL INTELLIGENCE AND NATIONAL SECURITY: 
POSITIVE IMPACTS

Increasing real-time intelligence: AI is expected to be particularly useful 
in intelligence due to the large data sets available for analysis

Creating autonomous and semi-autonomous systems: These systems 
collectively increase the geographical reach of the military operations. 

Logistical ability: AI may have future utility in the field of military 
logistics. For instance, it can ensure continuous observation of border 
infrastructure and provide intelligent inputs with respect to need for 

repairs. 



ARTIFICIAL INTELLIGENCE AND NATIONAL SECURITY: 
POSITIVE IMPACTS

Cyber operations: AI is likely to be a key 
technology in advancing military cyber 

operations both in offensive and defensive 
capacity.

Replacing humans in ‘dull, dangerous or dirty’ 
work: Depending on the task, autonomous 

systems are capable of augmenting or replacing 
humans, freeing them up for more complex and 

cognitively demanding work.



FAKE NEWS

Recently, misinformation circulating on social media, fuelling public 
fears around coronavirus, and the tendency of mass-forwarding 

messages without verifying content has once again brought the issue 
of fake news into the mainstream.

WHY IN NEWS



FAKE NEWS

Fake news is defined as “information that is likely to be perceived as 
news, which has been deliberately fabricated and is disseminated with 
the intention to deceive others into believing falsehoods or doubting 

verifiable facts”. 

A Microsoft study found that over 64% Indians encountered fake news 
online, the highest reported among the 22 countries surveyed.



FAKE NEWS



CAUSES

Mobile and internet penetration: India has the most social media users, 300 
million on FB, 200 million on WhatsApp and 250 million on YouTube.

Emphasis on likability enhancement of the news: Social media algorithms 
are geared to appeal to people’s habits and interests and the emphasis is 

on likeability, and not accuracy.

Fake news is being used as an extension of advertising. Unlike the 
traditional process, there are no editorial controls or quality-assurances. 

Lack of comprehensive legislation



CHALLENGES

Weakens the democracy: Fake news poses a serious  threat to a 
democratic society as it can give a handle to the state to interfere with 

the functioning of media.

Affecting choices and behaviours : These platforms are predominant 
source of news and a critical mass of misinformation aimed at 

influencing choices ranging from day to day life to political choices.

Threat of infodemic: The WHO warns that societies around the world 
are facing an “infodemic”—an “overabundance” of information that 

makes it difficult for people to identify truthful and trustworthy 
sources



CHALLENGES

Spread hatred and mistrust and give rise to various crimes

Violates rights of the citizen: Infringement of citizens’ right to 
unbiased and truthful news and reports. 

Affecting the economy at large as we witnessed that how the 
misinformation pervaded industries altogether unrelated to COVID-19 

infection, such as poultry and seafood sector.

Influences the mainstream information dissemination mechanism: 
Fake news disrupt the traditional or official chain of information. 



THE PERSONAL DATA PROTECTION BILL, 2019

Recently, the Personal Data Protection Bill, 2019 was introduced in Lok Sabha.

WHY IN NEWS



KEY FEATURES

Personal data (data that can identify an individual): The bill talks about 
various types of personal data, such as Sensitive personal data, Critical 

personal data and General personal data. 

Applicability: The Bill governs the processing of personal data by 
Government, companies incorporated in India and foreign companies 

dealing with personal data of individuals in India. 

Obligations of data fiduciary (an entity or individual who collects and 
decides the means and purpose of processing personal data)

 Personal data can be processed only for specific, clear and lawful 
purpose. 



KEY FEATURES

Rights of the data principal (the individual whose data is being collected 
and processed)

 Obtain confirmation from the fiduciary on whether their personal 
data has been processed  

 Restrict continuing disclosure of their personal data by a fiduciary, if it 
is no longer necessary or consent is withdrawn. 

 It also includes the right to be forgotten which will allow users to 
erase their personal data published online.

 The Bill allows processing of data by fiduciaries only if consent is 
provided by the individual. 



KEY FEATURES

Data Protection Authority: The Bill sets up a Data Protection Authority 
which may take steps to protect interests of individuals, prevent 

misuse of personal data and ensure compliance with the Bill. 

Sharing of non-personal data with government: The central 
government may direct data fiduciaries to provide it with any non-

personal data and anonymized personal data for better targeting of 
services.



CRITICISM OF BILL

Data Protection Authority’s composition is dominated by the government, as 
contrasted with the diverse and independent composition as suggested in 

the Justice B N Srikrishna committee’s draft. 

There is a blanket power of exemption from all provisions of the law in 
favour of a government agency. 

India should maintain free flow of data, India has been one of the biggest 
beneficiaries of the global data flows. 

Focus should be placed on implementation and enforcement instead of over-
regulation. 
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