
UNIT-I 

PHYSICAL LAYER 

1. Define data communication. 

It is the exchange of data  between two devices via some form of Transmission 

medium ( such as copper cable,twisted pair cable etc). 

2. What are the elements of data communication? 

              The elements of data communication are  

 Sender 

 Receiver 

 Transmission medium 

 Message 

 Protocol  

 

3. How we can check the effectiveness of data communication? 

              The effectiveness of data communication can be checked by 

 Accuracy 

 Delivery 

 Timeliness 

 

4. What are the classes of transmission media? 

              The classes of transmission media are 

 Guided  transmission media 

 Unguided  transmission media 

 

5. Define Optical fiber 

              It is a method of transmitting information from one place to another by   

sending light through an optical fiber. 

6. Define distributed processing 

             A task is divided among multiple computers. Instead of single  large  machine 

handling all the process, each separate computer handles the subset 

 

7. What do you mean by OSI? 

           Open system interconnection model is a model for understanding and 

designing a  network  architecture. It is not a protocol. 
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 8. Define Network. 

          A network is a set of devices connected by physical media links. A network is 

recursively is a connection of two or more nodes by a physical link or two or more   networks 

connected by one or more nodes 

 

    9. What is a Link? 

        At the lowest level, a network can consist of two or more computers directly 

connected  by some physical medium such as coaxial cable or optical fiber.  Such a physical 

medium    is called as Link. 

 

   10 What is point-point link? 

       If the physical links are limited to a pair of nodes it is said to be point-point link. 

 

   11. What is Multiple Access? 

        If the physical links are shared by more than two nodes, it is said to be 

Multiple Access. 

 

   12. Define Switch 

        Switches are hardware or software devices capable of creating temporary 

Connections between two or more devices 

 

  13. What are the types of switching? 

          The types of switching are 

 Circuit switching 

 Packet switching 

 Message switching 

 14. What do you mean by Crossbar switches? 

         It connects m inputs to n outputs in a grid using electronic micro switches 

       at each cross points. 

 

15. Define Blocking 

        The reduction in the number of cross points result in a phenomenon called 

       Blocking 
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16. Define packet switching 

        In packet switching data are transmitted in discrete units of potentially 

variable length blocks called Packets 

 

17. What are the approaches of packet switching? 

        The approaches of packet switching are 

 Virtual circuit 

 Datagram 

18. What do you mean by Permanent Virtual circuit? 

        The same Virtual circuit is provided between two users on a continuous basis. 

        The circuit is dedicated to the specific user 

 

 19. What do you mean by DSL? 

         It is a new technology that uses the existing telecommunication network  to 

accomplish high speed delivery of data, voice & video etc. 

 

 20. What is the purpose of Physical layer? 

        The physical layer coordinates the functions required to transmit a bit stream 

over a physical medium. 

 

 

16 Marks Questions 

1. Discuss about ISO/OSI reference model with neat sketch 

2. Explain in detail about circuit switching and datagram switching with diagram 

3. Briefly explain the different types of packet switching techniques with suitable networks. 

4. Compare OSI model and Internet Model  

5. Explain about Network Topology 

6. Explain about Categories of networks 

7. Explain about Cable Networks 
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UNIT-II 

DATA LINK LAYER 

1. What do you mean by Automatic Repeat Request (ARQ)? 

         ARQ means retransmission of data in three cases: 

 Damaged Frame 

 Lost Frame 

  Lost Acknowledge 

2. What are the responsibilities of Data Link Layer? 

      The Data Link Layer transforms the physical layer, a raw transmission facility, to a  

reliable link and is responsible for node-node delivery. 

 Framing 

 Physical Addressing 

 Flow Control 

 Error Control 

 Access Control 

3. What are the three protocols used for noisy channels? 

      The three protocols used for noisy channels 

 Stop – and – Wait ARQ 

 Go – back – N  ARQ 

 Selective Repeat  ARQ 

4. What is CSMA/CD? 

   Carrier Sense Multiple Access with Collision Detection is  a protocol used to sense 

whether  a medium is busy before transmission and it also has the ability to detect whether 

the  packets has collided with another 

5. What are the various types of connecting devices? 

      There are five types of connecting devices 

 Repeaters 

  Hubs 

  Bridges 

 Routers 

  Switches. 
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 6. Define Flow control 

        It refers to a set of procedures used to restrict the amount of data the sender 

can sent before waiting for an acknowledgement 

7. What are the categories of Flow control? 

        The categories of Flow control are 

 Stop& wait 

 Sliding Window 

8. Mention the disadvantages of stop& wait. 

 Inefficiency 

 Slow process 

9. What are the functions of data link layer? 

       The functions of data link layer are 

 Flow control 

 Error control 

10. Define Link Discipline 

      It coordinates the link system. It determines which device can send and when it can 

send. 

11. What do you mean by polling? 

      When the primary device is ready to receive data, it asks the secondary to send data. 

This is called polling. 

12.What are the various controlled access methods? 

       The various controlled access methods are 

 Reservation 

 Token passing 

 Polling 

13 What are the various Random access methods?\ 

The various Random access methods are 

 Slotted ALOHA 

 CSMA 

 CSMA/CD,CSMA/CA 

www.R
eji

np
au

l.c
om



14. Define Piconet 

       A Bluetooth network is called Piconet .It can have up to eight stations one of which is 

called the master and the rest are called slaves, 

15. What is the frequency range of Bluetooth devices? 

       The frequency range of Bluetooth device is 2.4 GHZ 

16. What is the need of connecting devices? 

            To connect LANs or segments of LAN we use connecting devices. These devices 

can operate in different layers of internet model. 

17. What type of address a data link layer is using? 

                  The data link layer is using a physical address  

18. What do you mean by Backbone networks? 

                   It allows several LANs to be connected. The architecture used are Star and Bus 

19. What is the need of frame relay?  

                   It is a Virtual circuit wide area network that was designed to respond to demands 

     for a new type of WAN. 

20. What is the maximum length of a datagram? 

                   The maximum length of a datagram is 65,535 bytes. 

16marks Questions 

1.What is CSMA/CD? How does it work? Distinguish between 1-Persistent and  

     non-Persistent CSMA 

2. Explain and detail about frame format for and Control field of HDLC 

3. Discuss and detail about Standard Ethernet and Fast Ethernet 

4. Explain in detail about Bit oriented data link control protocol with neat diagram 

5. Describe in detail about architecture and layers of Frame relay with neat sketch 

6. Explain and detail about flow and error control mechanism in data link control 

7. Write briefly about Bluetooth technology 
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UNIT-III 

NETWORK LAYER 

1. What are the responsibilities of Network Layer? 

     The Network Layer is responsible for the source-to-destination delivery of packet 

    possibly across multiple networks (links). 

         a. Logical Addressing 

                      b. Routing. 

2. What is DHCP? 

    The Dynamic Host Configuration Protocol has been derived to provide dynamic 

configuration. DHCP is also needed when a host moves from network to network or is 

connected and disconnected   from a network.         

 

3. Define ICMP?  

      Internet Control Message Protocol is a collection of error messages that are sent back  

to the source host whenever a router or host is unable to process an IP datagram successfully. 

 

4. What is BOOTP? 

      BOOTSTRAP Protocol is a client/server protocol designed to provide the following 

four information for a diskless computer or a computer that is booted for the first time. 

IP address, Subnet mask, IP address of a router, IP address of a name server. 

 

5. What is the need of internetwork? 

      To exchange data between networks, they need to be connected to make an 

     Internetwork. 

 

6. What are the types of class full addressing? 

       The types are Class A, Class B, Class C, Class D, Class E 

 

7. What do you mean by ARP? 

       ARP stands for Address resolution protocol, maps an IP address to a MAC address  

                                  

8. What do you mean by RARP? 

       RARP stands for Reverse Address resolution protocol, maps an MAC address to a            

       IP address          
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9. Define Delivery of a packet. 

     It refers to the way a packet is handled by the underlying network under the control 

of     network layer   

10. What are the types of delivery? 

       There are two types of delivery 

1. Direct delivery 

2. Indirect delivery 

11. What is class less addressing? 

       Classless addressing requires hierarchical and geographical routing to prevent     

immense routing tables         

 

12. What is Unicast & Multicast communication? 

       Unicast communication is one source sending a packet to one destination.  

       Multicast communication is one source sending a packet to multiple destinations. 

 

13. What do you mean by Net id & Host id? 

The Internet address (or IP address) is 32 bits (for IPv4) that uniquely and universally      

defines a host or router on the Internet. The portion of the IP address that identifies the        

network is called the net id. The portion of the IP address that identifies the host or router   

on the network is called the host id. 

 

14. Define forwarding. 

       It refers to a way a packet is delivered to next station. It requires a host or a Router to  

have a routing table 

 

15. What are the common notations used for address? 

           The two common notations used for address are 

  Binary notations 

 Dotted decimal notations 

16. What are the advantages of IPV6 over IPV4? 

 Larger address space 

 Better header format 

 New options 

 Support for more security 
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17. Define static mapping. 

                     It creating a table that associates an IP address with a MAC address 

18. Compare direct delivery & indirect delivery 

        In direct delivery source and destination node belong to e same network 

      In indirect delivery source and destination node belong to different network 

19. What are the rules of non boundary-level masking?  

      •   The bytes in the IP address that corresponds to 255 in the mask will be repeated 

in the Sub network address  

         •   The bytes in the IP address that corresponds to 0 in the mask will change to 0 in 

the  sub  network address  

        •    For other bytes, use the bit-wise AND operator 

 

 20. What is Fragmentation? 

        Fragmentation is the division of a datagram into smaller units to accommodate the 

MTU  of a data link protocol. 

 

16 Marks Questions 

1.Explain detail about ICMP & RARP 

2.Briefly explain the following mechanism 

   i)Internet Protocol-IPV4,IPV6 

 ii) Routing-Unicast, Multicast Routing Protocols 

3.Explain the various classes of Internet(IPv4,IPv6)Addressing with suitable Examples. 

4.Breifly explain IGMP message format and Operation 

5.Explain in detail about different Multicast Forwarding algorithms for routing 

6.Define Bridge.Explain the features and types of bridges in detail 
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UNIT-IV 

TRANSPORT LAYER 

1. What are the responsibilities of Transport Layer? 

     The Transport Layer is responsible for source-to-destination delivery of the entire 

message. 

       a. Service-point Addressing 

       b. Segmentation and reassembly 

       c. Connection Control 

       d. Flow Control 

       e. Error Control 

2. Define Congestion 

       It will occur if the number of packets sent to the network is greater than the Capacity 

of the network. 

3. What do you mean by Congestion control? 

        It is a mechanism and technique to control the congestion 

4. What are the types of congestion control? 

      There are two types of congestion control 

 Open loop congestion control 

 Closed loop congestion control 

5. What are the two factors that measure network performance? 

       The two factors that measure network performance are 

 Delay 

 Throughput  

6. Compare Open loop Congestion Control & Closed loop congestion control 

       In Open loop congestion control, policies are applied to prevent congestion before it 

happens. 

       In Closed loop congestion control, policies are applied to reduce congestion after it   

happens. 
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7. What is meant by quality of service? 

        The quality of service defines a set of attributes related to the performance of the  is 

connection. For each connection, the user can request a particular attribute each service class 

associated with a set of attributes.  

 8. What do you mean by TCP? 

       TCP guarantees the reliable, in order delivery of a stream of bytes. It is a full-duplex   

protocol, meaning that each TCP connection supports a pair of byte streams, one flowing in 

each direction. 

9. Explain the three types of addresses in TCP/IP? 

       Three types of addresses are used by systems using the TCP/IP protocol: the physical 

address, the internetwork address (IP address), and the port address 

 

 10. What are the flow characteristics related to QOS? 

         The flow characteristics related to QOS are 

 `Reliability 

 Delay 

 Jitter 

 Bandwidth 

11. What are the techniques to improve QOS? 

       The techniques to improve QOS are 

 Scheduling 

 Traffic shaping 

 Resource reservation 

 Admission control 

12. Define Socket address 

   The combination of IP address and port address is called Socket address 

13. What are the two types of protocols used in Transport layer? 

     The two types of protocols used in Transport layer are 

 TCP 

 UDP 
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14.Define Throughput. 

     It is defines as a number of packets passing through the network in a unit of time 

15.Define UDP 

      User datagram protocol is a Unreliable, connectionless protocol, used along with the  

     IP protocol  

16.What is the need of port numbers? 

     Port numbers are used as a addressing mechanism in transport layer 

17. What are the types of port numbers used in transport layer? 

 Well-known port 

 Registered port 

 Dynamic port 

18. Why TCP services are called Stream delivery services? 

          TCP allows the sending process to deliver data as a stream of bytes and the receiving 

process to deliver data as a stream of bytes. so it is called as stream of bytes. 

19 .Define jitter 

           It is the variation in delay for packets belonging to same flow . 

20. Compare connectionless service & connection oriented service 

     In   connection less service there is no connection between transmitter & receiver 

                                Ex: TCP 

    In   connection oriented service there is a connection between transmitter & receiver 

                                Ex: UDP 
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16 Marks Questions 

1.Explain in detail about Congestion control techniques in transport layer 

2.Discuss about congestion control mechanism and transmission control protocol with neat 

sketches 

3.Draw the structure of TCP segment. Explain the feature of TCP 

4.What do you understand by”3-way Hand Shake” in Tcp Explain 

5.Explain in detail about transport layer protocols with neat diagram 

6.Explain the Leaky bucket and token bucket algorithm with Flow charts 

7. Describe the techniques to improve QOS and its characteristics 
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UNIT-V 

APPLICATION LAYER 

1. What are the responsibilities of Application Layer? 

   The Application Layer enables the user, whether human or software, to access the 

network.  It provides user interfaces and support for services such as e-mail, shared database   

management and other types of distributed information services 

o Network virtual Terminal 

o File transfer, access and Management (FTAM) 

o Mail services 

o Directory Services 

2. What is Encapsulation and De-capsulation ? 

      To send a message from one application program to another, the TCP/UDP protocol 

     encapsulates and de-capsulate messages. 

3. What is DNS? 

      Domain name service is the method by which Internet address in mnemonic form 

such  assun.it.ac.in are converted into the equivalent numeric IP address such as 134.220.4.1 

 

4. What is Fully Qualified Domain Name? 

     If a label is terminated by a null string is called a Fully Qualified Domain Name, 

 

5. What is Generic Domains? 

     Generic domain define registered hosts according to their generic behaviour. Each 

node in  the tree defines a domain, which is an index to the domain name space database 

     Eg. com – Commercial organizations 

             edu - Educational institutions 

                  gov - Government institutions 

 

6. What is simple mail transfer protocol? 

    The TCP/IP protocol that supports electronic mail on the internet is called Simple 

Mail Transfer Protocol (SMTP). It is a system for sending messages to other computer users   

based on email addresses. 
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7. What is User Agent? 

     A user Agent is defined in SMTP, but the implementation details are not. The UA is   

     normally a program used to send and receive mail 

 

8. What do you mean by File transfer protocol? 

        It is a standard mechanism provided by the internet for copying a file from one host 

to  another 

 

9. What are the two types of connections in FTP?   

       The two types of connections in FTP are 

 Control connection 

 Open connection 

 

10. Define HTTP.     

        It is used mainly to access data on the World Wide Web. The protocol transfer data in 

the form of plaintext, hypertext, audio, video and so on 

 

11. What are the types of messages in HTTP transaction? 

       The types of messages in HTTP transaction are 

 Request messages 

 Response messages 

 

12. What are the parts of a browser? 

The parts of a browser are 

 A controller 

 A client program 

 Interpreter 

13. Name the four aspects of security. 

 Privacy 

 Authentication 

 Integrity 

 Non-repudiation 

 

14. Define Cryptography. 

The science and art of manipulating messages to make them secure. 
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15,    Define authentication. 

      It means that the receiver is sure of the sender identity. 

 

16. What do you mean by encryption? 

            The process of converting plain text to cipher text. 

 

17. Define Privacy  

            It means that sender and receiver expect confidentiality. 

 

18. What do you mean by Symmetric key cryptography? 

       In Symmetric key cryptography both the parties will use the same key. 

19. What are steps to transfer a mail message? 

     The steps in transferring a mail message are 

     a) Connection establishment 

        b) Mail transfer 

        c) Connection termination  

 

20. What is POP? 

      Post Office Protocol, version3 (POP3) and Internet Mail Access Protocol version4  

(IMAP4) are protocol used by a mail server in conjunction with SMTP to receive and hold 

mail for hosts. 

 

16 Marks Questions 

1.Explain in detail about symmetric key algorithms with neat sketch 

2.Describe how SMTP protocol is used in E-mail applications 

3.Illustrate the operation of FTP with a neat sketch 

4.Describe in detail about HTTP and FTP with neat sketches 

5.Explain the concept of Cryptography and discuss about symmetric key and public key 

algorithms 

6.Explain about Digital Signature 

7.Explain in detail about communication security and authentication with neat example www.R
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