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Leidos Holdings, Inc.

Working with its industry partners, Leidos has developed a situational 
awareness platform. The approach makes it possible for the company to 
“snap in” programs, systems, and software that address automated collection 
and analysis for threat detection.

Leidos has packaged a suite of Cyber OSINT functions into its Digital Echo 
product. The system is an open source collection and analytics platform that 
enables the qualitative and quantitative measurement of online discourse 
across traditional news publications, blogs, forums, and social media. Digi-
tal Echo is offered as a managed service to internal and external corporate 
customers. The system delivers an integrated suite of applications for data 
collection, indexing, and analytics for law enforcement, security, and intelli-
gence applications.

The diagram provides a simplified version of an agency wide Cyber OSINT system tailored to network 
security. Note the tight integration with key service providers and Leidos’ provision of overall system 
operation. Source: Don Bowers, “Evolving the Cyber security Ecosystem: Facing the Challenges of Bad 
Guys, Big Data, Cyber Intelligence and the New Threat Operations Environment,” Leidos, 2013, page 7
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Unlike some of the companies profiled in this report, Leidos can provide a 
comprehensive solution for almost any information-centric operation 
focused on law enforcement or intelligence. Leidos has its own technology 
and the technical skills to knit together its own systems or integrate third-
party products to meet a customer’s requirements.66 

Company Background

In 2013, SAIC, Inc., one of the world's largest specialist engineering firms, 
changed its name to Leidos Holdings, Inc. and spun off the technical ser-
vices and information technology business, which retains the name SAIC. 

Leidos is publicly-traded and  well-known as a preferred supplier of techni-
cal and management solutions to the US Department of Defense, various 
Australian government entities, and to commercial organizations.. Leidos is 
a Fortune 500® science and technology solutions leader  generating annual 
revenues of an estimated $5.77 billion per year.67 The company also has a 
core competence in security and engineering to support law enforcement and 
intelligence activities with activity based intelligence.68 

Leidos has about 20,000 employees and a headquarters in Reston, VA. CEO 
Roger A. Krone was appointed to the post in 2014. Krone holds a bachelor's 
degree in aerospace engineering from the Georgia Institute of Technology 
and an MBA from Harvard.

Positioning: A Force Multiplier 

Leidos provides a comprehensive solution and can integrate its own and 
third-party solutions into existing client systems. The Cyber OSINT system 
works in real time to collect data at high speeds from outside the client's 
organization and correlate this information with current internal information. 
Data is routed into a suite of cyber analytics components to provide action-
able information to licensees. The system can be applied to cyber security 
functions as well as to law enforcement and intelligence tasks. The Leidos 
approach provides a cyber situational awareness solution.

66. For more information about Leidos’ Enterprise Applications Services 
(EAS) capabilities, see http://www.leidos.com/engineering/enterprise-application-
services. 

67. Leidos Demonstrates Airboone ISR, Command and Control, Cyber and 
Intelligence Systems," October 8, 2014.

68. Leidos Australia is responsible for the TeraText data management and 
information retrieval system TeraText.



88

Products

Leidos offers a number of Cyber OSINT-centric products. One key product 
is Digital Echo, designed to centralize and standardize digital content. The 
system measures the "echo" (the spread of topics and concepts) in online dis-
course. 

The Digital Echo system will collect, process, filter, and analyze large vol-
umes of unstructured data. The system can process Internet-accessible con-
tent, including blogs, social media, and message boards. The system enables 
an analyst to quickly review sentiment. Whether operated in an automated 
fashion or coupled with the work of law enforcement or intelligence profes-
sionals, Digital Echo provides a mechanism for predicting emergent issues 
and responses across multiple stakeholder groups.69 

Digital Echo is an innovative solution that accurately targets online space to 
harvest meaningful data while eliminating white noise. The system is a cus-
tomizable and scalable platform that can accommodate a diverse range of 
client requirements. In addition to Web extraction, Digital Echo can ingest 
data from other databases, operate with other systems, or incorporate new 
technologies. 

Leidos also offers Checkmate, a system that protects a licensee's network, 
software, systems, and employees from external actions by bad actors. The 
system goes beyond intrusion detection, signature detection, and anomaly 
detection. The approach recognizes that people break into networks. To 
counter that threat, the system uses predictive analytics to process packet-
level activity to anticipate threats and counter them before the client's perim-
eter is breached. The system is proactive, initiating actions by assessing 
behavioral intent. The system seeks out specific threatening behavior and 
blocks it using automated behavioral assessment.

69. Digital Echo can be implemented with an automated collaboration capa-
bility. ISR CrossCue (IXQ) facilitates the discovery of important information. The 
system permits communications with system users and, in certain implementa-
tions, with experts within the intelligence community.

The Leidos Checkmate console provides real time information about 
threats based on OSINT and internal data. Source: Gary M. Jackson, 
“Checkmate Intrusion Protection System: A Paradigm Shift in Identifi-
cation of Network Malicious Intent,” Leidos, 2013.
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Major Components

One of the cornerstones of Leidos’ approach is its advanced analytics suite. 
The software has provided automated capabilities, an open architecture, and 
a standards-based framework necessary to support activity-based intelli-
gence. The capabilities include content management, sensor/input manage-
ment, automated transformation and fusion, and data integration 
(federation). The result is that Leidos’ analytic system facilitates informed 
decision making. The analytics operate on a wide range of data types, 
including geo-coded information in text and imagery format. Outputs are 
integrated with Google Earth, ESRI, and other geo-centric systems.

The components of the system are a collection of functions, analytic pro-
cesses, and report and visualization functions. 

The automated fusion process provides a loosely-coupled collection of ser-
vices for entity-based fusion systems. The approach is compatible with sen-
sor data (structured and semi-structured) and textual, unstructured 
information. The system performs semantic normalization (space, time, and 
object), relationship discovery, entity association with user-defined key loca-
tions, person-of-interest discovery, and a "storyteller" context-generation 
feature for individual entities and groups. Leidos' approach provides a con-
text for data, not a free-floating output that leaves the investigator or analyst 
wondering what an output means.

The analytic system gives the investigator or analyst a number of ways to 
use the information. Information can be derived from a stream of real-time 

The principal components of the Digital Echo system perform collection and 
analytics functions. The workflow pipeline allows comprehensive automation of 
the system. The collaboration component facilitates automated threat response 
as well as investigator/analyst interaction with colleagues within and external to 
the Leidos installation. Source: Don Bowers, “Evolving the Cyber security Eco-
system: Facing the Challenges of Bad Guys, Big Data, Cyber Intelligence and 
the New Threat Operations Environment,” Leidos, 2013, page 5
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information or blended with historical information. An investigator or ana-
lyst can roam, search, zoom, fast-forward, or rewind an output because the 
system is interactive. 

Key Strength

Leidos is one of a small number of companies that can design, install, and 
maintain a predictive Cyber OSINT solution. 

Considerations

As a publicly-traded company, Leidos will face pressures to hit quarterly 
estimates by analysts. Some of the firm's technical expertise is not widely 
known. A potential licensee of Leidos solutions or a customer of the firm's 
engineering services will need to prompt Leidos to provide information 
about Leidos' wide range of products, services, and capabilities. Trimming 
an $11 billion dollar per year operation into a $7 billion entity adds some 
agility but the sheer scope of the firm's offerings present a challenge that a 
smaller, specialized competitor does not face. 

Net Net
For an organization seeking Cyber OSINT solutions, Leidos is one of the 
firms that warrants inclusion in the competitive bidding. 

For More Information

Leidos Holdings, Inc. 

11951 Freedom Dr. 

Reston, Virginia 20190

Telephone: (571) 526-6000

Web site: http://www.leidos.com
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8 Translation

Threat detection requires real-time language 
interoperability

One of the key challenges facing law enforcement or intelligence agencies 
that collect online information is language. While open source information 
will appear in several different languages, the analyst may be fluent in only 
one or two. The issue is especially tricky when the data is being collected in 
real time.

To translate information in real time, or with very low latency, collection 
systems rely on “machine translation,” or MT software, to translate text 
from one language to another. MT companies emphasize some basic 
approaches:

• Artificial intelligence: This approach uses fully automatic translation 
using knowledge-bases, word lists, and user behavior to refine the per-
formance of smart algorithms. Accuracy varies between 80 and 95 per-
cent. The goal is to provide a “gist” or usable version of the source 
document. 

• Post-edit: These automated systems are designed to provide a translator 
with knowledge of the source and target language to achieve the highest 
degree of accuracy and faithfulness to the source content.

A surprising number of firms position themselves to meet the requirements 
of law enforcement or intelligence professionals. In this section, three firms 
are discussed: Basis Technologies, Google Translate, and SDL.

Language translation is a critical component of any system that collects and 
analyzes information for intelligence purposes. An organization that is con-
sidering acquiring any of those systems should ask a full-service vendor 
about automated translation services, how they fit into entity extraction and 
identification of a person of interest, and metadata about a source language 
not widely used by a particular agency or individual operator.
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Basis Technologies

Company Background

Basis Technology markets its capabilities for keyword search, eDiscovery, 
digital forensics, and analytics.The core of Basis’ technology, however, is its 
translation service. The company was founded by Carl Hoffman in 1995 to 
help American companies enter Asian markets. The original language prod-
uct allowed a Web site to generate text for a Web site intended for a different 
language consumer. The co-founder of the company is Steve Cohen and, like 
Hoffman, attended Massachusetts Institute of Technology. Cohen also stud-
ied in Japan, which is one of the factors influencing Basis’ decision to sup-
port Japanese language pairs.

Basis wants to break into new markets for its automated content processing 
systems. The firm is best known for its Rosette product line which includes a 
name indexer, a name translator, and an entity resolver, among other compo-
nents.

Products

The company makes its components available to third parties or to direct 
customers. The bundle of Basis’ translation components is available as a 
combined Rosette Package referred to as the Rosette Linguistics Platform. 

A licensee of the Rosette components will typically license individual com-
ponents to address their specific needs. Basis Technology, like other infor-

Each color represents an element the Basis Rosette Linguistics Platform identi-
fied and indexed. Some elements like the non-Roman characters are translated 
automatically. Source: “Rosette: Big Text Analytics, Basis Technologies, page 1.
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mation centric companies founded in the 1990s, uses a Chinese menu 
approach to pricing. 

Components

Basis Rosette includes more than a 
dozen separate software products. The 
major component of Rosette is the 
core system that can translate lan-
guage pairs for 55 languages.95 The 
key technology of Basis is not a dictio-
nary from which meanings are looked 
up. Basis uses what it calls “Base Lin-
guistics.” This notion of “base” is the 
origin of the company’s name, Basis. 
The idea behind this 25-year-old tech-
nology is that linguistic and statistical 
processes form the major component 
of the Basis translation system. Spe-
cialized term lists are often required to 
handle certain types of translations for law enforcement and intelligence pur-
poses; for example, mapping a new code word to a person of interest’s 
aliases.

The Rosette system processes each document, Twitter message, or Facebook 
post. The source is converted into representations in the Basis system via 
tokenization, lemmatization (grouping different inflected forms of a word 
into a single item), part of speech tagging, noun phrase extraction, and mor-
phological processes to manipulate Chinese ideographs. The Name Indexer 
generates a confidence score based on a person of interest’s name similarity 
with existing names in the Basis index. The system performs fuzzy match-
ing. The idea is that Basis’ technology analyzes the intrinsic structure of 
each name component and performs an intelligence comparison using lin-
guistic algorithms. The system can handle partial matches.

Upside

The principal strength of the Rosette product suite is that it has been in 
development and use for more than 25 years. 

95. A language pair is a source language like French and the output lan-
guage English. The language pair is French-English.
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Considerations 

Basis Technology requires that the licensee select components and license 
them. Additional engineering support is often required to integrate the 
Rosette components into existing law enforcement and intelligence systems.

Net Net

Basis Technology is viewed as a reliable source of text analytics technology. 
The company notes that Google, a competitor in some ways in the govern-
ment market, licenses some Basis Technology components. It is not clear if 
Google finds Basis a better solution that Google’s own translation system or 
if Google is conducting a form of competitive intelligence gathering.

For More Information

Basis Technologies, Inc.

2553 Dulles View Drive

Ste. 450

Herndon, Virginia 20171

Telephone (617) 386-2000 

Web site: http://www.basistech.com

Google Translate

Google Translate is available without charge to individual Google users. In 
each Google office, a business development contact fields inquiries from 
law enforcement and intelligence agencies. The response time and proce-
dures vary from office to office. The Google office in Washington, DC, is 
among the more efficient Google offices in responding to questions about 
the uses, limitations, and fees (if any apply) for the use of Google Translate 
for a law enforcement and intelligence application. If an integrator desig-
nated as the “go to” contact for a government engagement is required, Goo-
gle’s Washington office will point the person making the inquiry to the 
designated contact point; for example, Onix in Cleveland, or another autho-
rized Google partner. 

Company Background

Google’s inspiration for its approach to translation was based on machine 
translation systems and methods taught at Carnegie-Mellon, Stanford Uni-
versity, and the University of Washington, among others.96 Translation was 
important because Google’s vision embraced the futuristic devices in Star 
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Trek and other science fiction. The idea was that a user, regardless of his or 
her native language, could access content regardless of its source language. 
The importance of Google’s automatic translation technology grew when 
Google moved into mobile computing devices. The idea which Google seeks 
to provide is real time, on-the-fly translation. A speaker of Portuguese could 
converse with a speaker of Japanese in a natural and fluid manner. Other 
applications of Google’s translation system allow the company to perform 
single language or normalized text analytics for advertising purposes and its 
own competitive analysis of trends.

Google delivers a cloud-based service. The company discloses its applica-
tion programming interface on a fee basis. Information about the API is 
available as part of the Google Cloud Platform.97

Positioning: Organize the World’s Information

The technology is available. Google seeks to collect, index, and facilitate 
access to further its commercial objectives. Google Translate is a utility 
function that supports other, higher-value operations; for example, advertis-
ing.

Products

Google offers a free Google Translate function at http://translate.goo-
gle.com. The for-fee license is available to those who meet Google’s require-
ments. The best way to know if an applicant meets the Google requirements 
is to sign up for a developer account and a Google Translate license. To ini-
tiate the process, navigate to https://developers.google.com and select the 
account you require. 

Translate Components

Google’s approach is an application of computational linguistics research 
shaped to make use of Google’s corpus of translated content. Google 
describes its system this way:

When Google Translate generates a translation, it looks for patterns 
in hundreds of millions of documents to help decide on the best 
translation for you. By detecting patterns in documents that have 
already been translated by human translators, Google Translate can 
make intelligent guesses as to what an appropriate translation 
should be. This process of seeking patterns in large amounts of text 

96. The first machine translation tool was Systran. Several of Google’s early 
employees (for example, Jeff Dean) worked at Altavista.com which used the 
Systran system for its BabelFish translation service.

97. Information about Google Translate is available at http://goo.gl/PKhXHI. 
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is called “statistical machine translation”. Since the translations are 
generated by machines, not all translation will be perfect. The more 
human-translated documents that Google Translate can analyze in a 
specific language, the better the translation quality will be. This is 
why translation accuracy will sometimes vary across languages.98

Statistical methods are at the core of machine translation (MT). As content is 
processed and translated, the source is decoded and the output is displayed 
(recoded) in a target language.99 

The core idea is that over time the MT system learns from the knowledge 
available to the system and numerical recipes. Google Translate uses a num-
ber of different algorithms, and it makes use of look up tables; for example, 
the WordNet and CeCILL-C content and the Foras na Gaeilge Irish dictio-
nary, among others. 

The Google system uses encapsulated sets of processes in a pipelined archi-
tecture set up for each of the 60-plus supported languages. One way to visu-
alize the Google method is to consider a giant repository of indexed content 
(knowledge of language, meanings, user data, etc.). The system resolves 
ambiguities by using numbers, not human translators, to determine how to 
translate (decode and encode) a document.

98. For more information view the video, the list of language pairs, and other 
information prepared by Google at http://translate.google.com/about/intl/en_ALL/

99. A useful and readable explanation of Google Translate appears in “How 
Google Translate Works, The Independent, September 13, 2011 at http://ind.pn/
1yCb73M

Google depicts its system in a simplistic way. The YouTube video 
at http://goo.gl/36kU9d emphasizes the knowledge base of previ-
ously translated content, the patterns in a language, and the use 
of smart software that learns.
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Considerations 

The accuracy of the Google Translate system is on a par with other machine 
translation services. Companies like Basis and SDL make provisions for 
look up lists and other controlled vocabularies to improve the quality of their 
automated systems’ outputs. Google, for most licensees, does not permit 
third parties to modify the core functions of the Google Translate system. 

The for-fee service is based on a taxi-meter model. The licensee pays per 
blocks of characters; for example, for one million characters, the customer 
pays $20. There are additional fees assessed for automatically identifying a 
source language. For general Google Translate licensees, there are limits on 
the number of characters that can be processed.100 Google refers those with 
special requirements to its business development staff. It is difficult to know 
what Google will and will not do in many situations that are not dependent 
on Web content.101

Net Net

Many users of the Google Translate service place disclaimers on their site. 
The reason for this is that certain Google translations are not highly reliable. 
Contacting Google and getting specific information can be facilitated if the 
licensee is a former Google employee or an authorized reseller or partner.

For More Information

Google

25 New York Avenue, Suite 900

Washington, DC 20001

Telephone: (202) 662-9000

Web site: https://translate.google.com

100.For more information, Google provides a Pricing FAQ at https://
cloud.google.com/translate/v2/faq#pricing. The data in the FAQ may not be accu-
rate for a specific translation situation. The price quote from the Google business 
development professional reflects current fees and parameters.

101.The Google Translate system can struggle with gender identification and 
some specialist terms. See “Evaluation of Free Online Machine Translations” by 
Sanja Selijan et. al. Undated from the Department of Information Sciences, 
Croatia.
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SDL plc

Company Background

SDL, founded in 1992, offers machine translation technology and translation 
management administrative software. The company’s REST-based SDL 
Language Cloud Translation API provides a text-based information transla-
tion service to end users, by either machines or human translators. Unlike 
Basis Technologies, SDL has grown revenues and products via acquisition; 
for example, SDL acquired Tridion and Fredhopper, both Dutch firms, along 
with a half dozen other firms in the last five years. 

The publicly-traded company has been emphasizing its global information 
management solutions, not just its machine translation system. The company 
operates in three markets: Language services, content and analytic technolo-
gies, and language technologies. SDL has more than 1,500 licensees, 400 
integrators and partners, and offers products and services from more than 65 
offices in more than 35 countries. Financial analysts in the UK are suggest-
ing that stakeholders adopt a “hold” position which may suggest that the 
company may be facing headwinds in revenues.

Positioning: Machine and Human Translation 

Statistical machine translation is not perfect. The SDL system allows docu-
ments to be translated from a source language to a target language automati-
cally. SDL provides translation management and edit components to permit 
humans to correct translations that are not up to the licensing organization’s 
standards.

Products

The company’s primary translation systems are KbTS or Knowledge-Based 
Translation System and SDL BeGlobal Some two dozen others are sold to 
customers worldwide. 

The technology behind SDL KbTS is similar to the methods used in the 
Basis and Google systems. The key difference is that the KbTS is “wrapped” 
with a broad range of tools, including a dashboard, workflow functions and 
an editor console.

BeGlobal delivers a central cloud platform to deliver real-time automated 
translation functions. A law enforcement or intelligence professional who 
speaks English can converse via email or Facebook in English. The content 
displayed to the other party appears in that person’s language. The service is 
delivered via a Web-based portal.102 SDL’s BeGlobal product is used by 
Raytheon BBN for broadcast monitoring and Web content monitoring. 
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Components

SDL identifies dozens of individual software components, bundles, and 
products, too many to list in this profile.

The platform service delivers automated translation, workflow, and the Glo-
bal Insights analytics tools. 

Considerations 

SDL has added to its product line by acquiring companies with translation-
related technology. The company is based in the UK, and its system enjoys a 
higher profile in the UK and part of Europe than it does in some segments of 
the US government. The company offers a very large number of products, 
services, and versions of its software and systems. For some organizations, 
the work required to figure out what is required to support a particular appli-
cation or mission can be daunting. Unlike Basis and Google, the SDL prod-
uct lineup appears to be more confusing and unduly complicated, which may 
be an indicator of the company’s effort to generate revenue via niche market-
ing pressures. However, developers may translate up to one million charac-
ters each month for free using machine translation in sandbox mode.

Net Net

SDL has increased its marketing efforts over the last five years, expanding 
its product line and adding partners and resellers. For organizations seeking 
a fully automated solution, SDL’s technology can be tested in a head-to-head 
competitive test with other vendors. SDL’s approach to many translation 
jobs is to focus on a machine translation base supported by those fluent in 
the source and target language. The company presents a confusing array of 
products and, like Google, appears to put barriers in front of potential cus-
tomers from law enforcement and intelligence entities.

For More Information

SDL plc

Globe House

Clivemont Road

Maidenhead, United Kingdom

UK telephone: +44 (0) 7792 662213

US telephone: (408) 743-3632

102.See “SDL plc Launch of SL BeGlobal,” October 26, 2010 at http://
www.bloomberg.com/apps/news?pid=newsarchive&sid=agRcZlaeXWgE
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Web site: http://www.sdl.com

Which Approach Is Better?

Each of these systems has its supporters and detractors. In many mission 
critical matters, machine translation outputs must be supplemented with flu-
ent speakers of specific languages. Based on our experience, we offer the 
following recommendations:

• For “good enough” - quick and reasonably accurate - translations of 
OSINT content, the Google Translate system is suitable. However, the 
system is difficult to tailor to specific translation requirements; for 
example, dealing with slang and argot from North Korean sources

• For “commercial grade” applications, Basis Technologies’ Rosetta is 
preferred by many American organizations. For applications used by 
European law enforcement and intelligence professionals, the SDL sys-
tem has an advantage.

Bear in mind that there are a number of other vendors offering translation 
systems and services. Many comprehensive platform Cyber OSINT systems 
can be acquired with translation functions included as a standard service or 
as an optional upgrade. 

For large flows of content, machine translation is the approach that offers an 
acceptable benefit for the cost of the system. Human translators are not an 
option when Big Data flows of unstructured content must be processed, ana-
lyzed, and acted upon.

Table 5: Comparison of Basis, Google, SDL

Basis Google SDL CORE Comment

1 Workflow module Yes Licensee must code or 
integrate workflow

Available

2 Languages supported 55 More than 75 More than 40

3 Real-time translation Depends on configura-
tion

Yes Depends on configura-
tion

4 Installation type avail-
able

On premises or cloud Cloud On premises or cloud

5 Dedicated LE/Intel 
staff

No In the Washington, DC 
office

No
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