
UNIT I   

INTRODUCTION 

Mobile Computing – Mobile Computing Vs wireless Networking – Mobile 

Computing Applications – Characteristics of Mobile computing – 
Structure of Mobile Computing Application. MAC Protocols – Wireless 

MAC Issues – Fixed Assignment Schemes – Random Assignment Schemes 

– Reservation Based Schemes.  

Mobile computing is human–computer interaction by which a computer is 

expected to be transported during normal usage, which allows for transmission 

of data, voice and video. Mobile computing involves mobile communication, 

mobile hardware, and mobile software. 

 

What is mobile computing? 

 Mobile computing is to describe technologies that  

 enable people to access network services anyplace, anytime, and 

anywhere,  

 with portable and wireless computing and communication devices.  

 Aspects of mobility 

 User mobility 
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 Between different geographical locations 

 Between different networks 

 Between different communication devices 

 Between different applications 

 Device portability 

 Between different geographical locations 

 Between different networks 

Mobile Computing  vs. Ubiquitous Computing/Pervasive Computing 

 Mobile Computing is a generic term describing the application of small, 

portable, and wireless computing and communication devices. This 

includes devices like laptops with wireless LAN technology, mobile 

phones, wearable computers and Personal Digital Assistants (PDAs) with 

Bluetooth or IRDA interfaces, and USB flash drives. 

 Ubiquitous computing (ubicomp, or sometimes ubiqcomp) integrates 

computation into the environment, rather than having computers which 

are distinct objects.  

 Pervasive computing Promoters of this idea hope that embedding 

computation into the environment would enable people to move around 

and interact with computers more naturally than they currently do.  

Challenges 

 Disconnection  

 Low bandwidth  

 High bandwidth variability  

 Low power and resources  

 Security risks  

 Wide variety terminals and devices with different capabilities 

 Device attributes  
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 Fit more functionality into single, smaller device 

 

 

What is Mobile Computing? 

 What is computing?  

   The capability to automatically carry out certain processing related to service 

invocations on a remote computer .  

 What is the mobility ?  

   The capability to change location while communicating to invoke  computing 

service at some remote computers.  

 What is mobile computing?  

   Ability to compute remotely while on the move. It is possible to access 

information from anywhere and at anytime.  

 A simple definition could be: 

Mobile Computing is using a computer (of one kind or another) while on the 

move  

 Another definition could be: 

Mobile Computing is when a (work) process is moved from a normal fixed 

position to a more dynamic position.  
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 A third definition could be: 

Mobile Computing is when a work process is carried out somewhere where 

it was not previously possible. 

 Mobile Computing is an umbrella term used to describe technologies 

that enable people to access network services anyplace, anytime, and 

anywhere.  

Mobile computing vs Wireless networking 

 Mobile computing is based on wireless networking and helps to invoke 

computing services on remote servers while on the move. 

 So Wireless networking is an important and necessary ingredient of 

mobile computing. 

 Mobile computing also requires the applications themselves – their 

design and development, the hardware at the client and server sides   

Classification of Wireless networks: 

 Wireless networks can be classified into basic types  

 Infrastructure network -One is extension of wired networks. It uses 

fixed infrastructure such as base station to provide single hop wireless 

communication with wired network as shown in figure 2.1.  

 Two-hop cellular communication as shown in figure 3.  

 Ad Hoc network - It does not use any fixed infrastructure and is based 

on multi-hop wireless communication as shown in figure 2.2  

 

Applications of Mobile Computing 

 Stock Information Collection/Control  
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 Emergency  services 

 For Estate Agents  

 In courts  

 In companies  

 Credit Card Verification  

 Taxi/Truck Dispatch  

 Electronic Mail/Paging  

 Vehicles 

 transmission of news, road condition, weather, music via DAB 

 personal communication using GSM 

 position via GPS 

 local ad-hoc network with vehicles close-by to prevent accidents, 

guidance system, redundancy  

 vehicle data (e.g., from busses, high-speed trains) can be 

transmitted in advance for maintenance  

 Medical 

 Nurses/Doctors in Medical offices are now using Wireless Tablet 

PCs/WLAN to collect and share patient information. 

 Sales 

 Sales representatives are using Tablet PCs with Smart phones for 

presentation, transmitting/access information among office, hotel, 

and customer location. 

 Emergencies 

 Early transmission of patient data to the hospital, current status, 

first diagnosis  

 Provide mobile infrastructure in dealing with Natural Disaster 

(earthquake, hurricane, fire), terrorist attacks, war, ...  
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Characteristics of Mobile Computing: 

 Ubiquity – The ability of a user to perform computation from anywhere 

and at anytime. 

  Location awareness – Many applications requires or value additions by 

location based services. 

 Adaptation- Ability to adjust to bandwidth fluctuations without 

inconveniencing the user. 

 Broadcast- Efficient delivery of data can be made simultaneously to 

hundreds of mobile users   

 Personalization – Services in a mobile environment can be easily 

personalized according to a user’s profile.   

Structure of Mobile Computing Application: 

 A mobile computing application is usually structured In terms of the 

functionalities implemented . 

 As shown in the figures 2.3 and 2.4 the three tiers are named 

presentation tier, application tier and data tier.  
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 Presentation tier – The topmost level, concerns the user interface. It 

facilitates the users to issue requests and to present the results 

meaningfully. It includes web browsers and client programs. 

 Application tier – It is responsible for making logical decisions and 

performing calculations. Implemented using Java, .NET services 

implemented on a fixed server. 

 Data tier – Responsible for data storage, access and manipulation. 

Implemented on a fixed server.  

MEDIA ACCESS CONTROL/ MEDIUM ACCESS CONTROL (MAC) 

 A channel-access scheme is also based on a multiple access protocol and 

control mechanism, also known as media access control (MAC). This 

protocol deals with issues such as addressing, assigning multiplex 

channels to different users, and avoiding collisions.  

Responsibility and objective of MAC Protocol 

 Responsibility: Enforce discipline in the access of a shared channel when 

multiple nodes contend to access that channel. 

 Objective: Maximization of the utilization of the channel and 

minimization of average latency of transmission.  

The Hidden Terminal Problem 

 Wireless stations have transmission ranges and not all stations are 

within radio range of each other. 

 Simple CSMA will not work! 
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 C transmits to B. 

 If A “senses” the channel, it will not hear C’s transmission and falsely 
conclude that A can begin a transmission to B. 

 Create a very difficult and important arbitration problem that a MAC 

protocol needs to resolve.  

 

 

Figure 4-26.(a)The hidden station problem. (b) The exposed station problem. 

The Exposed Station Problem 

 The inverse problem. 

 B wants to send to C and listens to the channel. 

 When B hears A’s transmission, B falsely assumes that it cannot send to 
C. 

 It leads to inefficient spectrum usage as well as unnecessary 

transmission delays.  

 

 

Classification of  wireless MAC protocols 
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Classification of  wireless MAC protocols 

 

Frequency Division Multiple Access (FDMA) 

 In an FDMA system, each user has its own frequency channel. This 

implies that relatively narrow filters are needed in each receiver and 

transmitter.  

 Most duplex FDMA systems must transmit and receive simultaneously. 

(Frequency Division Duplex, FDD). 

 It does not achieve a high channel utilization.  
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 Time Division Multiple Access (TDMA) 

 In TDMA, a set of N users share the same radio channel, but each user 

only uses the channel during predetermined slots.  

 A frame consists of N slots, one for each user. Frames are repeated 

continuously. 

 Time slots are allocated to users in a round robin manner . 

 Un used time slots go idle, leading to low channel utilization  
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Code Division Multiple Access 

(CDMA)  

 

 Multiple users use the same frequency at the same time. 

 All the senders send signals simultaneously.  
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 The signals can be distinguished from each other by frequency spreading 

code known as the m bit pseudo-noise(PN) sequence.  

 Using m bits 2m-1codes obtained  

 Each user will use only one code.  

 

 

Random access MAC Schemes  

 Number of random assignment schemes. A few important. 

 PURE ALOHA 

 Slotted ALOHA 

 CSMA 

 CSMA/CD 

 CSMA/CA 

(i) Pure ALOHA 

  

  

• In pure ALOHA, the stations transmit frames whenever they have data 
to send. 
• When two or more stations transmit simultaneously, there is collision 
and the frames are destroyed. 
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• In pure ALOHA, whenever any station transmits a frame, it expects the 
acknowledgement from the receiver. 
• If acknowledgement is not received within specified time, the station 
assumes that the frame (or acknowledgement) has been destroyed. 
• If the frame is destroyed because of collision the station waits for a 
random amount of time and sends it again. This waiting time must be 
random otherwise same frames will collide again and again. 
• Therefore pure ALOHA dictates that when time-out period passes, each 
station must wait for a random amount of time before resending its 
frame. This randomness will help avoid more collisions. 
• Figure shows an example of frame collisions in pure ALOHA. 
 

 
 

In fig there are four stations that .contended with one another for access to 
shared channel. All these stations are transmitting frames. Some of these 
frames collide because multiple frames are in contention for the shared 
channel. Only two frames, frame 1.1 and frame 2.2 survive. All other frames 
are destroyed. 

• Whenever two frames try to occupy the channel at the same time, there will 
be a collision and both will be damaged. If first bit of a new frame overlaps with 
just the last bit of a frame almost finished, both frames will be totally destroyed 
and both will have to be retransmitted. 

  

(ii) Slotted ALOHA 
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• Slotted ALOHA was invented to improve the efficiency of pure ALOHA as 
chances of collision in pure ALOHA are very high. 

• In slotted ALOHA, the time of the shared channel is divided into discrete 
intervals called slots. 

• The stations can send a frame only at the beginning of the slot and only one 
frame is sent in each slot. 

 
 

In slotted ALOHA, if any station is not able to place the frame onto the channel 
at the beginning of the slot i.e. it misses the time slot then the station has to 
wait until the beginning of the next time slot. 

• In slotted ALOHA, there is still a possibility of collision if two stations try to 
send at the beginning of the same time slot as shown in fig. 

• Slotted ALOHA still has an edge over pure ALOHA as chances of collision are 
reduced to one-half. 

 

 Carrier Sense Multiple Access CSMA  

 Carrier Sense Multiple Access 

 sense carrier 

 if idle, send 

 wait for ack 

 If there isn’t one, assume there was a collision, retransmit 

 Vulnerable period: one tprop 
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 Extension of CSMA  

 The extension of CSMA are the collision detection CSMA/CD and the 

collision avoidance CSMA/CA techniques. 

 Why CA and CD? 

 Difficult to detect collisions in a radio environment – why? 

 A transmitting station cannot effectively distinguish incoming weak 

signals from noise and the effects of its own transmission; need a 

full duplex radio to listen and transmit on same frequency (not 

true in FDD systems) 

 Hidden station problem: 

 Two mutually far away stations A and C want to send to B. 

 At A and C, channel appears idle 

 But collision occurs at B 

 CSMA/CD 

 CSMA/CD multi-access  control protocol. 

1. Each station listens before it transmits.  

2. If the channel is busy, it waits until the channel goes idle, and 

then it  transmits. 

3. If the channel is idle it transmits immediately. Continue sensing. 

4. If collision is detected, transmit a brief jamming signal, then cease 

transmission, wait for a random time, and retransmit. 

• collision detection is not by waiting for an ACK  

 CSMA/CA  

 Prevent collision at the moment they are most likely occur, when bus is 

released after a packet transmission. 

 During the time a node is transmitting on the channel, several nodes 

might be wanting to transmit and waiting for it to become free. 
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 The moment the transmitting node completes its transmission and would 

all starts transmitting at the same time. 

 To overcome in the collision avoidance scheme, all nodes are forced to 

wait for a random time and then sense the medium again before starting 

their transmission. 

 If the medium is sensed to be busy, further random amount of time and 

so on. 

 Thus the chance of two nodes starting to transmit at the same time 

would be greatly reduced.      

 Reservation based schemes  

Basic form of the reservation scheme is RTS/CTS scheme.  

A sender transmits an RTS (Ready to Send)  packet to the receiver before 

the actual data transmission. 

On receiving this the receiver sends CTS (Clear to Send) packet. 

The actual data transfer commences only after that.  

The other nodes sharing the medium sense the CTS packet, they refrain 

from transmitting until the transmission from the sending node is 

completes 

 Contention-based protocol  

 MACA(Multiple Access Collision Avoidance) Protocol 

 MACA solves the hidden/ exposed terminal problems  

 When a node wants to transmit a data packet, it first transmit a 

RTS (Request To Send) frame. 

 The receiver node, on receiving the RTS packet, if it is ready to 

receive the data packet, transmits a CTS (Clear to Send) packet.  

 Once the sender receives the CTS packet without any error, it 

starts transmitting the data packet. 

 If a packet transmitted by a node is lost, the node uses the binary 

exponential back-off (BEB) algorithm to back off a random interval 

of time before retrying. 

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



 The binary exponential back-off mechanism used in MACA might starves 

flows sometimes. The problem is solved by MACAW. 

 

 

MACA Protocol 

 

The MACA protocol.  

 A sending an RTS to B. 

 B responding with a CTS to A.  

 MACA examples 

 MACA avoids the problem of hidden terminals 

 A and C want to send to B 

 A sends RTS first C waits after receiving  

CTS from B 

 

 MACA avoids the problem of exposed terminals 

 B wants to send to A, C to another terminal 
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 now C does not have to wait for it cannot  receive CTS from A 
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IT 6601 – MOBILE COMPUTING 

UNIT – II – MOBILE IP & TRANSPORT LAYER 

Overview of Mobile IP – Features of Mobile IP – Key Mechanism 
in Mobile IP – route Optimization. Overview of TCP/IP – Architecture 
of TCP/IP- Adaptation of TCP Window – Improvement in TCP 
Performance. 

MOBILE IP 

 Internet is built on top of collection of protocols, called the TCP/IP 

 The nodes in the LAN are assigned an address based on the LAN 

address. 

 Traditional IP does not support mobility 

 Mobile IP is an Internet Engineering Task Force (IETF) standard 

communications protocol that is designed to allow mobile device 

users to move from one network to another while maintaining their 

permanent IP address.  

 Mobile IP is an enhancement of the Internet Protocol (IP) that adds 

mechanisms for forwarding packets to mobile devices (known 

as mobile nodes) when they are connecting through other than their 

home network. 

TERMINOLOGIES (MOBILE IP) 

 Mobile Node (MN) 

 Laptop, PDA, etc.. that may move about  

 Home Agent (HA) 

 Router in home network of the MN, helps in forwarding  

 registers current MN location, tunnels IP(forwards) datagrams 

to COA(Care Of Address)  

 Home Network 

 It is Sub network the MN belongs to with respect to its IP 

address 

 Foreign Agent (FA) 

 Router in current foreign network of MN  

 forwards tunneled datagrams to the MN  

 can have COA 

 Foreign Network 
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 It is the current subnet the MN visits and which is not the 

home network 

 Care-of Address (COA)  

 When a mobile device is away from its home network, it is 

assigned a care-of address.  

 address of the current tunnel end-point for the MN (at FA or 

MN) 

 can be chosen, e.g., via DHCP  

 Two different possibilities for the location of the COA: 

 Foreign Agent COA 

 This may be a foreign agent care-of address, which is 

the static IP address of a foreign agent on a visited 

network 

 Co-located COA 

 Temporary IP address assigned to the mobile node.  

 A colocated care-of address may be acquired through 

some means such as Dynamic Host Configuration 

Protocol (DHCP). ( DHCP, if a device is moved from 

place to place, it will be assigned a new address in 

each location. Without DHCP, network 

administrators must manually configure each device 

with a valid IP address)  

 Correspondent Node (CN) 

 Node that wants to communicate with MN 

 IP PACKET DELIVERY 

 

 STEP 1:  CN sends the Packet to the IP address of the mobile node 
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 STEP 2: Internet Routes the Packet to the router of the MN’s home 
network. The home agent examines the packet to determine to 

determine whether the MN is present in its current home network or 

not. In case that MN is not present, then the packet is encapsulated 

by a new header that is placed in front of the existing IP header. 

 STEP 3: The encapsulated packet is tunneled to the foreign agent, 

which act as the new destination address. FA performs decapsulation 

to remove the additional header and forwards the decapsulated 

packet to the MN. 

 STEP 4: MN after receiving the packet from CN forwards a reply 

packet to the CN by specifying its own IP address along with the 

address of the CN. 
 

FEATURES OF MOBILE IP 

(Refer TEXT BOOK) 

KEY MECHANISMS IN MOBILE IP 

(MOBILE IP OPERATION STAGES) 

 Discovery – A mobile node uses a discovery procedure to identify 

prospective home and foreign agents. It has Agent Advertisement and 

Agent Solicitation. 

 Registration – A mobile node uses an authenticated registration 

procedure to inform the home agent of its care-of address. 

 Tunneling – This mechanism is used to forward IP datagrams from a 

home address to a care-of address. 
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1. DISCOVERY 

AGENT ADVERTISEMENT  

 One problem of an MN after moving is how to find a foreign agent? 

 How does the MN discover that it has moved?  

 HA and FA periodically send advertisement messages into their 

physical subnets (as beacon) 

 MN listens to these messages and detects, if it is in the home or a 

foreign network (standard case for home network) 

 These advertisements use ICMP (Internet Control Message Protocol) 

with some mobility extensions. 

 The upper part represents the ICMP packet while the lower part is the 

extension needed for mobility. 

 The TTL field of the packet is set to 1 for all advertisements to avoid 

forwarding. 

 

 

ICMP Packet Format : 

 The type is set to 9 to denote ICMP message. 

 The code =0, if the agent also routes traffic from non-mobile nodes,  

 Code = 16, if it does not route anything other than mobile traffic. 

 Checksum – used for error correction 
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 #addresses - The number of addresses advertised with this packet. 

 addresses – actual ip address. 

 Lifetime denotes the length of time this advertisement is valid. 

 Preference levels for each address help a node to choose the router 

that is the most eager one to get a new node.The preference level is 

used by a host to decide which router is the best to use.The 

preference level is set by the network administrator. 

  

 Agent Advertisement Packet Format : 

 Type = 16: agent advertisement 

 Length = 6 + 4 * C bytes (C: number of care-of addresses) 

 Sequence number: no. of agent advertisement messages counted 

from initialization 

 Lifetime (seconds): how long a registration will remain valid 

 R: Registration with this foreign agent is necessary 

 B: Busy (i.e., cannot handle new mobile nodes) 

 H: Can serve as an Home agent 

 F: Can serve as a Foreign agent 

 M: Can support minimal encapsulation 

 G: Can support GRE encapsulation 

 V: Can support Van Jacobson header compression  

 Care-of addresses: care-of addresses provided by the agent 

  

 AGENT SOLICITATION 

 Foreign agents are expected to issue agent advertisement messages 

periodically. 

 If a mobile node needs the agent information immediately, it can issue 

an ICMP router solicitation message. Any agent receiving this 

message will then issue an agent advertisement. 

 

2. REGISTRATION 

 After having received  COA, the MN has to register with the HA 

 The main purpose of the registration is to inform the HA of the 
current location for forwarding the packets 

 Registration can be done in two different ways: 
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(i) If the COA(Care of Address) is at the FA(Foreign Agent) 

 
 MN sends its registration request containing the COA to the HA via 

the FA. 
 HA sets up a mobile binding containing the mobile node’s home IP 

address and the current COA. 

 After setting up the mobility binding the HA Acknowledges via FA to 
MN. 

 
(ii) If the COA is co-located, registration is simpler. 

 
 MN sends the request directly to the HA and vice versa. 

 

REGISTRATION PROCESS :  

 The registration process involve the exchange of registration requests 
and registration reply messages.  

 When the mobile node registers by using a foreign agent, the 
registration process takes the following steps, which is shown in the 
figure.  
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1. The mobile node sends a registration request to the prospective 

foreign agent to begin the registration process. 
2. The foreign agent processes the registration request and then 

relays the request to the home agent. 
3. The home agent sends a registration reply to the foreign agent to 

grant or deny the request. 
4. The foreign agent processes the registration reply and then 

relays the reply to the mobile node to inform the mobile node of 
the disposition of the request. 

 

     Registration Request Packet format: 

 

 Type = 1  for registration request 

 S: MN can specify simultaneous bindings (retain prior bindings) 

 B: MN also wants to receive broadcast datagrams which has been 

received by HA. 

 D : decapsulation by MN (collocated COA). 

 M : minimal encapsulation 

 G : GRE encapsulation 

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



8 

 

 r  = 0 : ignored 

 T : reverse tunneling requested 

 x: = 0, ignored 

 Lifetime denotes the validity of the registration in seconds. A value of 

zero indicates deregistration; all bits set indicates infinity.  

 The home address is the fixed IP address of the MN,  

 home agent is the IP address of the HA, and  

 COA represents the tunnel endpoint. The 64 bit identification is 

generated by the MN to identify a request and match it with 

registration replies.  

 The extensions must at least contain parameters for authentication. 

Registration Reply Packet format: 

A registration reply, which is conveyed in a UDP packet, contains a type 
field set to 3 and a code indicating the result of the registration request. 

 

3. TUNNELLING AND ENCAPSULATION 

The following describes the mechanisms used for forwarding packets 

between the HA and the COA. 

 A tunnel establishes a virtual pipe for data packets between a tunnel 

entry and a tunnel endpoint.  

 Packets entering a tunnel are forwarded inside the tunnel and leave 

the tunnel unchanged.  

 Tunneling, i.e., sending a packet through a tunnel, is achieved by 

using encapsulation. 

 

Encapsulation is the mechanism of taking a packet consisting of packet 

header and data and putting it into the data part of a new packet.  
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The reverse operation, taking a packet out of the data part of another 

packet, is called Decapsulation.  

Encapsulation and decapsulation are the operations typically performed 

when a packet is transferred from a higher protocol layer to a lower layer 

or from a lower to a higher layer respectively. Here these functions are 

used within the same layer.  

The HA takes the original packet with the MN as destination, puts it into 

the data part of a new packet and sets the new IP header in such a way 

that the packet is routed to the COA. The new header is also called the 

outer header for obvious reasons. Additionally, there is an inner header 

which can be identical to the original header as this is the case for IP-in-

IP encapsulation, or the inner header can be computed during 

encapsulation. 

 

There are different ways of performing the encapsulation. They are: 

1. IP-in-IP Encapsulation 

2. Minimal Encapsulation 

3. Generic Routing Encapsulation 

(1) IP-in-IP Encapsulation: 

This is the mandatory method for Mobile IP. The following figure shows 

the packet inside the tunnel.    
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 Ver – is ‘4’ for IP protocol. 

 IHL – Internet Header Length , denotes the length of the outer 

header in 32 bit words  

 TOS –type of Services.copied from the inner header. 

 Length – length of the complete encapsulated packet 

 Identification – A new number is generated for each outer IP 

header. 

 Flags –controls fragmentation of the data gram. 

 Fragment offset – used to direct the reassembly of a fragment data 

gram. 

The inner IP header source and destination address  identify the  original 

sender and  the  receiver.Other headers for authentication might be 

added to outer header. Some outer IP header fields are copied from the 

inner IP fields (TOS), most are re-computed (checksum, length) based on 

new datagram. 

 (2) Minimal Encapsulation : 

It is an optional method for mobile IP and defined for datagrams which 

are not fragmented prior to encapsulation.  

Here Type = 55 indicated minimal encapsulation. The inner header is 

different for minimal encapsulation. If the S bit is set the original sender 

address of the CN is included. 

 

 (3) Generic Routing Encapsulation (GRE) : 

 GRE allows the encapsulation of packets of one protocol suite into the 

payload portion of a packet of another protocol suite.  
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 The packet of one protocol suite with the original packet header and 

data is taken and a new GRE header is prepended. 

  Together this forms the new data part of the new packet. 

  Finally, the header of the second protocol suite is put in front. 

 

 

The figure below shows the fields of the GRE packet in the tunnel. 

The outer header is the standard IP header with HA as source address 
and COA as destination address. 

The protocol used in this outer IP  is Type = 47 for GRE. 

C – indicated the presence of a checksum. 

The R bit indicates if the offset and routing fields are present and contain 

valid information. 

The offset represents the offset in bytes for the first source routing entry.  

The routing field, if present, has a variable length and contains fields for 

source routing. 
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GRE also offers a key field which may be used for authentication. 

K bit -  if set indicates if authentication key is present. 

S bit  -  if set indicates if the Sequence number field is present. 

rec – recursion control field. This field represents a counter that shows 

the number of allowed recursive encapsulations. 

rsv – reserved for future use. Must be zero. 

ver = 0 for GRE version. 

Lay 4 protocol specifies the protocol of the packet following the GRE 

header. 

ROUTE OPTIMIZATION 

Triangular Routing: 

The triangle is made of the three segments, CN to HA, HA to COA/MN, 

and MN back to CN. This inefficient behavior of a non-optimized routing 

in mobile IP is called triangular routing. 

Optimization of the route can be done by informing the CN of the current 

location of the MN. The CN can learn the location by caching it in a 

binding cache which is a part of the local routing table for the CN. The 

appropriate entity to inform the CN of the location is the HA. The 

optimized mobile IP protocol needs four additional messages. 
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1. Binding request: Any node that wants to know the current location 

of an MN can send a binding request to the HA. The HA can check if 

the MN has allowed dissemination of its current location. If the HA is 

allowed to reveal the location it sends back a binding update. 

2. Binding update: This message sent by the HA to CNs reveals the 

current location of an MN. The message contains the fixed IP 

address of the MN and the COA. The binding update can request an 

acknowledgement. 

3. Binding acknowledgement: If requested, a node returns this 

acknowledgement after receiving a binding update message. 

4. Binding warning: If a node decapsulates a packet for an MN, but it 

is not the current FA for this MN, this node sends a binding warning 

to the HA of the MN.  

DHCP - DYNAMIC HOST CONFIGURATION PROTOCOL 

 DHCP  was developed based on BOOTP(Boot Strap Protocol). 
 DHCP provides several types of information to a user including its IP  

address.  

 The dynamic host configuration protocol is mainly used to simplify 

the installation and maintenance of networked computers.  

 If a new computer is connected to a network, DHCP can provide it 

with all the necessary information for full system integration into the 

network, e.g., addresses of a DNS server and the default router, the 

subnet mask, the domain name, and an IP address. 

 DHCP is based on a client/server model.  
 The DHCP client and server work together to handle  the roaming 

status and to assign IP address on a new network efficiently. 

 DHCP clients send a request to a server (DHCP DISCOVER) to which 
the server responds.  

  A client sends requests using MAC broadcasts to reach all devices in 
the LAN.  

 A DHCP relay might be needed to forward requests across inter-
working units to a DHCP server. 
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 Basic DHCP Configuration 

 A typical initialization of a DHCP client is shown in the Figure. 

 The figure shows one client and two servers.  

 The client broadcasts a DHCP DISCOVER into the subnet. .  

 Two servers receive this broadcast and determine the configuration 
they can offer to the client.  

  Servers reply to the client’s request with DHCPOFFER and offer a list 
of configuration parameters. 

 

 The client can now choose one of the configurations offered.  

 The client in turn replies to the servers, accepting one of the 
configurations and rejecting the others using DHCP REQUEST. 

  If a server receives a DHCP REQUEST with a rejection, it can free the 
reserved configuration for other possible clients.  

 The server with the configuration accepted by the client now confirms 
the configuration with DHCP ACK. This completes the initialization 
phase. 

 If a client leaves a subnet, it should release the configuration received 
by the server using DHCP RELEASE.  

 The configuration a client gets from a server is only leased for a 
certain amount of time, it has to be reconfirmed from time to time. 

 

DHCP Characteristics 
 Server : 

 Several servers can be configured for DHCP, coordination not yet 
 standardized (i.e., manual configuration)  

 Renewal of configurations : 
 IP addresses have to be requested periodically, simplified protocol.  

 Options : 
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 Available for routers, subnet mask, NTP (network time protocol) 
 timeserver, SLP (service location protocol) directory, DNS (domain 
name  system).  

 Big security problems : 
 No authentication of DHCP information specified.  
 

Mechanisms for IP address allocation 
DHCP supports three mechanisms for IP address allocation: 

 Automatic Allocation – In automatic allocation, DHCP assigns a 
permanent IP address to a particular client. 
 

 Dynamic Allocation – In dynamic allocation, DHCP assigns IP 
address to a client for a specific period of time. 
 

 Manual Allocation – In manual allocation, a client’s IP assigned by 
the network administrator, where the DHCP is used to inform the 
address assigned to clients. 
 

MOBILE TRANSPORT LAYER 

OVERVIEW OF TCP/IP 

(Refer Text Book) 

ARCHITECTURE OF TCP 

(Refer Text Book) 

TRADITIONAL TCP 

There are several mechanisms of the Transmission Control Protocol (TCP) 

that influence the efficiency of TCP in a mobile environment. 

ADAPTATION OF TCP WINDOW 
 Flow control is used to control congestion in a network.   
 Congestion occurs when the rate at which data is placed by a host 

into the network exceeds the rate at which data can be delivered to 
the network. 
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 When buffers at the routers (sender side) gets overflow, the packet 

gets lost. 
 And if sender data rate is high the buffer at the receiver side gets 

overflowed which again results in packet loss. 
 TCP controls this by controlling the sender side sending data rate 
 Window size is set by initializing it with the size of the buffer 
 Packet loss is identified using  

o Retransmission timeout(RTO)- Acknowledgement is not 
received on time 

o When the receiver does not get a packet what it is expecting it 
assumes it as a packet loss and sends a Duplicate 
Acknowledgement. 

o Duplicate Acknowledgement are received when  
 the receiver does not get the expected packet and so it is 

sending the acknowledgment for the packet for the last 
packet which it has received 

 When does a retransmission takes place is 
o if there are 3 duplicate acknowledgements 
o when timeout occurs 

 Improvement in TCP 

TCP was initially designed for wired(traditional) networks 
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 SLOW START 
 CONGESTION AVOIDANCE 
 FAST RETRANSMIT/FAST RECOVERY 

SLOW START (exponentially) 

 Instead of starting transmission at a fixed transmission window size, 
the transmission is started at the lowest window size and then 
doubled after each successful transmission.  

 Doubling of window size occurs at every RTT(Round TRIP TIME) 
 If congestion is detected, the transmission window size is reduced to 

half of its current size. 

 

CONGESTION AVOIDANCE (linearly) 

 Window size is doubled until it reaches a threshold level. When it 
reaches a threshold level then window size is increased linearly 

 If congestion is occurred then the window size is reduced to half of 
its size 
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FAST RETRANSMIT/FAST RECOVERY 

 Does not wait until the timer expires it retransmits a packet 
whenever sender is getting 3 duplicate acks.  

 After retransmitting a packet it sets the window size is reduced to its 
half  

Packet 1

Packet 2

Packet 3

Packet 4

Packet 5

Packet 6

Retransmit

packet 3

ACK 1

ACK 2

ACK 2

ACK 2

ACK 6

ACK 2

Sender Receiver

 

CLASSICAL TCP IMPROVEMENTS FOR WIRELESS NETWORK 

 

Traditional TCP cannot be used in mobile environments because of 

 Lower bandwidth 

 Bandwidth fluctuations with time 

 Mobility 

 Delay 

 Intermittent disconnections 

 High bit error rate 

 Poor link reliability 
 

TCP IN SINGLE HOP 

 INDIRECT TCP (I -TCP) 

 FAST RETRANSMIT (FAST RECOVERY) 

 MOBILE TCP(M-TCP) 

 SNOOPING TCP(S-TCP) 

 FREEZE TCP 

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



19 

 

 1.  INDIRECT TCP 

 

 
 

 I-TCP segments a TCP connection into a fixed part and a wireless 

part. 

 Figure shows an example with a mobile host connected via a 

wireless link and an access point to the ‘wired’ internet where the 
correspondent host resides. The correspondent node could also use 

wireless access.  

 Standard TCP is used between the fixed computer and the access 

point.  The standard TCP connection terminates at the access point 

which acts as a proxy. This means that the access point is now seen 

as the mobile host for the fixed host and as the fixed host for the 

mobile host.  

 

 The foreign agent acts as a proxy and relays all data in both 

directions. 

  If the correspondent host sends a packet, the foreign agent 

acknowledges this packet and tries to forward the packet to the 

mobile host. 
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  If the mobile host receives the packet, it acknowledges the packet. If 

a packet is lost, the foreign agent tries to retransmit this packet 

locally to maintain reliable data transport. 

 If the mobile host sends a packet, the foreign agent acknowledges 

this packet and tries to forward it to the correspondent host. 

 If the packet is lost on the wireless link, the mobile hosts notice this 

much faster due to the lower round trip time and can directly 

retransmit the packet. Packet loss in the wired network is now 

handled by the foreign agent. 

 Whenever a mobile node moves, the proxy must forward buffered 

data to the new proxy. Besides buffered data, the sockets of the 

proxy too must migrate to the new foreign agent. The socket reflects 

the current state of the TCP connection, i.e sequence number, 

address, ports etc. 

Advantages with I-TCP: 

1. TCP does not require any changes in the TCP protocol as used by the 

hosts in the fixed network. 

2. Due to the strict partitioning into two connections, transmission 

errors on the wireless link, i.e., lost packets cannot propagate into the 

fixed network. 

3. Different solutions can be tested without jeopardizing the stability of 

the Internet. 

4. Partitioning into two connections allows the use of a different 

transport layer protocol between the foreign agent and the mobile 

host. 

5. Optimized TCP can use precise timeouts to guarantee retransmission 

as fast as possible. 

 

Disadvantages of I-TCP: 

1. The loss of the end-to-end semantics of TCP might cause problems if 

the foreign agent partitioning the TCP connection crashes. 

2. In practical use increased handover latency may be much more 

problematic. 

3. The foreign agent must be a trusted entity because TCP connections 

end at this point. The foreign agent has to be integrated into all 

security mechanisms. 
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2.  SNOOPING TCP 

 The segmentation drawback of I-TCP is eliminated by an 

enhancement. 

 The main function of the enhancement is to buffer data close to the 

mobile host to perform fast local retransmission in case of packet 

loss. The enhancement is done at the foreign agent in the Mobile IP 

context. 

Consider the following figure. 

 In this approach, the foreign agent buffers all packets with 

destination mobile host and additionally ‘snoops’ the packet flow in 

both directions to recognize acknowledgements. 

  The reason for buffering packets toward the mobile node is to 

enable the foreign agent to perform a local retransmission in case of 

packet loss on the wireless link.  

 If the foreign agent does not receive an acknowledgement from the 

mobile host within a certain amount of time, the FA retransmits the 

packet directly from the buffer, thus performing a much faster 

retransmission. 

 

 To remain transparent, the foreign agent must not acknowledge data 

to the correspondent host. (End-to-end semantic violation will occur). 

 The foreign agent can filter the duplicate acknowledgements to avoid 

unnecessary retransmissions of data from the correspondent host. 

 If the foreign agent now crashes, the time-out of the correspondent 

host still works and triggers a retransmission.  

 The foreign agent may discard duplicates of packets already 

retransmitted locally and acknowledged by the mobile host. This 

avoids unnecessary traffic on the wireless link.  
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Data transfer from the mobile host with destination correspondent host 

works as follows.  

 The foreign agent snoops into the packet stream to detect gaps in the 

sequence numbers of TCP.  

 As soon as the foreign agent detects a missing packet, it returns a 

negative acknowledgement (NACK) to the mobile host. 

  The mobile host can now retransmit the missing packet immediately.  

 Reordering of packets is done automatically at the correspondent host 

by TCP.  

Advantages of Snooping TCP  

1. The end-to-end TCP semantic is preserved.  

2. The correspondent host does not need to be changed; most of the 

enhancements 

3. Are in the foreign agent. 

4. It does not need a handover of state as soon as the mobile host moves 

to another foreign agent.  

5. It does not matter if the next foreign agent uses the enhancement or 

not. If not, the approach automatically falls back to the standard 

solution.  

Disadvantages of Snooping TCP 

1. Snooping TCP does not isolate the behavior of the wireless link as 

good as I-TCP. 
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2. Assumptions in using additional mechanism for negative 

acknowledgements between FA and mobile host. This approach is no 

longer transparent for arbitrary mobile hosts. 

3. Snooping and buffering data may be useless if certain encryption 

schemes are applied end-to-end between the correspondent host and 

mobile host. 

 

3. MOBILE TCP 

 

 I-TCP and S-TCP does not work well is a mobile host is 

disconnected. 

 M-TCP combines I-TCP and S-TCP 

 M-TCP splits the TCP connection into two parts as I-TCP does.  

 An unmodified TCP is used on the standard host-supervisory host 

(SH) connection, while an optimized TCP is used on the SH-MH 

connection. 

 The supervisory host is responsible for exchanging data between 

both parts similar to the proxy in ITCP.  
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 The M-TCP approach assumes a relatively low bit error rate on the 

wireless link. Therefore, it does not perform caching/retransmission 

of data via the SH. If a packet is lost on the wireless link, it has to be 

retransmitted by the original sender. This maintains the TCP end-to-

end semantics. 

 M-TCP prevents a slow start whenever a mobile node is disconnected 

and connected to network again. 

 The SH monitors all packets sent to the MH and ACKs returned from 

the MH. 

  If the SH does not receive an ACK for some time, it assumes that 

the MH is disconnected. It then chokes the sender by setting the 

sender’s window size to 0.  

 Setting the window size to 0 forces the sender to go into persistent 

mode, i.e., the state of the sender will not change no matter how 

long the receiver is disconnected. This means that the sender will 

not try to retransmit data.  

 As soon as the SH (either the old SH or a new SH) detects 

connectivity again, it reopens the window of the sender to the old 

value. The sender can continue sending at full speed. 

M-TCP needs a bandwidth manager to implement fair sharing over the 

wireless link. 

Advantages of Mobile TCP: 

1. M-TCP maintains the TCP end-to-end semantics.  

2. If the MH is disconnected, it avoids useless retransmissions, slow 
starts or breaking connections by simply shrinking the sender’s 
window to 0. 

3. M-TCP does not buffer data so, no forwarding. 

Disadvantages of Mobile TCP: 

1. The SH does not act as proxy  

2. M-TCP assumes low bit error rates, which is not always a valid 

assumption. 

3. Requires new network elements like the bandwidth manager. 
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4. FAST RETRANSMIT / FAST RECOVERY 

Whenever a MH moves to a new FA, it can cause packet loss or timeout at 

CN. In this case, the sender moves on to slow start mechanism assuming 

congestion.  This can be avoided by simulating the fast retransmit 

method.  In this case, when a MH moves to a new FA, it transmits the 

ACK of the last packet was received.  It is indication for the CN to 

continue transmission at the same rate it did before MH moves to another 

FA.  This approach puts the CN to fast retransmission mode. 

Advantages: 

1. It is simple.  

2. Only minor changes in the mobile host software results in 

performance increase.   

3. No FA or CN host has to be changed. 

Disadvantages: 

In this the packet losses in the wireless domain are not isolated and are 

reflected in the wired domain as well. This results in increased time delay 

in the retransmitted packets to move from CN to MH.  

5. TRANSMISSION / TIMEOUT FREEZING 

Normally when the connection is lost, in case of normal TCP, after a time 

out period, a disconnection takes place. In a situation where in a mobile 

node moving through a tunnel or passing black out areas, when it comes 

back, the connection is lost and it needs to make connection once again.  

In this method, this problem is solved. 

Mostly, the MAC layer has already noticed connection problems, before 

the connection is actually interrupted from a TCP point of view. IN 

addition, MAC layer knows the real reason for the interruption and does 

not assume congestion as TCP would. So, in this case, the MAC layer can 

inform the TCP layer of impeding loss of connection or that the current 

interruption is not caused by congestion.  The TCP can now stop sending 

and freezes the current state of its congestion window and further timers 

till once again MAC layer informs it about the connectivity (whenever it 

detects). 

Advantages: The advantage of this approach is that it offers a way to 

resume TCP connection even after longer interruptions of the connection. 
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It is independent of any other TCP mechanism, such as ACKs, 

sequence numbers etc. 

Disadvantages: 

(i) The software on the mobile host and CN needs to be changed. 

(ii) Freezing the TCP may not work well with some of the TCP mechanism 

that encryption which use time dependent encryption schemes.  

These schemes need synchronization after connection.  

 6.  SELECTIVE RETRANSMISSION 

In TCP, acknowledgements are cumulative. That is they acknowledge in 

order of receipt of packet upto a certain packet.  If a single packet is lost, 

the sender has to retransmit everything from the lost packet (go back n 

retransmission). This obviously wastes bandwidth.  In Selective 

Retransmission method, TCP can indirectly request a selective 

retransmission of packets.  The receiver can acknowledge single packets, 

not only trains of in sequence packets.  The sender can now determine 

precisely which packet is needed and can retransmit it.  

The advantage is that sender retransmits only those data that are lost.  

This lowers bandwidth requirement.  The disadvantage is more complex 

software on the MH. 

Advantage: 

The sender retransmits only the lost packets. 

 7.  TRANSACTION ORIENTED TCP 

 Normally, using TCP requires several trans reception of packets for 

connection setup, data transmission and connection release. Even for 

small data say 10 bytes, connection and release overhead becomes 

substantial (around 7 packets). If the data requires reliable transport, 

even for one packet, 7 + 1 packets needs to be sent. In case of T TCP, 

data can be combined with connection establishment packet and 

connection release packet in either direction. This reduces the total 

overhead.  Although, it is possible to reduce the overhead, both MH and 

CN requires software updates.   

Advantage: 

Reduction in overhead for standard TCP connection. 
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TCP IN MULTI HOP 

 MULTIHOP TCP/FEEDBACK TCP/TCP-F 

 

IN – Intermediate node 

 Whenever an IN detects the link break, the intermediate node sends 

a RFN (Root Failure Notification) packet. Towards the sender and 

this information is maintained in Intermediate Node(IN) 

 The TCP sender when it receives RFN, the sender goes into a snooze 

state. 

 Each Intermediate node (IN) that receives RFN Packet invalidates 

that particular route(Stop sending packets through that route) and 

prevents the incoming packets for that destination MH. 

 If Link has been reestablished the RRN packet will be sent by the 

intermediate node 

 On receiving RRN nodes can continue transmission to the 

destination 

ADVANTAGE: 

 Feedback brings good solution to minimize the problem due to 
frequent failure in links 

 It is a good congestion control mechanism 

    Disadvantage 

 TCP requires modification 
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COMPARISON OF VARIOUS TCP 

Approach Mechanism Advantages Disadvantages 

Indirect TCP 

Splits TCP 
connection into 
two connections 

Isolation of 
wireless link, 
simple. 

Loss of TCP 
semantics.  
Higher latency 
at handover, 
security 
problems. 

Snooping TCP 

Snoops data and 
acknowledgements, 
local 
retransmission 

Transparent for 
end to end 
connection, MAC 
integration 
possible 

Insufficient 
isolation of 
wireless link, 
security 
problems 

M-TCP 

Splits TCP 
connection, chokes 
sender via window 
size 

Maintains end to 
end semantics, 
handles long 
term and 
frequent 
disconnections 

Bad isolation of 
wireless link, 
processing 
overhead due to 
bandwidth 
mgmt, security 
problems 

Fast 
Retransmission 
/Fast Recovery 

Avoids slow start 
ate roaming 

Simple and 
efficient 

Mixed layers, 
not 
transparent. 

Transmission / 
Time out 
freezing 

Freezes TCP state 
at disconnection, 
resumes after 
reconnection  

Independent of 
content, works 
for longer 
interruptions 

Changes  in 
TCP 
required,MAC 
dependent 

Selective 
retransmission 

Retransmits only 
lost data. 

Very efficient  Slightly more 
complex 
receiver 
software, more  
buffer  space 
needed 

Transaction 
oriented TCP 

Combines 
connection setup-/ 
release and data 
retransmission 

Efficient for 
certain 
applications  

 Changes in 
TCP required 
not 
transparent, 
security 
problems.  
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GSM – GLOBAL SYSTEM FOR MOBILE COMMUNICATIONS 

 GSM is the most successful digital mobile telecommunication system in 
the world today.  

 Initially called as Groupe Special Mobile (GSM) was founded in 1982 by 
ETSI (European Telecommunications Standardisation Institute). 

 This system was soon named the Global System for Mobile 
communications (GSM). 

 It is used by over 800 million people in more than 190 countries.  
GOAL OF GSM:  
 The primary goal of GSM was to provide a mobile phone system that 
 allows users to roam and provides voice services. GSM is a typical 
 second generation system, replacing the first generation analog 
 systems.  
PERFORMANCE CHARACTERISTICS OF GSM: 
Communication  

 mobile, wireless communication; support for voice and data 
services 

Total mobility  
 international access, provides Worldwide connectivity 

High capacity  
 better frequency efficiency, smaller cells, more customers per cell 

High transmission quality 
 high audio quality and reliability for wireless, uninterrupted phone 

calls at higher speeds (e.g., from cars, trains) 
Security functions  

 access control, authentication via chip-card and PIN 
FREQUENCY BANDS OF GSM : 
GSM uses five different frequency ranges for communication. 
They are tabulated as follows: 

Type Uplink [MHz] Downlink [MHz] 

GSM 850 824-849 869-894 

GSM 900 876-915 921-960 

GSM 1800 1710-1785 1805-1880 

GSM 1900 150-1910 1930-1990 

GSM-Rail 876-915 921-960 

IT 6601 – UNIT 3 

(GSM, GPRS & UMTS) 

 

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



2 

 

 
GSM SERVICES 

 REFER TEXT BOOK PAGES 36 - 37 
GSM SERVICES REFERENCE MODEL 
GSM offers three types of services. They are: 

1. Bearer Services 
2. Telematic Services 
3. Supplementary Services 

 
Fig - Bearer and Tele services reference model 

 
 A mobile station MS is connected to the GSM public land mobile 

network (PLMN) via the Um interface. GSM-PLMN is the infrastructure 
needed for the GSM network.  

 This network is connected to transit networks, e.g., integrated services 
digital network (ISDN) or traditional public switched telephone 
network (PSTN).  

 There might be an additional network, the source/destination network, 
before another terminal TE is connected. 

 Bearer services comprise all services that enable the transparent 
transmission of data between the interfaces to the network.  

 Tele services are application specific and may thus need all seven layers 
of the ISO/OSI reference model. These services are specified end-to-end, 
i.e., from one terminal TE to another. 

 Supplementary Services offer various enhancements for the standard 
telephony service such as  call forward, call divert, conference calls etc., 
and may vary from provider to provider.  

------------------------------------------------------------------------------------- 
GSM SYSTEM ARCHITECTURE 

 REFER TEXT BOOK PAGES 37  - 40 
 
--------------------------------------------------------------------------------------------------- 
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GSM PROTOCOL LAYERS 
 

 
Radio Layer 
  This layer also called as physical layer, handles all radio-specific functions. 
  This includes  
 Creation of bursts according to the five different formats  
 Multiplexing of bursts into a frame 
 Synchronization with the BTS 
 Detection of idle channels 
 Measurement of the channel quality on the downlink.  
 Performs digital modulation  
 Performs encryption/decryption of data. 
 Handles forward error correction  

LAPDm  - Link Access Procedure on D channel (modified) Layer 
 Offers reliable data transfer over connections,  
 Re-sequencing of data frames 
 Flow control.  

Network layer 
The network layer in GSM comprises of three sub layers  - RR,MM, CM. 
RR - Radio Resource management Layer 
     The main tasks of RR are: 

 offers a reliable connection to the next higher layer.  
 Setup , maintenance and release of radio channels. 

MM  - Mobility management Layer 
    Contains functions for  

 Registration ,  authentication , identification ,location updating 
CM - Call management Layer  
      Contains three entities: 
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 call control (CC), 
 short message service (SMS), and  
 supplementary service (SS).  

BTSM - BTS management  
 The functions of RR are supported by the BSC via the BTS management 

(BTSM). 
 
SS7 - Signaling system No. 7 

 SS7 is used for signaling between an MSC and a BSC.  
 This protocol also transfers all management information between MSCs, 

HLR, VLRs, AuC, EIR, and OMC.  
 
BSSAP - BSS Application Part 

 An MSC can also control a BSS via a BSS application part (BSSAP). 
 

----------------------------------------------------------------------------------------------------- 
GSM SECURITY 

 GSM offers several security services using confidential information stored 
in the AuC and in the individual SIM.  

 The SIM stores personal, secret data and is protected with a PIN against   
unauthorized use.  

 The security services offered by GSM are:  
 

 Access control and authentication: The first step includes the  
  authentication of a valid user for the SIM. The user needs a secret  
 PIN to access the SIM. The next step is the subscriber    
 authentication. 

 
 Confidentiality: All user-related data is encrypted. After   

 authentication, BTS and MS apply encryption to voice, data, and  
 signaling. This confidentiality exists only between MS and BTS, but  
 it does not exist end-to-end or within the whole fixed    
 GSM/telephone network.  

 
 Anonymity: To provide user anonymity, all data is encrypted  

  before transmission, and user identifiers (which would reveal an  
 identity) are not used over the air.  

 

Three algorithms have been specified to provide security services in GSM.  
1. A3  - used for authentication 
2. A5  - used for encryption and  
3. A8  - used for the generation of a cipher key.  

 
Algorithms A3 and A8 are located on the SIM and in the AuC and can be 
proprietary. Only A5 which is implemented in the devices has to be identical for 
all providers. 
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AUTHENTICATION 
 Before a subscriber can use any service from the GSM network, he or she 

must be authenticated.  
 Authentication is based on the SIM, which stores the individual 

authentication key Ki, the user identification IMSI, and the algorithm 
used for authentication A3.  

 

 
Fig-Subscriber Authentication 

 
 Authentication uses a challenge-response method: the access control AC 

generates a random number RAND as challenge, and the SIM within the 
MS answers with SRES (signed response) as response.  

 The AuC performs the basic generation of random values RAND, signed 
responses SRES, and cipher keys Kc for each IMSI, and then forwards this 
information to the HLR. 

  The current VLR requests the appropriate values for RAND, SRES, and Kc 
from the HLR.  

 For authentication, the VLR sends the random value RAND to the SIM. 
 Both sides, network and subscriber module, perform the same operation 

with RAND and the key Ki, called A3.  
 The MS sends back the SRES generated by the SIM; the VLR can now 

compare both values.  
 If they are the same, the VLR accepts the subscriber, otherwise the 

subscriber is rejected. 
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ENCRYPTION 

 
Fig.- Data Encryption 

 
 To ensure privacy, all messages containing user-related information are 

encrypted in GSM over the air interface.  
 After authentication, MS and BSS can start using encryption by applying 

the cipher key Kc. 
 Kc is generated using the individual key Ki and a random value by applying 

the algorithm A8.  
 The SIM in the MS and the network both calculate the same Kc based on 

the random value RAND. 
 The key Kc itself is not transmitted over the air interface. 
 MS and BTS can now encrypt and decrypt data using the algorithm A5 

and the cipher key Kc.  
 As Fig. shows, Kc should be a 64 bit key – which is not very strong. 
 The publication of A3 and A8 on the internet showed that in certain 

implementations 10 of the 64 bits are always set to 0, so that the real 
length of the key is thus only 54 consequently, the encryption is much 
weaker.  

 GSM requires handover procedures, because single cells do not cover the 
whole service area. A single cell covers only a maximum of up to 35 km. 

 The smaller the cell size and faster the movement of a mobile station 
through the cells, the more handovers of ongoing calls are required. 

 A handover should not cause a cut-off, also called call drop. 
 GSM aims at maximum handover duration of 60 ms.  

-------------------------------------------------------------------------------- 
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HANDOVER/HAND-OFF MANAGEMENT IN GSM 
 
Reasons for a handover/handoff : 
There are two basic reasons for a handover/handoff : 

1. The mobile station moves out of the range of a BTS  
2. Traffic in one cell is too high.  
3. If all channels of one BS are busy then a nearby BS can provide service 

to the device. 
 
Types of handover/handoff : 
The Figure  shows four possible handover types in GSM:  

 
 

 Intra-cell handover: Within a cell, narrow-band interference could make 
transmission at a certain frequency impossible. The BSC could then 
decide to change the carrier frequency (scenario 1).  
 

 Inter-cell, intra-BSC handover: This is a typical handover scenario. The 
mobile station moves from one cell to another, but stays within the control 
of the same BSC. The BSC then performs a handover, assigns a new radio 
channel in the new cell and releases the old one (scenario 2).  
 

 Inter-BSC, intra-MSC handover: As a BSC only controls a limited 
number of cells; GSM also has to perform handovers between cells 
controlled by different BSCs. This handover then has to be controlled by 
the MSC (scenario 3). 

 
 Inter MSC handover: A handover could be required between two cells 

belonging to different MSCs. Now both MSCs perform the handover 
together (scenario 4). 
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GSM CONNECTION ESTABLISHMENT / CALL SETUP (Localization & 
Calling) 
Localization 
 GSM provides periodic updation, even if user does not use the mobile. 
 
To locate MS and to address the MS, several numbers are needed 

1) Mobile Station ISDN Number (MSISDN) 
The MSISDN is a number which uniquely identifies a mobile telephone 

subscription in the public switched telephone network numbering plan. The 

mobile telephone number is composed in the following way: 

MSISDN = CC + NDC + SN 

CC = Country Code 

NDC = National Destination Code / Network code 

SN = Subscriber Number 

Eg: +49 179 1234567     where CC = +49 , NDC= 179  SN= 1234567  

2.IMEI (International Mobile Equipment Identity) 

It is a number usually unique for identifying GSM, WCDMA phones.- It is 

generally printed inside the battery compartment of the phone. 

3. IMSI (International Mobile Subscriber Identity) 

It consists of mobile country code(MCC), Mobile network code(MNC) and 

Mobile Subscriber identification number(MSIN). IMSI =MCC +MNC+MSIN 

4. TMSI (Temporary Mobile Subscriber) 

To Identity for most commonly sent between the mobile and the network. 

5.MSRN(Mobile Station Roaming Number) 

 It generated by VLR and stored in HLR .It consists of VCC (Visitor 

Country Code) and VNDC (Visitor National Destination code) 

MSRN = VCC +VNDC 

Two scenarios:  
 (1) Mobile Originated Call  (MOC)   
 (2) Mobile Terminated Call (MTC) 
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1) Mobile Originated Call     

 

Step 1: The MS transmits a request for a new connection  

Step 2: The BSS forwards this request to the MSC. 

Step 3, 4: The MSC then checks if this user is allowed to set up a call 

with the requested service  

Step 5 - 10: Checks the availability of resources through the GSM network 

and into the PSTN. If all resources are available, the MSC sets up a 

connection between the MS and the fixed network. 
2 )Mobile Terminated Call  
 

 

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



10 

 

Step 1: A user dials the phone number of a GSM subscriber.  

Step 2: The fixed network (PSTN) notices that the number belongs to a user 

in the GSM network and forwards the call setup to the Gateway 

MSC.  

Step 3: The GMSC identifies the HLR for the subscriber (which is coded in 

the phone number) and signals the call setup to the HLR.  

Step 4: The HLR now checks whether the number exists and whether the 

user has subscribed to the requested services, and requests an 

MSRN from the current VLR.  

Step 5: HLR receives the MSRN. 

Step 6: The HLR can determine the MSC responsible for the MS and 

forwards this information to the GMSC.  

Step 7: The GMSC can now forward the call setup request to the MSC 

indicated. 

Step 8,9: From this point on, the MSC is responsible for all further steps. 

First, it requests the current status of the MS from the VLR. If the 

MS is available,  

Step 10: MSC initiates paging in all cells it is responsible for (i.e. the 

location area, LA, 10), as searching for the right cell would be too 

time consuming (but this approach puts some load on the signaling 

channels so optimizations exist).  

Step 11: The BTSs of all BSSs transmit this paging signal to the MS. 

Step 12: If the MS answers (12 and 13), the VLR has to perform security 

checks (set up encryption etc.). The VLR then signals to the MSC to 

set up a connection to the MS (steps 15 to 17). 
 
------------------------------------------------------------------------------------------------- 

GPRS – GENERAL RADIO PACKET ACCESS 

 
 GPRS stands for General Packet radio Service. 
    The GPRS is an enhancement over the GSM and adds some nodes in the 

network to provide the packet switched services.  
    These network nodes are called GSNs (GPRS Support Nodes) and are 

responsible for the routing and delivery of the data packets to and from 
the MS and external packet data networks (PDN).  
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GPRS System Architecture  
The figure below shows the architecture of the GPRS system. The most 
important network nodes added to the existing GSM networks are:  

 SGSN (Serving GPRS Support Node).  
 GGSN (Gateway GPRS Support Node).  

 
SGSN (Serving GPRS Support Node) 
 
The serving GPRS support node (SGSN) is responsible for routing the packet 
switched data to and from the mobile stations (MS) within its area of 
responsibility.  
The main functions of SGSN are: 

- Packet routing and transfer 
- Mobile attach and detach procedure (Mobility Management (MM)) 
- Location management 
- Assigning channels and time slots (Logical Link Management (LLM)) 
- Authentication and charging for calls. 
- Storing the location information of the user (like the current location, 

current VLR) and user profile (like IMSI addresses used in packet data 
networks) of registered users in its location register.  

GGSN (Gateway GPRS Support Node) 

 The gateway GPRS support node (GGSN) acts as interface between the 
GPRS backbone and the external packet data network (PDN).  

 It converts the GPRS packet coming from the SGSN into proper packet 
data protocol (PDP) format (i.e. X.25 or IP) before sending to the outside 
data network.  

 The GGSN stores the current SGSN address of the user and his profile in 
its location register.  

 The GGSN also performs the authentication and charging functions.  

 
Fig. - GPRS architecture reference model 
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GPRS PROTOCOL LAYERS 
The Figure shows the protocol architecture of GPRS. All data within the GPRS 

backbone, i.e., between the GSNs, is transferred using the GPRS tunnelling 
protocol (GTP).  

 GTP can use two different transport protocols, either the reliable TCP 
(needed for reliable transfer of X.25 packets) or the non-reliable UDP (used 
for IP packets).  

 The network protocol for the GPRS backbone is IP (using any lower layers).  

 To adapt to the different characteristics of the underlying networks, the 
subnetwork dependent convergence protocol (SNDCP) is used between 
an SGSN and the MS.  

 

 
 On top of SNDCP and GTP, user packet data is tunneled from the MS to 

the GGSN and vice versa.  

 To achieve a high reliability of packet transfer between SGSN and MS, a 
special LLC is used, which comprises ARQ and FEC mechanisms for PTP 
(and later PTM) services. 

 A base station subsystem GPRS protocol (BSSGP) is used to convey 
routing and QoS-related information between the BSS and SGSN.  

 BSSGP does not perform error correction and works on top of a frame 
relay (FR) network.  

 Radio link dependent protocols are needed to transfer data over the Um 
interface.  

 The radio link protocol (RLC) provides a reliable link, while the MAC 
controls access with signaling procedures for the radio channel and the 
mapping of LLC frames onto the GSM physical channels. 
------------------------------------------------------------------------------------------- 
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UMTS – UNIVERSAL MOBILE TELECOMMUNICATION SYSTEMS 

 
 The third generation (3G) successor to the second generation cellular 

technologies, but not a replacement of 2nd generation technologies. 
 Based on the International Mobile Telecommunications (IMT-2000) 

standard set developed by International Telecommunications Union 
(ITU). 

 A broadband, packet-based transmission of text, digitized voice, video, 
and multimedia at data rates of 2 Mbps  at  2100 MHz frequency. 

 Uses Wideband CDMA (5 MHz) to carry the radio transmissions to offer 
greater spectral efficiency and bandwidth to mobile network operators. 

 Specifies a complete network system, covering the radio access network, 
the core network and the authentication of users via USIM cards.  

 Also referred to as Freedom of Mobile Multimedia Access (FOMA) or Time 

Division-Synchronous Code Division Multiple (TD-SCDMA) or 3GSM. 
 UMTS are managed by a group known as 3GPP – Third Generation 

Partnership Programme.  
  The scope of 3GPP was to produce globally applicable Technical 

Specifications for Mobile Telecommunications System.  
 3GPP is responsible for the GSM/UMTS standards as well as looking at 

future developments including LTE (Long Term Evolution) and the 4G 
technology known as LTE Advanced. 

 It provides HSPA (High Speed Packet Access) ,which is the combination 
of HSDPA (High Speed Downlink Packet Access) + HSUPA (High Speed 
uplink Packet Access). 

 
Goals of UMTS 
 Higher Speech Quality 
 Higher data rate 
 VHE (Virtual Home Environment)  
  A user is roaming from one network to another network will not feel 
discontinuity, thus giving a feeling of being in his home network. 

 
UMTS MODES 
 
 UMTS specifications allow both FDD & TDD Modes  

     FDD - Frequency Division Duplex 

          The uplink and downlink are on different frequencies. 
                1920-1980 MHz  for Uplink    and    2110-2170 MHz  for 
Downlink  
     TDD - Time Division Duplex 
            The uplink and downlink are on  same frequency, but split in time. 
                            1900 – 2025 MHz for Uplink and Downlink 
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UMTS ARCHITECTURE 

The UMTS network architecture can be divided into three main elements: 

 
1.  User Equipment - UE 
2.  Radio Network SubSystem - RNS 
3.  Core Network – CN 

 
 
User Equipment - UE 

 The User Equipment is the major element of the overall UMTS network 
architecture.  

 It forms the interface with the user.  
 UE consists of two parts 

 Mobile Equipment (ME) 
 UMTS Subscriber Identity Module (USIM) 

 UE consists of a variety of elements including  
                 RF Circuitry, Processing, Antenna, Battery, etc.  
 

RF Circuitry : Handles all elements of the signal, both for   the  receiver and 
for the transmitter.  

Processing : Optimized to reduce the current consumption   
 

Antenna :  Converts electric power into radio waves and  vice - versa.  

Battery : Use of new and improved battery technology.  Lithium Ion 
 batteries are used.  
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Internal Elements of UMTS Architecture 
 

(For the functionalities of GSM and GPRS refer text book) 
   
UMTS Radio Network Subsystem (UTRAN) 

 
 Interfaces to both the UE and the core network.  
 Provide access to the UMTS terrestrial radio interface. 
 UMTS architecture consists of several radio network subsystems. 
 Each RNS  comprises of two main components: 

      1.  Node B  
      2.  Radio Network Controller -  RNC 

 Node B 

 Node B denotes the base station transceiver.  
 Contains the transmitter and receiver to communicate with the UEs 

within the cell. 
 Connects to one or more antennas creating one or more cells. 
 Handles Forward Error Correction, Rate Adaptation, W-CDMA 

Spreading/De-spreading, Modulation/De-modulation. 
 Mitigates near-far effects. 
 Measures connection qualities and signal strengths 
 Support Softer Handover which takes place between different 

antennas of the same node  
      Radio Network Controller (RNC) 

 RNC in UMTS can be compared with the BSC of a GSM  
 Provides Central control for RNS Elements (RNC and Node B). 
 Responsible for data encryption / decryption  to protect the user data . 
 Handles Protocol exchanges between  the Interfaces. 
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 Manages Congestion and Handover Management 
 Responsible for Radio Resource Control to minimize interference and 

load measurements. 
 

3. CORE NETWORK 
 Switches and Routes calls and data connections to external networks. 
 The UMTS core network may be split into two domains. 
 There are two different domains in the Core Network of UMTS: CS and PS 

Domains 
CS Domain- Circuit Switched Domain   

 Based on the GSM network entities and carry data in a circuit switched 
manner, i.e. a permanent channel for  the duration of the call.  
PS Domain - Packet Switched Domain 

 Designed to carry packet data. This enables much higher network usage 
as the capacity   can be shared and data is carried as packets which are routed  
according to their destination. 

 
UMTS RADIO INTERFACES 
 

There are three interfaces ,that are defined for the radio interfaces: 
    1. Iub :    
         The Iub connects the Node B and the RNC within the    UTRAN  
    2. Iur :    
         The Iur interface allows communication between different  RNC’s  
         within the UTRAN.  
    3. Iu :    
         The Iu interface connects the UTRAN to the Core network. 
                  Iu - CS     : for Circuit Switched Data 
                  Iu - PS     : for Packet Switched Data 
 

----------------------------------------------------------------------------------------------------------- 
UMTS HANDOVER 
 

 Handover or handoff is as important for UMTS as any other form of 
cellular telecommunications system.  

 As with any other cellular telecommunications system it is essential 
that UMTS handover is performed seamlessly so that the user is not 
aware of any change. 

 Any failures within the UMTS handover procedure will lead to dropped 
calls which will in turn result in user dissatisfaction and ultimately it 
may lead to users changing networks. 

 
Handovers are an important part of every cellular communication 

system. They are used for providing mobility in cellular architectures. 
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Handover aims to provide continuity of mobile services to a user traveling over 

cell boundaries in a cellular infrastructure. 

 

Handoff must be  

1. Performed Quickly 

2. Performed infrequently 

3. Invisible to users 

4. Performed Successfully  

In UMTS systems different handover types are Hard Handover and Soft 

handover. 

Hard Handover (Break before Make) 
Hard handover means that all the old radio links in the UE are removed 

before the new radio links are established.  

 
 

Soft Handover (Make before Break) 
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Soft handover means that the radio links are added and removed in a 

way that the UE always keeps at least one radio link to the UTRAN. 

 
Generally we can distinguish between intra-cell handover and inter-cell 
handover. For UMTS the following types of handover are specified: 
Types of Handover  

There are four basic types of handover: 

 
 
(1) Softer handover :    Intra-node B,  Intra-RNC   

 Not a full form of UMTS handover, but the UE communicates with                
more than one sector managed by the same Node B. 

  (2)  Soft handover :  Inter-node B, Intra-RNC  

   This form of handover is a more gradual and the UE communicates 
 simultaneously with more than one Node B or base station during                  
the handover process. 

(3) Hard handover:    (i) Inter-RNC, Intra-MSC  & (ii)Inter-MSC  
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  This form of handover is essentially the same as that used for 2G                
networks where one link is broken and another established. 
(4) Inter-System handover:   (UMTS  - GSM) 
 This form of handover occurs when mobiles have to change                  
between Radio Access Technologies (i.e. between 3G and 2G). 

------------------------------------------------------------------------------------------------------ 
 

UMTS PROTOCOL LAYERS 
(1) CS Domain Protocol Stack 

 
 Radio Layer - Transfer of user data 
 MAC Layer  (Medium Access Control) – Multiplex the different data 

flows onto the physical channels 
 RLC Layer (Radio Link Control) – Used for Flow Control,Error Control 

and Encryption. 
 RLC offers three different transport modes.  

a. The acknowledged mode transfer uses ARQ for error correction and 
guarantees onetime in-order delivery of data packets.  

b. The unacknowledged mode transfer does not perform ARQ but 
guarantees at least one-time delivery of packets with the help of 
sequence numbers.  

c. The transparent mode transfer simply forwards MAC data without any 
further processing. The system then has to rely on the FEC which is 
always used in the radio  layer. 

 AAL2 Layer (ATM adaptation layer 2) - Handling of transmission errors 

, Handling of lost and misinserted cell conditions ,Timing and flow 

control , reduce protocol processing overhead,reduce transmission 

overhead,ensure adaptability to existing transport protocols. 
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 ATM Layer(Asynchronous Transfer Mode) – Flow Control,Cell Header 
Generation and Extraction, Virtual Circuit/Path Management, Cell 
Multiplexing/De-multiplexing 
 

 SAR Layer (Segmentation and Reassembly) - Used to segment data 
packets received from the RLC into small chunks which can be 
transported in ATM. 

 
a.   PS Domain Protocol Stack 

 

 
 

 In the PS Domain, several more protocols are needed. Basic data 
transport is performed by different lower layers (e.g., ATM with AAL5, 
frame relay).  

 On top of these lower layers UDP/IP is used to create a UMTS internal IP 
network.  

 PDCP Layer (Packet Data Convergence Protocol) –This layer performs 

protocol conversion from the combination GTP/UDP/IP and header 
compression to avoid redundant data transmission using scarce radio 
resources. 

 GTP Layer (GPRS tunneling protocol) – Used for encapsulating all the 
packets destined for the UE. 
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UNIT IV MOBILE AD-HOC NETWORKS 

Ad-Hoc Basic Concepts – Characteristics – Applications – Design Issues – Routing – Essential of 

Traditional Routing Protocols –Popular Routing Protocols – Vehicular Ad Hoc networks ( VANET) – 

MANET Vs VANET – Security. 

MOBILE AD - HOC  NETWORK - BASIC CONCEPTS 

 

Refer Textbook Pages 128 – 132 

FEATURES OF MANET 

 MANET can be formed without any preexisting infrastructure.  

 It follows dynamic topology where nodes may join and leave the network at any 

time and the multi-hop routing may keep changing as nodes join and depart from 

the network.  

 It does have very limited physical security, and thus increasing security is a major 

concern.  

 Every node in the MANET can assist in routing of packets in the network.  

 Limited Bandwidth & Limited Power 

 

CHARACTERISTICS OF MANET 

  

 Refer Textbook Pages 133 – 134. 

IT 6601 – MOBILE COMPUTING 

UNIT IV  :   MOBILE AD - HOC NETWORKS 
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CHALLENGES / CONSTRAINTS  OF MANET 

1) Limited bandwidth:  

 Wireless link continue to have significantly lower capacity than 

 infrastructured networks. In addition, the realized throughput of 

 wireless communication after accounting for the effect of multiple  access, 

fading, noise, and interference conditions, etc., is often  much less than a radio s 
maximum transmission rate.  
 

2) Dynamic topology:  

 Dynamic topology membership may disturb the trust  relationship among 

nodes. The trust may also be disturbed if  some nodes are detected as 

compromised. 

 

3) Routing Overhead:  

 In wireless adhoc networks, nodes often change their location  within 

network. So, some stale routes are generated in the routing  table which leads 

to unnecessary routing overhead.  
 

4) Hidden terminal problem:  

 The hidden terminal problem refers to the collision of packets at a 

 receiving node due to the simultaneous transmission of those  nodes that 

are not within the direct transmission range of the  sender, but are within the 

transmission range of the receiver.  
 

5) Packet losses due to transmission errors:  

 Ad hoc wireless networks experiences a much higher packet loss  due to 

factors such as increased collisions due to the presence of  hidden terminals, 

presence of interference, uni-directional links,  frequent path breaks due to 

mobility of nodes.  
 

6) Mobility-induced route changes:  

 The network topology in an ad hoc wireless network is highly  dynamic due 

to the movement of nodes; hence an on-going  session suffers frequent path 

breaks. This situation often leads to  frequent route changes.  
 

7) Battery constraints:  

 Devices used in these networks have restrictions on the power  source 

in order to maintain portability, size and weight of the  device.  
 

8) Security threats:  

 The wireless mobile ad hoc nature of MANETs brings new  security 

challenges to the network design. As the wireless  medium is vulnerable to 

eavesdropping and ad hoc network  functionality is established through node 
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cooperation, mobile ad  hoc networks are intrinsically exposed to numerous 

security  attacks. 

 

TYPES OF MANET 

 

VANET -  VEHICULAR AD HOC NETWORKS   

Used for communication between vehicles and roadside equipment. 

Intelligent VANETs are a kind of artificial intelligence that helps vehicles to 

behave in intelligent manners during vehicle-to-vehicle collisions, 

accidents. 

 

SPANET - SMART PHONE AD HOC NETWORKS   

Leverage the existing hardware (primarily Bluetooth and Wi-Fi) in 

commercially available smart phones to create peer-to-peer networks 

without relying on cellular carrier networks, wireless access points, or 

traditional network infrastructure. SPANs differ from traditional hub and 

spoke networks, such as Wi-Fi Direct, in that they support multi-hop relays 

and there is no notion of a group leader so peers can join and leave at will 

without destroying the network. 

 

  i MANET - INTERNET BASED MOBILE ADHOC NETWORKS   

Ad-hoc networks that link mobile nodes and fixed Internet-gateway 

nodes. For example, multiple sub-MANETs may be connected in a classic 

Hub-Spoke VPN to create a geographically distributed MANET. In such 

type of networks normal ad hoc routing algorithms don't apply directly. 

One implementation of this is Persistent System's Cloud Relay. 

 

Military / Tactical MANET 

Used by military units with emphasis on security, range, and integration 

with existing systems.  

 

DESIGN ISSUES OF MANET 

Refer Textbook Pages 136 – 137. 

APPLICATIONS OF MANET 

Note : Can also refer textbook pages 134 – 136 
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ESSENTIALS  OF  TRADITIONAL   ROUTING   PROTOCOLS 

Routing is a process of finding an efficient, reliable and secure path from a source node 

to a destination node via intermediate nodes in a network.  

Efficiency of the path is measured in various metrics like, Number of hops, traffic, 

security, etc. 
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1. LINK STATE ROUTING 

 Every node create a map of the connectivity to the network  

o This graph show which nodes are connected tow which other nodes 

o Each node calculates the next best path to the destination 

o Collection of best paths form the routing table of the node 

 

Building Routing Tables 

 In link state routing, four sets of actions are required to ensure that each node has 

the routing table showing the least-cost node to every other node. 

1. Creation of the states of the links by each node, called the Link State Packet 

(LSP) or Link State Advertisement. 

2. Dissemination of LSP s to every other router, called flooding, in an  

     efficient and reliable way. 

3. Formation of a shortest path tree using Dijkstra s algorithm for  

     each node. 

4. Calculation of a routing table based on the shortest path tree. 

 

1. Creation of Link State Packet (LSP) 

 A link state packet can carry information like: the node identity, the list of 

links, a sequence number, and age. 

 The link state packets/advertisements are stores in a database known as Link 

State Packet Database (LSPDB). 

 LSP s are generated on two occasions: 

1. When there is a change in the topology of the domain. 

2. On a periodic basis – using HELLO  packets between the nodes  
                                       across all of its network interface. 
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2. Flooding of LSPs 

 After a node has prepared an LSP, it must be disseminated to all other nodes, 

not only to its neighbors by the following process 

1. The creating node sends a copy of the LSP out of each interface. 

2. A node that receives an LSP compares it with the copy it may already have. 

If the newly arrived LSP is older than the one it has (found by checking the 

sequence number), it discards the LSP.  

 

3. Formation of Shortest Path Tree using Dijkstra’s Algorithm 

 The Dijkstra s algorithm creates a shortest path tree from a graph.  

 The algorithm divides the nodes into two sets: tentative and permanent.  

 It finds the neighbors of a current node, makes them tentative, examines them, 

and if they pass the criteria, makes them permanent. 

Link State Routing Algorithm 

 

 

 

 

 

 

 

Example: 

Phase I :Topology Dissemination(Broadcasting) 

 Each node floods link state packet(LSP/LSA) that describes their portion of 

the topology 

o Node E s LSP flooded to A,B,C,D and F 
 

 

 

 

 

 

 

 

Phase II: 

Each node has full topology 

Seq.# 

A 10 

B 4 

C 1 

D 2 

F 2 

Proceeds in two phases: 

 Nodes flood topology in the form of link state packets 

o Each node learns full topology 

 Each node computes its own forwarding table 

o By running Dijkstra(or Equivalent) 
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 By combining all LSPs 

o Each node simply runs Dijkstra 
 

E’s Forwarding Table 

 

 

 

 

 

 

 

 

 

 

Handling Changes 

o On Change, flood updated LSPs, and re-compute routes 

o Eg. Nodes adjacent to failed link or node initiate 
 

 

 

 

 

2. DISTANCE VECTOR ROUTING (DV) Protocols 

 Each node finds the distances  or costs  to all other nodes and distributes it to 
its immediate neighbors. 

 Each node knows the cost of links to its neighbors. 

 If no link exists between two nodes, the cost of a direct link between the nodes is 

infinity . 
 Each node maintains a vector(table) of minimum distances to every node 

 The table at each node also guides the packet to the desired node by showing the 

next hop routing 

To Next 

A C 

B C 

C C 

D D 

E -- 

F F 

G F 

H C 
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 Two popular distance vector routing protocols are RIP(Routing Information 

Protocol) and IGRP(Interior Gateway Routing Protocol) 

 The routers using the distance vector protocol do not have knowledge of the 

entire path that a packet would take to reach its destination. Instead, they just 

know the following vector(distance) 

o Direction in which a packet should be forwarded 

o Its own distance from the destination 

Distance Vector Algorithm 

Each node maintains a vector of distances (and next hops) to all destinations 

 Initialize vector dista ce  ith 0 cost to self,∞ i fi ity  to othe  desti atio s 

 Periodically send vector to neighbors 

 Update vector for each destination by selecting the shortest distance heard, after 

adding cost of neighbor link 

o Use the best neighbor for forwarding 

Distance Vector Example 

 Consider a simple network. Each node runs on its own 

o E.g., node A can only talk to nodes B and D 

 

 First exchange, A hears from B, D and finds 1-hop routes 

To B 

Says 

D 

Says 

-> 

B D 

-> 

A learns 

Cost     Next 

A ∞ ∞ ∞ ∞ 0 - 

B 0 ∞ 3 ∞ 3 B 

C ∞ ∞ ∞ ∞ ∞ - 

D ∞ 0 ∞ 7 7 D 
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 First exchange for all nodes to find best 1-hop routes

  

 Second exchange for all nodes to find best 2-hop routes 

 

ROUTING IN MANETS 

Refer Textbook Pages 143 – 146 

POPULAR  MANET  ROUTING  PROTOCOLS 

Communication Types 

Unicasting 

 The routing we have discussed so far is mainly point-to-point routing.  

 A source node wants to send a message to a destination node.  

Multicasting 

 A node wants to send a message to a group of nodes in the network. 

 This is called multicasting and the group is called a multicast group. 

Broadcasting 

 Broadcasting is a special case of multicasting when a nodes a message to all the 

nodes in the network. 
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CLASSIFICATION OF UNICAST MANET ROUTING PROTOCOL 

Proactive protocols 

 Proactive protocols are based on periodic exchange of control messages and 

maintaining routing tables. 

 Each node maintains complete information about the network topology locally.  

 This information is collected through proactive exchange of partial routing tables 

stored at each node.  

 Since each node knows the complete topology, a node can immediately find the 

best route to a destination.  

 However, a proactive protocol generates large volume of control messages and 

this may take up a large part of the available bandwidth 

 Eg: Destination Sequenced Distance Vector (DSDV) 

Reactive Protocols 

 In a reactive protocol, a route is discovered only when it is necessary.  

 Source initiates route discovery 

 2 step process 

 Route Discovery 

 Route Maintenance 

 Route discovery is expensive 

 Eg: Dynamic Source Routing (DSR), Ad hoc On-demand Distance Vector (AODV) 

Hybrid Protocols 

 Combination of Proactive and Reactive.  

 Eg: ZONE ROUTING PROTOCOL (ZRP) 

Destination-Sequenced Distance-Vector Routing (DSDV) 

 Based on classical distributed Bellman-Ford routing mechanism 

 Based on Proactive method 

 Extension of Distance Vector(DV) Routing Protocol. 

 DSDV adds two things to the distance vector algorithm 
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 Sequence Number: This avoid the loops in the network. 

 Damping: Unstable changes in the topology are not forwarded 

 Routing loops in a mobile network have been eliminated by sequence no. 

 Each node has a routing table (all possible destinations within network, and 

number of routing hops to each destination) 

 A sequence numbering system to distinguish stale routes from new ones and 

assigned by the destination node 

 Routing table updates are sent periodically (table consistency)  

 High volumes of control traffic meaning an inefficient utilization of network 

resources 

 To alleviate this problem, the protocol uses two types of route update packets  

Full dump   

 Carries all available routing information. 

 Infrequently transmitted while there is not much movement.  

Incremental packets 

 These smaller packets are for relaying only the information that was updated  

 since the last full dump  

  

Advantages 

 Simple (almost like Distance Vector) 

 Loop free through destination seq. numbers 

 No latency caused by route discovery 
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Disadvantages 

 No sleeping nodes 

 Overhead: most routing information never used 

DYNAMIC SOURCE ROUTING PROTOCOL (DSR) 

 Based on Reactive Method. 

 DSR is a source initiated on-demand(or reactive) routing protocol for ad-hoc 

network 

 The nodes do not need to exchange the routing information periodically, which 

helps to reduce the bandwidth overhead. 

 Each mobile node participating in the protocol maintains a routing cache which 

contains the list of all routes that the node has learnt 

 When node S wants to send a packet to node D,  

 If the Sender knows the path to reach the destination it adds entire route in 

the packet header (hence the name Source routing). 

 If the Sender does not know the route to reach the destination, then node 

sender initiates a route discovery. 

 DSR works in 2 phases: 

Route Discovery: 

 Route discovery allows any host to dynamically discover the route to any 

destination in the adhoc network. 

 Route Discovery Process takes place by broadcasting a route request(RREQ) 

packet to all its neighbors. 

 The Route request packet contains the 

1. Source address 

2. Request id 

3. Route Record, in which the sequence of hops traversed by the request 

packet before reaching the destination is recorded. 

 A node after receiving RREQ 

 If the node is an intermediate node then  
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 The node discards this message, if the message has the same ID i.e. 

has seen it before. 

 If Not, the node appends its own address to the route record in the 

ROUTE REQUEST message then Propagates the message to the next 

hop neighbors. 

 If the node is the Target (Destination) then 

 Returns a Route Reply (RREP) message to the sender  

 Copies the accumulated route record from RREQ into RREP 

  

   Route Maintenance: 

 When a node detects that one of its next hop neighbor node is not reaponding, it 

sends back a route error(RERR) packet containing its own address and the 

address of the hop that is not working 

 As Soon as source node receive the RouteError message it deletes the broken link 

route from its cache. 

 If it has another route to the destination, it starts to retransmit the packet using 

the alternative route. 
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 Otherwise it initiates the route discovery process again. 

 The basic message set consists of: 

o RREQ – Route request 

o RREP – Route reply 

o RERR – Route error 

o HELLO – For link status monitoring 

Drawback: 

 Packet header size(Non Uniform Packet Size) grows when intermediate node 

increases. 

 Flood of route requests may potentially reach all nodes in the network 

 

AD HOC ON-DEMAND DISTANCE VECTOR ROUTING (AODV) 

 Based on Reactive method 

 Major problem of DSR is its non-uniform packet size because it includes source 

routes in its packet header which degrades the performance. If a packet is large, it 

has to be split into smaller packets.  

 The packet size in AODV is uniform unlike DSR. 

 AODV attempts to improve on DSR by maintaining routing tables at the nodes, so 

that data packets do not have to contain routes. 

 AODV retains the desirable feature of DSR that routes are maintained only 

between nodes which need to communicate. 

 Like DSR, this protocols uses two types of messages, route request (RREQ) and 

route reply (RREP). 

 When node S wants to send a message to node D, S searches its route table for a 

route to D. 

 If the route is found it sends the packets otherwise it initiates Route Discovery 

similar to that of DSR. 

 Route Discovery and Route maintenance as same as DSR the only difference 

between DSR and AODV is Routes need not be included in packet headers 
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ZONE ROUTING PROTOCOL (ZRP) 

 The Zone Routing Protocol is based on the concept of zones. A routing zone is 

defined for each node separately, and zones of neighboring nodes overlap. The 

routing zone has a radius expressed in hops.  

 It is Hybrid Protocol 

 

 

 

 

 

 

 

 

 

 In the diagram the routing zone of S includes the nodes A-I, but not K, Zone is 

defined as hops, not as a physical distance 

 The nodes are divided into peripheral nodes and interior nodes. 

 Nodes whose minimum distance is less than the radius are peripheral nodes.  

 The nodes A-F are interior nodes. 

 Nodes G-J are peripheral nodes. Node 

  K is outside the routing zone 

 Within the zone table driven is used outside the zone On demand Route Discovery 

is used 

 The source sends a Route Request packet to the border nodes of its zone, 

containing its own address, destination address and the unique sequence no. 

 Each border nodes checks its local zone for the destination. 

 If the destination is not a member of local zone, then the border node adds its own 

address to the route request packet and forwards the packet to its own border 

nodes. 

 When the destination node is reached in this process, a route reply is sent on the 

reverse path back to the source. 

 The source saves the path which is mentioned in Route Reply to send data packets 

to the destination 
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MULTICAST ROUTING PROTOCOL 

 Multicast is the delivery of a message to a group of destination nodes in a single 

transmission. 

 Multicast Protocols are 

o Tree based Protocol 

o Mesh based Protocol 

 

 

 

 

 

 

 

Tree based Protocol 

o This establish a single path between any two nodes in the multicast group. 

o The tree consists of root node(r), three intermediate nodes (p,s,t) and seven 

group members. 

o For node u, for instance, the packet transmission is relayed through two tree 

links, that is, from r to q and then q to u. 

o Now consider the last transmission from q to u. Even though all nodes 

ithi  ode ’s adio t a s issio  a ge ca  ecei e the ulticast packet, 
only node u will receive the packet because the rest of the nodes are not 

addressed. 

o To maintain the tree structure even when nodes move, group members 

periodically send Join Request message. 

Mesh Based Protocol 

o Tree based protocols, may not perform well in the presence of highly mobile 

nodes because multicast tree structure is fragile and needs to be frequently 

readjusted. 

o Each node in a mesh can have multiple parents. 

o Multiple links exist and other links are immediately available when the 

primary link is broken due to node mobility. This avoids frequent 

reconfigurations. 

o A multicast packet is broadcast with in a multicast mesh. 
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o Sending a Packet from R to U involves three transmissions(R,Q,U) and 

fourteen receives(5 neighbors of R,6 neighbors of Q and 3 neighbors of U). 

o For eg, the transmission from node Q is received not only by U but also be 

neighbor nodes R,R,T,W and X; the redundant link from Q to W may be 

useful when the path from P to W is broken 

 

 

 

 

o Drawback of this scheme is that multiple copies of the same packet are 

forwarded through the mesh. 

 Example of Mesh Based Protocol   

                On-demand Multicast Routing Protocol (ODMRP) 

 It uses the concept of forwarding group, a set of nodes responsible for 

forwarding multicast data on shortest paths between any member pairs, to 

build a forwarding mesh for each multicast group.  

 By maintaining and using a mesh instead of a tree, the drawbacks of 

multicast trees in mobile wireless networks are avoided. 

 In ODMRP, group membership and multicast routes are established and 

updated by the source on demand.  

 While a multicast source has packets to send, it periodically broadcasts to the 

entire network a member advertising packet, called a JOIN REQUEST. 

 This periodic transmission refreshes the membership information and 

updates the route as follows.  

 

 (i)Join -Request 

o When a node receives a non-duplicate JOIN REQUEST, it stores the 

 upstream node ID (i.e., backward learning) and rebroadcasts the 

packet.  
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o When the JOIN REQUEST packet reaches a multicast receiver, the receiver 

creates or updates the source entry in its Member Table.  

o While valid entries exist in the Member Table, JOIN TABLES are 

broadcasted periodically to the neighbors.  

 

 (ii)Join Table 

o When a node receives a JOIN TABLE, it checks if the next node ID of 

 one of the entries matches its own ID.  

o If it does, the node realizes that it is on the path to the source and thus is 

part of the forwarding group.  

o It then sets the FG Flag and broadcasts its own JOIN TABLE built upon 

 matched entries.  

o The JOIN TABLE is thus propagated by each forwarding group member 

until it reaches the multicast source via the shortest path.  

o This process constructs (or updates) the routes from sources to receivers 

and builds a mesh of nodes, the forwarding group.  

 
       (iii)Forwarding Group 

o The forwarding group is a set of nodes in charge of forwarding multicast 

packets.  

o It supports shortest paths between any member pairs.   

o A multicast receiver can also be a forwarding group node if it is on the path 

between a multicast source and another receiver. 
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 Three sources (S1,S2, S3) send multicast data packets to three receivers (R1,R2 ,R3) 

via three forwarding group nodes (A,B,C ).  

 Suppose the route from S1 to R2 is S1-A-B-R2.  

 In a tree configuration, if the link between nodes A and B breaks or fails, R2 

cannot receive any packets from S1 until the tree is reconfigured.  

 ODMRP, on the other hand, already has a redundant route (e.g., S1-A-C-B-R2) to 

deliver packets without going through the broken link between nodes A and B. 

 

SECURITY ISSUES IN MANET 

Refer Textbook pages 153 – 159. 

 

VANET :  VEHICULAR AD - HOC   NETWORK 

The Vehicular Ad-Hoc Network, or VANET, is a technology that uses moves cars as 

nodes in a network to create a mobile network.  

Vehicular Ad Hoc Networks (VANETs) are created by applying the principles of mobile 

ad hoc networks (MANETs) - the spontaneous creation of a wireless network for data 

exchange - to the domain of vehicles. They are a key component of intelligent 

transportation systems (ITS). 

The term VANET became mostly synonymous with the more generic term inter-vehicle 

communication (IVC). 

VANET is an application of mobile ad hoc network. More precisely a VANET is self-

organised network that can be formed by connecting vehicle aiming to improve driving 

safety and traffic management with internet access by drivers and programmers.  

WORKING OF VANET 

VANET turns every participating car into a wireless router or node, allowing cars 

approximately 100 to 300 meters of each other to connect and, in turn, create a network 

with a wide range. 

As cars fall out of the signal range and drop out of the network, other cars can join in, 

connecting vehicles to one another so that a mobile Internet is created.  

It is estimated that the first systems that will integrate this technology are police and fire 

vehicles to communicate with each other for safety purposes. 
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COMMUNICATION IN VANET 

Two types of communication are provided in the VANET. 

 First a pure wireless ad hoc network where vehicle to vehicle without any 

support of infrastructure.  

 Second is communication between the road side units (RSU), a fixed 

infrastructure, and vehicle.  

 

 

ARCHITECTURE OF VANET 

Each node in VANET is equipped with two types of unit i.e. On Board Unit(OBU) and 

Application Unit (AU). OBU has the communicational capability whereas AU executes 

the program making OBU s communicational capabilities. An RSU can be attached to 
the infrastructure network which is connected to the Internet.  
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TECHNOLOGY USED IN VANET 

 To establish a VANET, IEEE has defined the standard 802.11p or 802.16 (WiMax). 

A Dedicated Short Range Communication (DSRC) is proposed which is operating 

on 5.9GHz band and uses 802.11 access methods. 

 It is standardized as 802.11p which provides short range communication with low 

latency.  

 

CHARACTERISTICS OF VANET 

VANET is an application of MANET but it has its own distinct characteristics which can 

be summarised as: 

 High Mobility: The nodes in VANETs usually are moving at high speed. This 

makes harder to predict a node s position and making protection of node privacy 

 Rapidly changing network topology: Due to high node mobility and random 

speed of vehicles, the position of node changes frequently. As a result of this, 

network topology in VANETs tends to change frequently. 

 Unbounded network size: VANET can be implemented for one city, several cities 

or for countries. This means that network size in VANET is geographically 

unbounded. 

 Frequent exchange of information: The ad hoc nature of VANET motivates the 

nodes to gather information from the other vehicles and road side units. Hence 

the information exchange among node becomes frequent. 

 Wireless Communication: VANET is designed for the wireless environment. 

Nodes are connected and exchange their information via wireless. Therefore some 

security measure must be considered in communication. 

 Time Critical: The information in VANET must be delivered to the nodes with in 

time limit so that a decision can be made by the node and perform action 

accordingly. 

 Sufficient Energy: The VANET nodes have no issue of energy and computation 

resources. This allows VANET usage of demanding techniques such as RSA, 

ECDSA implementation and also provides unlimited transmission power. 
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 Better Physical Protection: The VANET nodes are physically better protected. 

Thus, VANET nodes are more difficult to compromise physically and reduce the 

effect of infrastructure attack. 

APPLICATIONS OF VANET 

Safety Related Application: 

These applications are used to increase the safety on the roads. These applications can 

be further categorised in following way. 

 Collision Avoidance: According to some studies, 60% accidents can be avoided if 

drivers were provided a warning half a second before collision [5]. If a driver get 

a warning message on time collision can be avoided. 

 Cooperative Driving: Drivers can get signals for traffic related warnings like 

curve speed warning, Lane change warning etc. These signals can co-operate the 

driver for an uninterrupted and safe driving. 

 Traffic optimization: Traffic can optimized by the use of sending signals like jam, 

accidents etc. to the vehicles so that they can choose their alternate path and can 

save time. 

User Based Application: 

These applications provide the user infotainment. A VANET can be utilised to provide 

following services for the user apart from safety: 

 Peer to peer application: These application are useful to provide services like 

sharing music, movies etc. among the vehicles in the network. 
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 Internet Connectivity: People always want to connect with the Internet all the 

time. Hence VANET provides the constant connectivity of the Internet to the 

users. 

 Other services: VANET can be utilised in other user based application such as 

payment service to collect the tall taxes, to locate the fuel station, restaurant etc. 

CHALLENGING ISSUES IN VANET 

Although the characteristics of VANET distinguishes it a different network but some 

characteristics imposes some challenges to deploy the VANET.  

The challenges deals with the technical obstacles which should be resolved before the 

deployment of VANET. Some challenges are given below:  

 Network Management: Due to high mobility, the network topology and channel 

condition change rapidly. Due to this, we can t use structures like tree because 
these structures can t be set up and maintained as rapidly as the topology 
changed.  

 Congestion and Collision Control: The unbounded network size also creates a 

challenge. The traffic load is low in rural areas and night in even urban areas. Due 

to this, the network partitions frequently occurs while in rush hours the traffic 

load is very high and hence network is congested and collision occurs in the 

network.  

 Environmental Impact: VANETs use the electromagnetic waves for 

communication. These waves are affected by the environment. Hence to deploy 

the VANET the environmental impact must be considered.  

 MAC Design: VANET generally use the shared medium to communicate hence 

the MAC design is the key issue. Many approaches have been given like TDMA, 

SDMA, and CSMA etc. IEEE 802.11 adopted the CSMA based Mac for VANET.  

 Security: As VANET provides the road safety applications which are life critical 

therefore security of these messages must be satisfied 

SECURITY ISSUES IN VANET 

 Real time Constraint: VANET is time critical where safety related message 

should be delivered with 100ms transmission delay. So to achieve real time 
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constraint, fast cryptographic algorithm should be used. Message and entity 

authentication must be done in time. 

 Data Consistency Liability: In VANET even authenticate node can perform 

malicious activities that can cause accidents or disturb the network. Hence a 

mechanism should be designed to avoid this inconsistency. Correlation among 

the received data from different node on particular information may avoid this 

type of inconsistency. 

 Low tolerance for error: Some protocols are designed on the basis of probability. 

VANET uses life critical information on which action is performed in very short 

time. A small error in probabilistic algorithm may cause harm. 

 Key Distribution: All the security mechanisms implemented in VANET 

dependent on keys. Each message is encrypted and need to decrypt at receiver 

end either with same key or different key. Also different manufacturer can install 

keys in different ways and trust becomes a major issue. Therefore distribution of 

keys among vehicles is a major challenge in designing a security protocols. 

 Low complexity security algorithms: Security protocols generally uses public key 

cryptography. RSA algorithm uses the integer factorization on large prime 

number. Hence decryption of the message that used RSA algorithm becomes very 

complex and time consuming. Hence there is need to implement alternate 

cryptographic algorithm like Elliptic curve cryptosystems and lattice based 

cryptosystems. For bulk data encryption, AES can be used. 

 Transport protocol choice: Security protocols such as SSL(Secure Socket 

Layer)/TLS(Transport Layer Security),DTLS(Datagram TLS), WTLS (Wireless 

TLS) exists. To secure transaction over IP, DTLS should be preferred over TLS as 

DTLS operates over connectionless transport layer. IPSec (IP Security) which 

secures IP traffic should be avoided as it requires too many messages to set up. 

However IPSec and TLS can be used when vehicles are not in motion. 

 

MANET Vs VANET 

Refer Textbook page 153 

----------------------------------------------------------------------------------------------------- 
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Release year Operating system File system
1968 George 3 George 3
1971 OS/8 DECtape / OS/8
1972 RSX-11 ODS-1
1974 CP/M CP/M file system

1980 86-DOS
FAT12, but logically 
format incompatible with 
MS-DOS/PC DOS.

1981 PC DOS 1.0 FAT12
1982 MS-DOS 1.25 FAT12

1982 Commodore 64 / 1541 Commodore DOS (CBM 
DOS)

1984 PC DOS 3.0 / MS-DOS 3.0 FAT16

1984 Classic Mac OS Macintosh File System 
(MFS)

1985 Atari TOS Modified FAT12

1985 Classic Mac OS Hierarchical File System 
(HFS)

1987 Compaq MS-DOS 3.31 FAT16B

1988 AmigaOS v1.3 Amiga Fast File System 
(FFS)

1989 OS/2 v1.2 High Performance File 
System (HPFS)

1989 SCO UNIX HTFS
1990 Windows 3.0 / 3.1x FAT16B
1993 Slackware ext2
1993 Debian GNU/Linux ext2
1993 FreeBSD v1-v5.0 UFS1
1994 Windows NT 3.5 NTFS
1995 Windows 95 FAT16B with VFAT
1996 Windows NT 4.0 NTFS
1998 Mac OS 8.1 / macOS HFS Plus (HFS+) 22
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1998 Windows 98 FAT32 with VFAT
2000 Windows Me FAT32 with VFAT
2000 Windows 2000 NTFS
2000 Ututo GNU/Linux ext4
2000 Knoppix ext3
2000 RHEL ext3

2001 Windows XP NTFS but FAT32 was 
also common

2002 Arch Linux ext4
2002 Gentoo Linux ext4
2003 FreeBSD v5.1-v9 UFS2

2003 Windows Server 
2003 NTFS

2003 Fedora core ext3
2004 Ubuntu 4.10 ext3

2004 OpenWrt OverlayFS combining 
SquashFS + JFFS2

2004 CentOS 3 ext3

2005 Debian GNU/Linux 
3.1 ext3

2005 openSUSE 10 ext3
2005 dyne SquashFS
2006 OpenDOS 7.01.08 FAT32+
2006 gNewSense ext4
2006 Windows Vista NTFS
2007 Slackware 12 ext3
2007 Trisquel ext4

2008 Windows Server 
2008 NTFS

2008 Musix GNU/Linux ext4
2008 Nexenta OS ZFS
2009 Windows 7 NTFS

2009 Parabola GNU/Linux ext4

2009 openSUSE 11 ext4

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com

https://en.wikipedia.org/wiki/Windows_98
https://en.wikipedia.org/wiki/VFAT
https://en.wikipedia.org/wiki/Windows_Me
https://en.wikipedia.org/wiki/VFAT
https://en.wikipedia.org/wiki/Windows_2000
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Ututo
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Knoppix
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Red_Hat_Enterprise_Linux
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Windows_XP
https://en.wikipedia.org/wiki/Arch_Linux
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Gentoo_Linux
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/FreeBSD#FreeBSD_5
https://en.wikipedia.org/wiki/Unix_File_System
https://en.wikipedia.org/wiki/Windows_Server_2003
https://en.wikipedia.org/wiki/Windows_Server_2003
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Fedora_(operating_system)
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Ubuntu_(operating_system)
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/OpenWrt
https://en.wikipedia.org/wiki/JFFS2
https://en.wikipedia.org/wiki/CentOS
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Debian_GNU/Linux_3.1
https://en.wikipedia.org/wiki/Debian_GNU/Linux_3.1
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/OpenSUSE
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Dyne:bolic
https://en.wikipedia.org/wiki/SquashFS
https://en.wikipedia.org/wiki/OpenDOS_7.01.08
https://en.wikipedia.org/wiki/FAT32+
https://en.wikipedia.org/wiki/GNewSense
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Windows_Vista
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Slackware
https://en.wikipedia.org/wiki/Ext3
https://en.wikipedia.org/wiki/Trisquel
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Windows_Server_2008
https://en.wikipedia.org/wiki/Windows_Server_2008
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Musix_GNU+Linux
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Nexenta_OS
https://en.wikipedia.org/wiki/ZFS
https://en.wikipedia.org/wiki/Windows_7
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Parabola_GNU/Linux-libre
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/OpenSUSE
https://en.wikipedia.org/wiki/Ext4


2009 Slackware 13 ext4

2009 Ubuntu 9.10 ext4

2010 LibreWRT SquashFS

2011 Fedora 16 Btrfs

2011 CentOS 6 ext4

2011 Debian GNU/kFreeBSD UFS1

2011 Arch Hurd ext2

2012 Windows 8 NTFS

2013 Debian GNU/Linux 7.0 ext4

2013 Debian GNU/Hurd ext2

2014 libreCMC OverlayFS combining 
SquashFS + JFFS2

2014 RHEL 7 XFS

2014 CentOS 7 XFS

2015 Windows 10 NTFS

2015 OpenSUSE 42.1
Combination: Btrfs (for 
system) and XFS (for 
home).

44

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com

https://en.wikipedia.org/wiki/Slackware
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Ubuntu_(operating_system)
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/LibreWRT
https://en.wikipedia.org/wiki/SquashFS
https://en.wikipedia.org/wiki/Fedora_(operating_system)
https://en.wikipedia.org/wiki/Btrfs
https://en.wikipedia.org/wiki/CentOS
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Debian_GNU/kFreeBSD
https://en.wikipedia.org/wiki/Unix_File_System
https://en.wikipedia.org/wiki/Arch_Hurd
https://en.wikipedia.org/wiki/Ext2
https://en.wikipedia.org/wiki/Windows_8
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Debian
https://en.wikipedia.org/wiki/Ext4
https://en.wikipedia.org/wiki/Debian_GNU/Hurd
https://en.wikipedia.org/wiki/Ext2
https://en.wikipedia.org/wiki/LibreCMC
https://en.wikipedia.org/wiki/JFFS2
https://en.wikipedia.org/wiki/Red_Hat_Enterprise_Linux
https://en.wikipedia.org/wiki/XFS
https://en.wikipedia.org/wiki/CentOS
https://en.wikipedia.org/wiki/XFS
https://en.wikipedia.org/wiki/Windows_10
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/OpenSUSE


 The kernel is responsible for memory 
management, process and task management, 
and disk management. The kernel connects 
the system hardware to the application 
software. Every operating system has a 
kernel.

KERNELKERNEL
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ü An  operating  system  (OS)  is  an  interface  between  hardware  and  user.  It 
manages hardware and software resources of the system.

ü A mobile  operating system, also called a mobile OS, is an operating system 
that is specifically designed to run on mobile  devices such as mobile  phones, 
smartphones, PDAs, tablet computers and other handheld devices.

ü An operating system which controls mobile devices is called Mobile OS. They 
are  simple  and  deal  with  the  wireless  versions  of  broadband  and  local 
connectivity.

INTRODUCTIONINTRODUCTION
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NOKIA 1100 NOKIA 6600
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GENERAL ARCHITECTURE OF MOBILE OSGENERAL ARCHITECTURE OF MOBILE OS
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DIFFERENT MOBILE OSDIFFERENT MOBILE OS

Ø Android OS

Ø iOS

Ø Windows  OS

Ø Blackberry OS

Ø Symbian OS

Ø Palm OS
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ANDROIDANDROID
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ANDROIDANDROID
ü A software platform and operating system for mobile devices.

ü Based on the Linux kernel developed by Google and later the Open 
Handset Alliance.

üUsed mainly in HTC, Samsung.
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ANDROID ARCHITECTUREANDROID ARCHITECTURE
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ANDROID VERSIONSANDROID VERSIONS
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ANDROID 6.0ANDROID 6.0
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IPHONE OS (IOS)IPHONE OS (IOS)

ü iOS (known as iPhone OS prior to June 
2010) is Apple's mobile operating system. 

ü Apple is company who developed iPhone 
Operating System (iOS).

ü This OS was released on June 29, 2007. 
This OS is also used in iPad, iPhone and  
iPod touch. 
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IOS ARCHITECTUREIOS ARCHITECTURE

19

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



IOS VERSIONSIOS VERSIONS
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ü The Symbian OS is the operating system developed and sold by Symbian Ltd.

ü The OS  is  used  primarily  by Nokia  with  its  S60  user  interface  and  by Sony 
Ericsson  with  its UIQ  user  interface,  but  the Symbian OS  is  also  used  by  a 
number  of  Japanese mobile  phone manufacturers  for  handsets  sold  inside  of 
Japan.

üWith Nokia's acquisition of Symbian, the Symbian OS is to be spun off into as an 
open source product offered by the newly formed Symbian Foundation.

SYMBIAN OSSYMBIAN OS
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SYMBIAN OSSYMBIAN OS
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ARCHITECTURE OF SYMBIAN OSARCHITECTURE OF SYMBIAN OS
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BLACKBERRY OSBLACKBERRY OS
ü BlackBerry  OS is  a  proprietary mobile 
operating  system,  developed 
by Research  In  Motion  for  its 
BlackBerry line  of   
Smartphone handheld devices.

ü   The  operating  system  provides   
multitasking and  supports  specialized 
input  devices  that  have  been  adopted 
by  RIM  for  use  in  its  handhelds, 
particularly  the  track  wheel, trackball, 
and  most  recently, 
the trackpad and touch screen.
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ARCHITECTURE OF BLACKBERRY OSARCHITECTURE OF BLACKBERRY OS
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WINDOWS MOBILEWINDOWS MOBILE

ü Windows  Mobile is  a mobile  operating 
system developed  by Microsoft  that  was  used 
in smart phones and mobile devices, but is being 
currently phased out to specialized markets.

ü  It is superseded by Windows Phone 7.

ü  Windows 10 Mobile was announced on January 
21, 2015, as a mobile operating system for smart 
phones and tablets with screens smaller  than 8 
inches, with the first build released on February 
12, 2015.
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ARCHITECTURE OF WINDOWS MOBILEARCHITECTURE OF WINDOWS MOBILE
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VERSIONS OF WINDOWS MOBILEVERSIONS OF WINDOWS MOBILE
ü 1996 – Windows CE 1.0
ü 1997 – Windows CE 2.0 (ATM, games consoles, Handheld PC's, kitchen utensils)
ü 2000 - Windows CE 3.0  - Pocket PC 2000 -  (became the os of choice on many 
Pocket PCs, looked and worked like Windows 98, no phone feature)

ü 2001 - CE 3.0 - Smartphone 2002– used for Pocket PC phones and Smartphones, 
UI reflect the new Windows XP

ü 2003 – Windows Mobile 2003 (Windows CE 4.2) - first release under the Windows 
Mobile banner - name changed from PocketPC to Windows Mobile

ü 2005 - WM5 (CE5.0) - new standard API created for a simplified programming of 
3D  apps  and  games  with  Direct3D  mobile.  It  use  .Net  Compact  Framework 
environment

ü 2007 – WM6 (CE 5.2) – (also year of introducing iPhone) similar in design to the 
Vista, works much like WM5, but with much better stability

ü 2008 – WM6.1 – (year of releasing Android)
ü 2009 - WM6.5, vertically scrollable labels, Windows Marketplace announced
ü Feb  2010  -  WM6.5.3,  was  officially  announced  as  first  Windows  Phone  6.5.3 
smartphone
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PALM OSPALM OS
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PALM OSPALM OS

ü Palm OS (also known as Garnet OS) is a 
mobile  operating  system  initially 
developed  by  Palm, Inc. ,  for  personal 
digital assistants (PDAs) in 1996.

ü Palm  OS  was  designed  for  ease  of  use 
with a  touch screen-based graphical user 
interface.

ü It  is  provided  with  a  suite  of  basic 
applications  for  personal  information 
management.

ü Later  versions  of  the  OS  have  been 
extended to support smart phones.

ü Several  other  licensees  have 
manufactured  devices  powered  by  Palm 
OS.
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ARCHITECTURE OF PALM OSARCHITECTURE OF PALM OS
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VERSIONS OF PALM OSVERSIONS OF PALM OS
ü Palm OS 1.0
Palm OS 1.0 is the original version present on the Pilot 1000 and 5000.

ü Palm OS 2.0
Palm OS 2.0 was introduced on March 10, 1997 with the PalmPilot Personal and 
Professional.

ü Palm OS 3.0
Palm OS 4.0 was released with the new Palm m500 series on March 19, 2001.

ü Palm OS 4.0
Palm OS 4.0 was released with the new Palm m500 series on March 19, 2001.

ü Palm OS 5 (Garnet)
Palm OS 5 (not called 5.0) was unveiled by the Palm subsidiary PalmSource in 
June 2002 and first implemented on the Palm Tungsten T.

ü Palm OS Cobalt
Palm OS Cobalt (6.0) was the designated successor for Palm OS 5.
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