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Unit I - Cloud Architecture and Model 

Part - A 

1. Define multi core CPU. 

 Advanced CPUs or microprocessor chips assume a multi-core architecture with dual, quad, six, or 

more processing cores. These processors exploit parallelism at ILP and TLP levels. CPU has reached 

its limit in terms of exploiting massive DLP due to the aforementioned memory wall problem. 

2. Define GPU. 

 A GPU is a graphics coprocessor or accelerator on a computer’s graphics card or video card. A GPU 

offloads the CPU from tedious graphics tasks in video editing applications. The GPU chips can 

process a minimum of 10 million polygons per second. GPU’s have a throughput architecture that 

exploits massive parallelism by executing many concurrent threads. 

3. How does cloud help in reducing the expenditure of an organization. Jan’15 

1. Cloud Computing is very flexible 

2. Very easy to get up and less labor-intensive for companies 

3. The need to pay for extensive disk space is removed 

4. Don’t worry about maintenance 

4. What is mean by Virtualization Middleware?june-2015. 

 Virtualization software or middleware, that acts as a bridge between the application layer and the 

resource layer. This layer provides resource broker, communication service, task analyzer, task 

scheduler, security access, reliability control, and information service capabilities. Between the VMs 

and the host platform, one needs to deploy a middleware layer called a virtual machine monitor 

(VMM). 

5. Define datacenter growth and cost breakdown. 

 A large data center may be built with thousands of servers. Smaller data centers are typically built 

with hundreds of servers. The cost to build and maintain data center servers has increased over the 

years. Only 30 percent of data center costs goes toward purchasing IT equipment. Thus, about 60 

percent of the cost to run a data center is allocated to management and maintenance. 

6. Difference between distributed and parallel computing. 

Distributed Parallel 

Each processor has its own 

private memory (distributed 

memory). Information is 

exchanged by passing 

messages between the 

processors. 

 

It is loosely coupled. 

 

An important goal and 

challenge of distributed 

systems is location 

transparency. 

    All processors may have 

access to a shared memory to 

exchange information 

between processors. 

 

 

 

It is tightly coupled. 

 

   Large problems can often 

be divided into smaller ones, 

which are then solved 

concurrently ("in parallel"). 

7. List the design issues in clusters. 

 A cluster-wide OS for complete resource sharing is not available yet 

 Without this middleware, cluster nodes cannot work together effectively to achieve cooperative 

computing 

 The software environments and applications must rely on the middleware to achieve high 

performance 

8. Define peer-to-peer network. 

The P2P architecture offers a distributed model of networked systems. Every node acts as both a 

client and a server, providing part of the system resources. Peer machines are simply client computers 

connected to the Internet. All client machines act autonomously to join or leave the system freely. 

This implies that no master-slave relationship exists among the peers. No central coordination or 

central database is needed. 

9. What is mean by service oriented architecture? 

 In grids/web services, Java, and CORBA, an entity is, respectively, a service, a Java object, and a 

CORBA distributed object in a variety of languages. These architectures build on the traditional seven 
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Open Systems Interconnection (OSI) layers that provide the base networking abstractions. On top of 

this we have a base software environment, which would be .NET or Apache Axis for web services, 

the Java Virtual Machine for Java, and a broker network for CORBA. 

10. Define anything-as-a-service. 

 Providing services to the client on the basis on meeting their demands at some pay per use cost such 

as data storage as a service, network as a service, communication as a service etc. it is generally 

denoted as anything as a service (XaaS). 

11. What is mean by SaaS? 

 The software as a service refers to browser initiated application software over thousands of paid 

customer. The SaaS model applies to business process industry application, consumer relationship 

management (CRM), Enterprise resource Planning (ERP), Human Resources (HR) and collaborative 

application. 

12. What is mean by IaaS? 

 The Infrastructure as a Service model puts together the infrastructure demanded by the user namely 

servers, storage, network and the data center fabric. The user can deploy and run on multiple VM’s 

running guest OS on specific application.  

13. What is PaaS? 

 The Platform as a Service model enables the user to deploy user built applications onto a virtualized 

cloud platform. It includes middleware, database, development tools and some runtime support such 

as web2.0 and java. It includes both hardware and software integrated with specific programming 

interface. 

14. What is cloud provider? 

Cloud Provider: Is a company that offers some component of cloud computing typically infrastructure 

as a service, software as a Service or Platform as a Service. It is something referred as CSP. 

15. What is cloud broker? 

 Cloud Broker: It is a third party individual or business that act as an intermediary between the 

purchase of cloud computing service and sellers of that service. 

16. What is the role of cloud auditor? 

 A party that can perform an independent examination of cloud service controls with the intent to 

express an opinion thereon. Audits are performed to verify conformance to standards through a 

review of objective evidence. A cloud auditor can evaluate the services provided by a cloud provider 

such as security controls, privacy impact, and performance. 

17. Define private cloud. 

 The private cloud is built within the domain of an intranet owned by a single organization. Therefore, 

they are client owned and managed. Their access is limited to the owning clients and their partners. 

Their deployment was not meant to sell capacity over the Internet through publicly accessible 

interfaces. Private clouds give local users a flexible and agile private infrastructure to run service 

workloads within their administrative domains. 

18. Define public cloud. 

 A public cloud is built over the Internet, which can be accessed by any user who has paid for the 

service. Public clouds are owned by service providers. They are accessed by subscription. Many 

companies have built public clouds, namely Google App Engine, Amazon AWS, Microsoft Azure, 

IBM Blue Cloud, and Salesforce Force.com. These are commercial providers that offer a publicly 

accessible remote interface for creating and managing VM instances within their proprietary 

infrastructure. 

19. Define hybrid cloud. 

A hybrid cloud is built with both public and private clouds,  Private clouds can also support a hybrid 

cloud model by supplementing local infrastructure with computing capacity from an external public 

cloud. For example, the research compute cloud (RC2) is a private cloud built by IBM. 

20. List the essential characteristics of cloud computing Jan’15 

1. On-demand capabilities 2. Broad network access 3. Resource pooling 

4. Rapid elasticity   5. Measured service 
21. List the design objectives of cloud computing. 

 Shifting Computing from Desktops to Datacenters  

 Service Provisioning and Cloud Economics  

 Scalability in Performance 

 Data Privacy Protection. 

 High Quality of Cloud Services. 
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 New Standards and Interfaces 

22. Define cloud computing wit example. (June-2014&2015) 

 Cloud computing is the delivery of computing as a service rather than a product, hereby shared 

resources, software, and information are provided to computers and other devices as a utility. 

23. How does cloud computing provides on-demand functionality? (June-2014&2015) 

 Cloud computing is a metaphor used for internet. It provides on-demand access to virtualized IT 

resources that can be shared by others or subscribed by you. It provides an easy way to provide 

configurable resources by taking it from a shared pool. The pool consists of networks, servers, 

storage, applications and services.  

24. Define Cloud ecosystem. (Jan.2014) 

 Cloud ecosystem is a term used to describe the complex system of interdependent components that 

work together to enable cloud services. 

25. What is known as multicore CPU and multithreading technology? (Jan.2014) 

 Multithreaded and multicore CPUs both exploit concurrency by executing multiple threads, though 

their designs target different objectives. Multithreaded CPUs support concurrent thread execution at 

the more fine-grained instruction level, aiming at better utilizing the resources of CPUs by issuing 

instructions from multiple threads. Multicore CPUs achieve thread concurrency at a higher level, 

caring less about utilization per core and rather aiming at scalability via replicating cores 

Part – B 

1. Explain Multithreading Technology. 

2. Explain GPU programming model in detail. 

3. Explain the Cluster Architecture in detail. (Jan.2014) 

4. Explain the infrastructure of Grid computing in detail.(Jan.2014) 

5. Explain the architecture of P2P system. 

6. Explain the cloud computing service and deployment models of cloud computing . Jan’15 

7. Compare public cloud with private cloud. (Jan.2014) 

8. Explain Iaas and Paas cloud models in detail (Jan.2014) 

9. Explain the NIST reference architecture of cloud computing in detail. (June-2014& Jan’15) 

10. Discuss about the Pros and Cons of cloud computing. (June-2014) 

11. Explain the cloud eco system. (June-2014) 

12. Explain the cloud deployment models and the different layers of cloud computing.(June-14&15) 

 

Unit II – Virtualization 

Part - A 

1. What is mean by Virtualization? 
Virtualization is a computer architecture technology by which multiple virtual machines (VMs) are 

multiplexed in the same hardware machine. The purpose of a VM is to enhance resource sharing by 

many users and improve computer performance in terms of resource utilization and application 

flexibility. 

2. What are the levels of virtualization? 

 Instruction Set Architecture Level 

 Hardware Abstraction Level 

 Operating System Level 

 Library Support Level 

 User-Application Level 

3. Define virtual machine monitor. 

 A traditional computer runs with a host operating system specially tailored for its hardware 

architecture, After virtualization, different user applications managed by theirown operating systems 

(guest OS) can run on the same hardware, independent of the host OS. This is often done by adding 

additional software, called a virtualization layer. This virtualization layer is known as hypervisor or 

virtual machine monitor (VMM). 

4. Describe Instruction Set Architecture level of virtualization. 

 At the ISA level, virtualization is performed by emulating a given ISA by the ISA of the host 

machine. Instruction set emulation leads to virtual ISAs created on any hardware machine. The basic 

emulation method is through code interpretation. An interpreter program interprets the source 

instructions to target instructions one by one. A virtual instruction set architecture (V-ISA) thus 

requires adding a processor-specific software translation layer to the compiler. 
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5. What is hardware abstraction level of virtualization? 

 Hardware-level virtualization is performed right on top of the bare hardware. On the one hand, this 

approach generates a virtual hardware environment for a VM. On the other hand, the process manages 

the underlying hardware through virtualization. The idea is to virtualize a computer’s resources, such 

as its processors, memory, and I/O devices. The intention is to upgrade the hardware utilization rate 

by multiple users concurrently. 

6. What is operating system level of virtualization? 

 This refers to an abstraction layer between traditional OS and user applications. OS-level 

virtualization creates isolated containers on a single physical server and the OS instances to utilize the 

hardware and software in data centers. The containers behave like real servers. OS-level virtualization 

is commonly used in creating virtual hosting environments to allocate hardware resources among a 

large number of mutually distrusting users. It is also used, to a lesser extent, in consolidating server 

hardware by moving services on separate hosts into containers or VMs on one server. 

7. What is library support level of virtualization? 

 Virtualization with library interfaces is possible by controlling the communicationlink between 

applications and the rest of a system through API hooks. The software tool WINE has implemented 

this approach to support Windows applications on top of UNIX hosts. Another example is the 

vCUDA which allows applications executing within VMs to leverage GPU hardware acceleration. 

8. What is user application level of virtualization? 

 Virtualization at the application level virtualizes an application as a VM. On a traditional OS, an 

application often runs as a process. Therefore, application-level virtualization is also known as 

process-level virtualization. The most popular approach is to deploy high level language (HLL) VMs. 

Other forms of application-level virtualization are known as application isolation, application 

sandboxing, or application streaming. The process involves wrapping the application in a layer that is 

isolated from the host OS and other applications. 

9. List the requirements of VMM.(june15) 

 VMM should provide an environment for programs which is essentially identical to the original 

machine. 

 Programs run in this environment should show, at worst, only minor decreases in speed.  

  VMM should be in complete control of the system resources. Any program run under a VMM 

should exhibit a function identical to that which it runs on the original machine directly. 

10. Define Host OS and Guest OS. 

 The guest OS, which has control ability, is called Domain 0, and the others are called Domain U. 

Domain 0 is a privileged guest OS of Xen. It is first loaded when Xen boots without any file system 

drivers being available. Domain 0 is designed to access hardware directly and manage devices. 

11. What are the responsibilities of VMM? 

 The VMM is responsible for allocating hardware resources for programs. 

 It is not possible for a program to access any resource not explicitly allocated to it. 

 It is possible under certain circumstances for a VMM to regain control of resources already 

allocated. 

12. What are the disadvantages of OS extension? 

 The main disadvantage of OS extensions is that all the VMs at operating system level on a single 

container must have the same kind of guest operating system. That is, although different OS-level 

VMs may have different operating system distributions, they must pertain to the same operating 

system family. 

13. What is mean by host based virtualization? 

 An alternative VM architecture is to install a virtualization layer on top of the host OS. This host OS 

is still responsible for managing the hardware. The guest OSes are installed and run on top of the 

virtualization layer. Dedicated applications may run on the VMs. Certainly, some other applications 

can also run with the host OS directly. 

14. Define KVM. 

Kernel-Based VM:- This is a Linux para-virtualization system—a part of the Linux version 2.6.20 

kernel. Memory management and scheduling activities are carried out by the existing Linux kernel. 

The KVM does the rest, which makes it simpler than the hypervisor that controls the entire machine. 

KVM is a hardware-assisted para-virtualization tool, which improves performance and supports 

unmodified guest OSes such as Windows, Linux, Solaris, and other UNIX variants 
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15. Define CPU virtualization. 

 CPU architecture is virtualizable if it supports the ability to run the VM’s privileged and unprivileged 

instructions in the CPU’s user mode while the VMM runs in supervisor mode. When the privileged 

instructions including control- and behavior-sensitive instructions of a VM are executed, they are 

trapped in the VMM. In this case, the VMM acts as a unified mediator for hardware access from 

different VMs to guarantee the correctness and stability of the whole system. 

16. Define memory virtualization. 

 Virtual memory virtualization is similar to the virtual memory support provided by modern operating 

systems. In a traditional execution environment, the operating system maintains mappings of virtual 

memory to machine memory using page tables, which is a one-stage mapping from virtual memory to 

machine memory. All modern x86 CPUs include a memory management unit (MMU) and a 

translation lookaside buffer (TLB) to optimize virtual memory performance. 

17. What is mean by I/O virtualization? 

 I/O virtualization involves managing the routing of I/O requests between virtual devices and the 

shared physical hardware. The there are three ways to implement I/O virtualization: 

 full device emulation, Full device emulation is the firstapproach for I/O virtualization 

 para-virtualization, and  

 direct I/O. 

18. List the different types of virtualization Jan&jun’15 

1. Server Virtualization 2. Application Virtualization 

3. Network Virtualization 

4. Presentation Virtualization 5. Storage Virtualization 

19. What is memory migration? 

 Moving the memory instance of a VM from one physical host to another can be approached in any 

number of ways. Memory migration can be in a range of hundreds of megabytes to a few gigabytes in 

a typical system today, and it needs to be done in an efficient manner. The Internet Suspend-Resume 

(ISR) technique exploits temporal locality as memory states are likely to have considerable overlap in 

the suspended and the resumed instances of a VM. 

20. Define trust management in cloud computing.Jan’15 

 A VMM can provide secure isolation and a VM accesses hardware resources through the control of 

the VMM, so the VMM is the base of the security of a virtual system. Normally, one VM is taken as a 

management VM to have some privileges such as creating, suspending, resuming, or deleting a VM. 

21. What is Information Architecture? (June.2014) 

 Information architecture (IA) is the structural design of shared information environments; the art and 

science of organizing and labeling websites, intranets, online communities and software to support 

usability and findability; and an emerging community of practice focused on bringing principles of 

design and architecture to the digital landscape. 

22. What is the use of Architectural Page Mockups? (June.2014) 

Architectural page mockups are useful tools during conceptual design for complementing the 

blueprint view of the site. Mockups are quick and dirty textual documents that show the content and 

links of major pages on the web site. They enable you to clearly (yet inexpensively) communicate the 

implications of the architecture at the page level. They are also extremely useful when used in 

conjunction with scenarios. They help people to see the site in action before any code is written. 

23. Briefly write about virtual storage management.(Jan.2014) 

 Virtual storage is the pooling of physical storage from multiple network storage devices into what 

appears to be a single storage device that is managed from a central console.Storage virtualization 

software converts a server, typically an X86 server, into a storage controller and the storage inside the 

server into the storage system. The benefit of virtualization is that commodity hardware or less-

expensive storage can be used to provide enterprise-class functionality. Storage virtualization also 

helps the storage administrator perform the tasks of backup, archiving, and recovery more easily -- 

and in less time -- by disguising the actual complexity of a storage area network  

24. Distinguish the physical and virtual cluster. (Jan.2014) 

 A physical cluster is a collection of servers (physical machines) connected by a physical network such 

as a LAN. Virtual clusters have different properties and potential applications. There are three critical 

design issues of virtual clusters: live migration of virtual machines (VMs), memory and file 

migrations, and dynamic deployment of virtual clusters 

 

Part - B 
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1. Explain implementation levels of virtualization in details. (Jan.2014-15) 

2. Explain the OS level virtualization? List the pros and cons of OS level virtualization. 

3. Explain in details the tools and mechanisms for virtualization. 

4. Explain the characteristics and types of virtualization in cloud computing.(June.2014) 

5. Enlist and explain some of the pitfalls that comes with virtualization. (June.2014) 

6. Explain the virtualization of CPU, Memory and I/O devices. (Jan.2014& Jan’15) 

7. Describe the migration of memory, files, and network resources in cloud 

environment.(Jan.2014) 

8. Explain the concept dynamic deployment of virtual clusters. 

9. Describe the various steps for live VM migration and its performance effects. (June.2014) 

10. Differentiate between process virtual machines, host VMMs, native VMMs. (June.2014) 

11. Explain the virtualization for data center automation. 

12. Describe cloud OS for virtualized data centers in detail. (Jan.2014) 

13. Explain the trust management in virtual clusters. 

14. Compare virtual and physical clusters.  Explain how resource management done for virtual 

clusters. Jan&jun’15 

 

UNIT  III   Cloud Infrastructure 

Part - A 

1. List the design goals for generic cloud. 

 The four major design goals are 

 Scalability 

 Virtualization 

 Efficiency 

 Reliability 

2. List the cloud enabling technologies. 

 Fast platform deployment Virtual clusters on demand 

 Multitenant techniques  Massive data processing 

 Web scale communication  

 Distributed storage 

 Licensing and billing services 

3. What is QoS factors in cloud? 

 The datacenter companies provide multiple computing servers that provide resources to meet service 

demands. In particular QoS, requirements cannot be static and may change over time due to 

continuing changes in business operations and operating environments. The sate of art in cloud 

computing has no limited support for dynamic negotiation of SLA’s between participants and  

negotiation of SLA’s between participants and mechanism for automatic allocation of resources to 

multiple competing request. 

4. Define hardware virtualization. 

 Virtualization software is used to virtualize the hardware. System virtualization software is a special 

kind of software which stimulates the execution of hardware and runs even unmodified operating 

system. It is used as a platform for developing new cloud application that enables developers to use 

any operating system and programming environment. 

5. Define storage virtualization.(june-2015) 

 The large number of data centers in the country has contributed to this energy crisis to a great extend. 

Virtualization and server consolidation have already proven handy in this aspects green data centers 

and benefits of storage virtualization are considered to further strengthen the synergy of green 

computing. 

6. Define VM cloning. 

 VM technology requires an advanced disaster recovery scheme.One advanced disaster recovery 

scheme is to recover one physical machine by another physical machine.To recover a VM platform 

the installation and configuration times for the OS and backup agents are eliminated. 

7. What is runtime support service? 

 The runtime support system keeps the cloud cluster working properly with high efficiency. Runtime 

support is software needed in browser initiated application applied by thousand of cloud customers. 

As a result on the customer side there is no upfront investment in server or software licensing. 

 

8. Define software stack. 

Get useful study materials from www.rejinpaul.com

www.rejinpaul.com



CS6702 Grid and Cloud Computing    Department of CSE  2015-2016 

 

 

 The platform for running cloud computing services can be either physical server or virtual server. By 

using VM the platform can be flexible that is running services are not bound to specific hardware 

platforms. The software layer on the top of the platform is the layer for storing massive amount of 

data. 

9. Define dynamic resource deployment. 

 Dynamic resource deployment can be implemented to achieve scalability in performance. The 

integration is a java implementation software system that lets users create execution cloud 

environment on top of all participating gridresources. Peering arrangement established between 

gateway enable the allocation of resources from multiple grid to establish the execution environment. 

10. Define the provisioning of compute resources. 

 Providers supply cloud services by signing SLA’s with end users. The SLA must commit sufficient 

resources such as CPU, memory and bandwidth that the user can for fix it for preset period. 

Deploying an autonomous system to efficiently provision resources to users is a challenging problem. 

The difficulty comes from the unpredictability of customer demand software and hardware failures. 

11. Define internet cloud. 

 An   internet cloud is envisioned as a public cluster of servers provisioned on demand to perform 

collective web services or distributed applications using data center resources. 

12. List out the major design goals of a cloud computing. 

 The major cloud computing design goals are: 

 Scalability 

 Virtualization 

 Efficiency 

 Reliability 

13. Give the significance of Amazon’s AWS Jan’15. 

 Amazon Web Services (AWS) is a comprehensive, evolving cloud computing platform 

provided by Amazon.com. Web services are sometimes called cloud services or remote computing 

services. 

The growing AWS collection offers over three dozen diverse services including: 

1. CloudDrive 2. CloudSearch 3. Dynamo Database 4. Elastic Compute Cloud 

14. List out the various cloud players 

 The Cloud players are divided into three classes: 

 Cloud Service providers and IT administrators. 

 Software developers or Vendors. 

 End users or Business users. 

15. What is data lock-in problem? Jan’15 

 Cloud computing moves both the computation and the data to the server clusters maintained by 

cloud service providers. Once the data is moved into the cloud, users cannot easily extract their 

data and programs from cloud servers to run on another platform. This leads to a data lock-in 

problem. Two causes of Data lock-in problem: 

 Lack of interoperability. 

 Lack of application compatibility. 

16. What is open virtualization format (OVF)? 

 Open Virtualization Format (OVF) is an open-source , secure, portable, efficient and extensible 

format for packaging and distributing software application for virtual machines (VM) 

17.Define DaaS. 

 Data as a Service (DaaS) is an information provision and distribution model in which data files 

(including text, images, sounds, and videos) are made available to customers over a network, 

typically the Internet 

18. Define CaaS. 

 Communications as a Service (CaaS) is an outsourced enterprise communications solution that can 

be leased from a single vendor. Such communications can include voice over IP (VoIP or Internet 

telephony), instant messaging (IM), collaboration and videoconference applications using fixed and 

mobile devices 

19. List some of the more popular cloud storage services.(Jan.2014) 

 Google Drive 

 iCloud 

 Dropbox 

 OneDrive  
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 Box 

20. Write briefly the challenges in architectural design of cloud. (Jan.2014&june2015) 

 Ensuring adequate performance. The inherent limitations of the Internet apply to cloud 

computing. These performance limitations can take the form of delays caused by demand and 

traffic spikes, slowdowns caused by malicious traffic/attacks, and last mile performance issues, 

among others. 

 Ensuring adequate security. Many cloud-based applications involve confidential data and 

personal information. Therefore, one of the key barriers cloud providers have had to overcome is 

the perception that cloud-based services are less secure than desktop-based or datacenter-based 

services.  

 Ensuring the costs of cloud computing remain competitive.  

21. Why cloud computing architecture has to be loosely coupled, stateless, fail-in place computing? 

(Jan.2014) 

 Cloud is a loosely coupled, stateless, fail-in place computing. If a virtual machine fails, the 

application should not be interrupted. Coupling between application components requires being loose 

so that a failure of any component does not affect overall application availability. A component 

should be able to “fail in place” without any impact on the application 

Part – B 

1. Explain the cloud architecture with suitable block diagram. 

2. Explain the layered cloud architecture. (Jan.2014,June.2014) 

3. Discuss about the various challenges during architectural design. (June.2014& Jan’15) 

4. Explain briefly about Inter cloud resource management. (June.2014-15) 

5. Discuss about the implementation of Elasticity while designing the cloud. (June.2014) 

6. Explain the virtualization support and disaster recovery. 

7. Explain the cloud service tasks and trends. 

8. Explain the different methods of resource provisioning. 

9. Discuss in detail about the Platform Deployment in clouds. (Jan.2014) 

10. Explain global exchange of cloud resources in detail. (Jan.2014) 

11. Explain the provisioning of storage resources in detail. Jan’15 

 

UNIT  IV  -  Programming Model 

Part - A 

1. What is the difference between parallel programming and distributed programming? 

Parallel Programming Distributed programming 

Parallel computing is a simultaneous use 

of more than one computational engine to 

run a job or application. 

A distributed computing system is a set 

of computational engine connected by 

a network to achieve common goals of 

running a job or an application. 

2. List the issues in parallel and distributed paradigms. 

 Partitioning 

 Computational partitioning 

 Data partitioning 

 Mapping  1. Synchronization 

 Communication  2. Scheduling 

3. Define MapReduce.(june-2015) 

 The mapreduce software framework provides an abstraction layer with the data flow and flow of 

control of users and hides implementation of all data flow steps such as data partitioning mapping, 

synchronization, communication and scheduling. The data flow is such framework is predefined the 

abstraction layer provides two well defined interface in the form of two functions map and reduce. 

4. Define iterative MapReduce. 

It is important to understand the performance of different runtime and in particular to compare MPI 

and map reduce.The two major sources of parallel overhead are load imbalance and 

communication.The communication overhead in mapreduce can be high for two reasons. 

 Mapreduce read and writes files whereas MPI transfer information directly between nodes over 

the network. 

 MPI does not transfer all data from node to node. 
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5. Define HDFS. 

 HDFS is a distributed file system inspired by GFS that organizes files and stores their data on a 

distributed computing system. The hadoop implementation of mapreduce uses the hadoop distributed 

file system as in underlying layer rather than GFS. 

6. List the characteristics of HDFS. Jan’15 

 HDFS fault tolerance 

 Block replication 

 Relica placement 

 Heartbeat and block report messages 

 HDFS high throughput access to large dataset. 

7. What are the operations of HDFS? 

 The control flow of HDFS operation such as read and write can properly highlights role of the name 

node and data node in the managing operations.The control flow of the main operations of HDFS on 

file is further described to manifest the interaction between the users. 

8. Define block replication. 

The reliably store data in HDFS is the file blocks, it is replicated in this system.HDFS store a file as a 

set of blocks and each block is replicated and distributed across the whole cluster. 

9. Define heart beat in Hadoop. What are the advantages of heart beat? 

 The heartbeat are periodic messages sent to the name node by each data node in the cluster.Receipt of 

a heartbeat implies that datamode is functioning properly while each block report contains list of all 

blocks in a datamode.The name node receives such messages because it is the sole decision maker of 

all replicas in the system. 

10. Define GFS. 

 Google File System: GFS was both primarily as the fundamental storage service for google search 

engine.As the single web data that was crawled and saved was quite substantial google needed a 

distributed file system to redundantly store massive amount of data on cheap and unreliable computer. 

11. Define BigTable. 

 Bigtable was designed to provide a service for strong and retrieving structured and semi-structured 

data.It can be viewed as a distributed multilevel map; it provides a fault tolerant and persistent 

database as in storage service.Its application includes storage of web pages per user data and 

geographic location. 

12. What is Google’s distributed lock service? 

 It is intended to provide a coarse grained locking service.It can store small files inside huge(chubby) 

storage which provides a simple namespace as a file system tree.The file stored in huge space has 

become google’s primary internal node service.GFS and bigtable use chubby to elect a primary form 

redundant replicas. 

13. Define simple storage service (S3). 

S3 provides a simple web service interface that can be used to store and retrieve any amount of data at 

anytime from anywhere on the web. It provides a object oriented storage service for user can access 

their objects through simple access objects protocol(SOAP). 

14. Define Elastic Block Store (EBS). 

It provides the volume block interface for saving and restoring the virtual images of EC2 instance.The 

states of EC2 can now be saved in the EBS system after the machine is shutdown.User can use EBS 

to save persistent data and mount to the running instances of EC2.EBS allows to create storage 

volumes from 1GB to 1TB that can be mounted as EC2 instances. 

15. Define SQLAzure. 

 The SQL Azure service offer SQL server as a service.The storage modalities are received with REST 

interface and offer file system interface as durable NTFS volume backed by blob storage.It is fault 

tolerant and consistent in storage access. 

16. What is meant by horizontal scaling? (June.2014) 

 Horizontal scalability is the ability to connect multiple hardware or software entities so that they work 

as a single logical unit. When servers are clustered, the original server is being scaled out 

horizontally. 

17. What are the modules does Apache Hadoop library inclues? (June.2014) 

 Hadoop Common – contains libraries and utilities needed by other Hadoop modules. 

 Hadoop Distributed File System (HDFS) – a distributed file-system that stores data on 

commodity machines, providing very high aggregate bandwidth across the cluster. 
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 Hadoop YARN – a resource-management platform responsible for managing compute resources 

in clusters and using them for scheduling of users' applications. 

 Hadoop MapReduce – a programming model for large scale data processing. 

18. Narrate the key role of parallel and distributed programming paradigm. (Jan.2014) 

 Phase parallel  Divide and conquer 

 Pipeline   Process farm   Work pool  

19. What is CloudSim? (Jan. 2014) 

CloudSim is a toolkit (library) for simulation of Cloud computing scenarios. It provides basic classes 

for describing data centers, virtual machines, applications, users, computational resources, and 

policies for management of diverse parts of the system (e.g., scheduling and provisioning). 

20. What are the basic features of capacity scheduler in Hadoop? 

 Jobs are submitted into queues.  

 Queues are allocated a fraction of the total resource capacity.  

 Free resources are allocated to queues beyond their total capacity.  

 Within a queue a job with a high level of priority has access to the queue's resources  

21. State the guidelines to adhered by autonomous protection system(Jan&june-15) 

Minimize overhead requirement  Be consistent with security policies 

Optimize security related parameters Minimize impact on performance 

Ensure that reconfiguration processes are secure 

Part – B 

1. Explain the MapReduce technique. (June.2014& Jan’15) 

2. Explain parallel and distributed programming paradigm. (June.2014) 

3. Explain the dataflow and control flow of MapReduce 

4. Explain the iterative MapReduce in detail? 

5. Explain the architecture of MapReduce in Hadoop? 

6. Explain the programming the Google App Engine. (June.2014) 

7. Explain the Architecture of Google File System. (June.2014-15) 

8. Explain the various emerging cloud software environment and explain briefly about anyone. 

(June.2014) 

9. Explain the structure of BigTable data model? 

10. Explain the Twister and Iterative Map reduce with suitable example. (Jan.2014) 

11. What is Open Nebula Cloud/ Explain the main components of Open Nebula. (Jan.2014-15) 

12. State the implementing the OpenStack project. Discuss the implication of its components that 

contribute in setting up private cloud.( Jan&june-15) 

 

Unit V  -  Security in the cloud 

Part - A 

1. What are challenges and risk of cloud security? (Jan.2014) 

 Cloud computing security challenges fall into three broad categories: 

 Data Protection: Securing your data both at rest and in transit 

 User Authentication: Limiting access to data and monitoring who accesses the data. 

 Disaster and Data Breach: Contingency Planning 

2.  List the security issues in cloud. 

 Secure data transfer 

 Secure software interfaces 

 Secure stored data  

 User access control 

 Data separation 

3. Define security governance. 

 Cloud services governance is a general term for applying specific policies or principles to the use of 

cloud computing services. The goal of cloud services governance is to secure applications and data 

when they are located remotely. 

4. Define security awareness in cloud. 

 Cloud computing is similar to the Bring Your Own Device (BYOD) syndrome. You can fight it all 

you want, but sooner or later your organization will most likely have to accept it. A common failure 

with securing the Cloud is that most organizations focus on only the technical controls, such as where 

is the data stored or when and how is the data encrypted. However, you must also train and educate 

the very people using this technology or you can expose your organization to tremendous risk. 
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5. What are the processes composed in risk management? 

 Risk assessment 

 Risk mitigation 

 Evaluation and assessment 

6. What are the layers in security architecture design?( Jan june’15) 

 User security and monitoring 

 Information security – data 

 Application level security 

 Platform and infrastructure security 

7. List out the various VM threat levels. 

 Abnormally terminated 

 Partially compromised 

 Totally compromised 

8. Who are CSP? 

 Cloud Service Provider (CSP) is athird party services, turn to customized solutions to equip their 

data centers and deliver the level of servicedemanded by their customers. Seagate enables Cloud 

Alliance Partners to deliver tailored, flexible and scalable server and storage solutions for the cloud. 

Example: Amazon, Verizon, Rack space, Windows Azure 

9. Who are MSP? 

 Managed service provider (MSP) is a third-party contractor that delivers network-based services, 

applications and equipment to enterprises, residences or other service providers. It can 

be hosting companies or access providers that offer IT services such as fully outsourced network 

management arrangements, including IP telephony, messaging and call center management, virtual 

private networks (VPNs), managed firewalls and monitoring/reporting of network servers. Example: 

candle, InteQ, Mcfee. 

10. What are the roles of security governance? 

A Security steering committee should be developed whose objective is to focus on 

providingguidance about security initiatives and alignment with business and IT strategies. In 

addition, lack of attention to security governance can result in key needs of the business not being 

met, risk management, security monitoring, application security and sales support 

11. Define risk management. 

 Effective risk management entails identifications of technology assets, identification of data and 

its links to business processes, applications, and data stores; and assignment of ownership and 

custodial responsibilities. Actions should also include maintaining a repository of information 

assets, which includes confidentiality, privacy and integrity 

12. Define risk assessment. 

 Security risk assessment is critical to helping the information security organization make informed 

decisions when balancing the dueling priorities of business utility and protection of assets. Lack of 

attention to completing formalized risk assessments can contribute to   an increase in information 

security audit findings, can jeopardize certification goals, and can lead to inefficient and 

ineffective selection of security controls. A formal information security risk management should 

proactively assess security risks and to pal and manage periodically or needed basis. 

13. Define data governance. 

 The formal data governance   that defines a system of decision rights and accountability for 

information related processes should be developed. It should describe who can take what actions with 

what information, and when, under what circumstances, and using what methods. 

14. What is IAM? 

 Identity Access Management (IAM) is a critical function for   every organization a fundamental 

expectation n of SaaS customers is that the principle of least privilege is granted to their data, 

where the principle states that  only the minimum access necessary to perform an operation should be 

granted, and that access should be of minimum amount of time necessary. In cloud, services are 

offered on demand, aspects of current models such as trust, privacy, authentication and authorizations 

are challenged. Meeting these challenges will require a balancing act for SaaS providers as they 

evaluate new models and management process for IAM to provide end to end trust and identity 

throughout the cloud and enterprise, 

15. Define SSH. 
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 Secure Shell is a terminal connection emulator that resembles Telnet but is a more secure tool for 

running management tasks remotely. It is cross platform and can run both purely text bases sessions 

and as well as X-Windows graphical applications 

16. Define autonomic computing security. 

 Autonomic computing security refers to self-managing computing models in which computer 

systems reconfigure themselves in response to changing conditions and are self-healing. 

17. Define autonomic self healing (ASH). 

 The process of diagnosing and repairing failures in IT systems can be difficult, time consuming, 

and usually requires Intensive labor effort. ASH systems can provide the capability to detect and 

repair software problems and identify hardware faults without manual intervention 

18. List out the advantages of autonomic security. (Jan.2014) 

 Self healing 

 Self optimization 

 Self protection 

19. What is trusted cloud computing? (Jan.2014) 

 Trust and security have prevented businesses from fully accepting cloud platforms. To protect clouds, 

providers must first secure virtualized data center resources, uphold user privacy, and preserve data 

integrity. It is suggest that using a trust-overlay network over multiple data centers to implement a 

reputation system for establishing trust between service providers and data owners 

20. What are the server security issues? (June.2014) 

 There exist many security concerns in server side. To adopt cloud computing it is necessary to ensure 

providers security measures. To enhance the trust factor providers can get their system verified by 

external organizations or by security auditors. Aside from the security factor other issues that needs 

attention is about the data in the cloud, if at the provider goes bankrupt or being acquired by another 

business. 

21. What is Federation of cloud? Jan’15 

  Cloud federation is the practice of interconnecting the cloud computing environments of two or 

more service providers for the purpose of load balancing traffic and accommodating spikes in 

demand. Cloud federation requires one provider to wholesale or rent computing resources to another 

cloud provider. Those resources become a temporary or permanent extension of the buyer's cloud 

computing environment, depending on the specific federation agreement between providers. 

 

Part – B 

1. Explain the Security challenges in cloud computing in detail? 

2. Explain the security architecture in detail? 

3. Explain the following (Jan&june 2014-15) 

a. Security governance  b. Security monitoring 

c. Application security 

4. Explain the Secure Software Development Life Cycle? 

5. Explain in detail about Software-as-a-Service security? Jan’15 

6. Explain the application security in detail? 

7. Explain the data security and virtual machine security in detail? (June.2014) 

8. Explain the identity management and access control in detail? (Jan2014-15) 

9. Explain about security controls classified in a tiered model. (June.2014) 

10. Discuss about the virtual machine security. (June.2014) 

11. With a neat sketch describe IAM function architecture and the challenges in implementing 

it for cloud computing. Jan’15 
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