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B.E/B.Tech. DEGREE EXAMINATION, MAY/JUNE 2007. 
Sixth Semester 

(Regulation 2004) 
Electronics and Communication Engineering 

CS1302 � COMPUTER NETWORKS - ANSWER KEY 
Part : A 

 
1. What multicast?  What is the difference between unicast and multicast? 
A special form of broadcast in which packets are delivered to a specified sub group of network 
hosts.  In Unicast is message is directed to a single station,  in multicast a message is directed to 
a group of stations belong to that group. 
 
2. What  is the necessity of flow control? 
They are needed to overcome a fast transmitter overwhelming a slow receiver with data.  Flow 
control is a mechanism by which the receiver of data throttles the transmission rate of the sender, 
so that data will not arrive too quickly to be processed. 
 
3. What is FDDI? 
Fiber Distributed Data Interface.  A high speed token ring networking technology designed to 
run over optical fiber. 
 
4. Write the difference between Bridge and a raster. 
A bridge is a layer two device used for connecting two segments of a network and transmitting 
packets between them.  Both segments must use identical protocols to communicate.  The 
purpose of bridge is to filter, send or flood any incoming frame, based on the MAC address of 
that particular frame. 
 
5. Where is a routing table maintained?  Also state the purpose of maintaining a routing 

table. 
A routing table is maintained in a router.  It aids the router in making routing decisions on how to 
forward packets from one hop to another. 
 
6. Find the error if any in the following IP address 

(a) 111.56.045.78  -  No leading zeros in dotted decimal notation(045). 
(b) 75.45.301.14 � Each number should be less than or equal to 255.  301 is out of  

   range. 
 

7. What is the frame format used in UDP? 
Client Socket Address and Server Socket Address. 
 

8. What is a datagram socket? 
A structure designed to be used with connectionless protocols such as UDP. 
 

9. List the two types of DNS messages. 
 Queries and Responses are the two types of DNS messages.  Both types have the same 

format.  The query message consists of a header and the question records.  The response 
message consists of a header, question records, answer records, authoritative records and 
additional records. 

 
10. State why Telnet uses Network Virtual terminal. 
 Telnet uses Network Virtual terminal to encode characters on the local system.  On the server 

machine Network Virtual terminal decodes the characters to a form acceptable to the remote 
machine. 
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Part : B 
11(a)   (i) Compare Connection oriented and connectionless service 
 Connection oriented service is modeled after the telephone system.  To talk to someone, you 

pick up the phone, dial the number, talk, and then hang up.  Similarly, to use a connection 
oriented network service, the service user first establishes a connection, uses the connection, 
and then releases the connection.  The essential aspect of a connection is that it acts like a 
tube: the sender pushes objects (bits) in at one end, and the receiver takes them out at the 
other end.  In most cases the order is preserved so that the bits arrive in the order they were 
sent.  In some cases when a connection is established, the sender, receiver and subnet 
conduct a negotiation about parameters to be used, such as maximum message size, quality 
of service required and other issues.  Typically, one side makes a proposal and the other side 
can accept it, reject it, or make a counter proposal. 

 In contrast, connectionless service is modeled after the postal system.  Each message (letter) 
carries the full destination address, and each one is routed through the system independent of 
all the others.  Normally, when two messages are sent to the same destination, the first one 
sent will be the first one to arrive.  However , it is possible that the first one sent can be 
delayed so that the second one arrives first.   

(ii) Discuss the major functions performed by the Presentation layer and Application  
layer of the ISO OSI model   

Application(Layer 7): 
 

This layer supports application and end-user processes. Communication partners are 
identified, quality of service is identified, user authentication and privacy are considered, and any 
constraints on data syntax are identified. Everything at this layer is application-specific. This 
layer provides application services for file transfers, e-mail, and other network software services. 
Telnet and FTP are applications that exist entirely in the application level. Tiered application 
architectures are part of this layer. 
 
Presentation(Layer 6): 
 

This layer provides independence from differences in data representation (e.g., 
encryption) by translating from application to network format, and vice versa. The presentation 
layer works to transform data into the form that the application layer can accept. This layer 
formats and encrypts data to be sent across a network, providing freedom from compatibility 
problems. It is sometimes called the syntax layer. 
       

(iii) What are the major components of an optical communication system? Discuss  
Light source  (LED/Laser Diode) 
Transmission System (Glass or Fused Silica) 
Detector  (Photo Diode) 

 
11.   (b)  (i) Perform a comparative study between the ISO OSI model and the TCP/IP 

reference model.          
The OSI and TCP/IP reference models have much in common.  Both are based on the 
concept of a stack of independent protocols.  Also, the functionality of the layers is roughly 
similar.  For example, in both models the layers up through and including the transport layer 
are there to provide and end-to-end, network independent transport service to processes 
wishing to communicate.  These layers form the transport provider.  Again in both models, 
the layers above transport are application-oriented users of the transport service.  Despite 
these fundamental similarities, the two models also have many differences.  Here we 
compare the reference models not the corresponding protocol stacks. 
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Three concepts are central to the OSI model: 
Services 
Interfaces 
Protocols 
Probably the biggest contribution of the OSI model is to make the distinction between these 
three concepts explicit.  Each layer performs some services for the layer above it.  The 
service definition tells what the layer does, not how entities above it access it or how the 
layer works.  It defines the layer�s semantics. 
A layer�s interface tells the processes above it how to access it.  It specifies what the 
parameters are and what results to expect.  It, too says nothing about how the layer works 
inside. 
Finally, the peer protocols used in the layer are the layer�s own business.  It can use any 
protocols it wants to, as long as it gets the job done (i.e. Provides the offered services).  It 
can also change them at will without affecting software in higher layers. 
The TCP/IP model did not originally clearly distinguish between service, interface, and 
protocol, although people have tried to retrofit it after the fact to make it more OSI-like.  For 
example, the only real services offered by the internet layer are SEND IP PACKET and 
RECEIVE IP PACKET. 
As a consequence, the protocols in the OSI model are better hidden than in the TCP/IP 
model and can be replaced relatively easily as the technology changes.  Being able to make 
such changes is one of the main purposes of having layered protocols in the first place. 
The OSI reference model was devised before the corresponding protocols were invented.  
This ordering means that the model was not biased toward one particular set of protocols, a 
fact that made it quite general.  The downside of this ordering is that the designers did not 
have much experience with the subject and did not have a good idea of which functionality 
to put in which layer. 
For example, the data link layer originally dealt only with point-to-point networks.  When 
broadcast networks came around, a new sub layer had to be hacked into the model.  When 
people started to build real networks using the OSI model and existing protocols, it was 
discover that these networks did not match the required service specifications (wonder of 
wonders), so convergence sub layers had to be grafted onto the model to provide a place for 
papering over the differences.  Finally, the committee originally expected that each country 
would have one network, run by the government and using the OSI protocols, so no thought 
was given to internetworking.  To make a long story short, things did not turn out that way. 
With TCP/IP the reverse was true: the protocols came first, and the model was really just a 
description of the existing protocols.  There was no problem with the protocols fitting the 
model.  They fit perfectly.  The only trouble was that the model did not fit any other 
protocol stacks.  Consequently, it was not especially useful for describing other, non-
TCP/IP  networks. 
An obvious difference between the two models is the number of layers :  the OSI model has 
seven layers and the TCP/IP has four  layers.  Both have (inter) network, transport, and 
applications layers, but the other layers are different. 
Another difference is in the area of connectionless versus connection-oriented 
communication.  The OSI model supports both connectionless and connection-oriented 
communication in the network layer, but TCP/IP supports only connection oriented 
communication in the transport layer, where it counts (because the transport service is 
visible to the users).  The TCP/IP model has only one mode in the network layer 
(connectionless) but supports both modes in the transport layer, giving the users a choice.  
This choice is especially important for simple request-response protocols.  
 

      (b)  (ii) Distinguish between point to point links and multi point links.  Give relevant 
diagrams.   

Point to Point :  Physical link is limited to  a pair of nodes  
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Multi Point : More than two nodes may share the same physical line. 

 
12.  (a)   (i)    A block of 32 bits has to be transmitted.  Discuss how the thirty two bit block 
is transmitted to the receiver using Longitudinal Redundancy Check.  
In LRC, a block of bits is organized in a table (rows and columns).  Instead of sending a block of 
32 bits, we organize them in a table made of four rows and eight columns.  We then calculate the 
parity bit for each column and create a new row of eight bits, which are the parity bits for the 
whole block.  The first parity bit in the fifth row is calculated based on all first bits.  The second 
parity bit is calculated based on all second bits, and so on.  We then attach the eight parity bits to 
the original data and send them to the receiver. 

(ii) Consider a 32 bit block of data 11100111  11011101  00111001  10101001  
that has  to be transmitted.  If Longitudinal Redundancy Check is used what is the 
transmitted bit stream?   

The data is organized as a table made of four rows and eight columns.  We then calculate the 
parity bit for each column and create a new row of eight bits, which are the parity bits for the 
whole block. 
The LRC is calculated  and the result is 10101010.  The transmitted bit stream is original data + 
LRC as follows  11100111  11011101  00111001  10101001  10101010 
   

(iii) In the Hamming code, for a data unit of �m� bits how do you compute the 
number of redundant bits �r� needed?  

2r>m+r+1 
 
(iv) What kinds of errors can Vertical Redundancy check determine?  What 

kinds of errors it cannot determine?    
VRC can determine only an odd number of errors.  It cannot determine an even number of errors. 
 
12  (b)    (i) Discuss  stop and wait protocol.    
The data link layer of the source transmits a frame and gets blocked.  Once it receives the 
acknowledgement from the receiver it transmits the next frame, if the acknowledgement is not 
received within the pre defined period of time the timer goes off and the source initiates 
retransmission. 
 

(ii) Discuss sliding window protocol using Go back n.      
The source transmits up to m frames before blocking.  The value of n is selected such that when 
the source transmits the mth frame the acknowledgement of the first frame has just arrived.  If the 
receiver receives a frame in error the receiver will discard the frame in error and all frames 
following it.  The source will have to retransmit the frame in error and all frames following it. 
 

(iii) How does a Token Ring LAN operate?  Discuss 
A token circulates around the Token Ring Network.  This token travels from NIC to NIC in 
sequence, until it encounters a station that wants to send data.  This station then keeps the token 
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and then sends its data.  The data frame proceeds around the ring.  When the frame reaches its 
destination, the receiving station copies the message, checks for errors and changes four bits in 
the last byte of the frame.  The frame then continues around the ring.  The original sender 
examines the frame and discards the used data frame and releases the token back on the ring. 
 
13. (a)   Find the class of each IP address.  Give suitable explanation.     
 (i) 227.12.14.87 First digit is 227 hence it is Class D (Range 224 � 239) 
 (ii) 193.14.56.22  First digit is 193 hence Class C (Rang 192 � 223) 

(iii) 14.23.120.8    First digit is 14 hence Class A  (Range 0 � 17) 
(iv) 252.5.15.111  First digit is 1252 hence Class F (range 240 � 255) 
(v) 134.11.78.56  First digit is 134 hence class B (Range 128 � 191) 
(vi) 00000000     11110000   11111111 00110011  (First bit is zero, hence 

class A). 
(vii) 10000000 11110000 11111111 00110011  (First bit is 1 and second 

bit is zero hence it is class B). 
(viii) 11000000 11110000 11111111 00110011  (First two bits are 1 and 

the third bit is zero, hence class C). 
 

13  (b) (i) State the major difference between Distance Vector Routing and Link State 
Routing.  Discuss how these routing techniques work.  
In Distance vector routing, each router periodically shares its knowledge about the entire 
network with its neighbors. 
(aa) Knowledge about the whole network:  Each router shares its knowledge 
about the entire network.  It sends all of its collected knowledge about the network to its 
neighbors.  At, the outset, a router�s knowledge of the network may be sparse.  How much it 
knows, however, is unimportant; it sends whatever it has. 
(ab) Routing only to neighbors:   Each router periodically sends its knowledge about the 
network only to those routers to which it has direct links.  It sends whatever knowledge it has 
about the whole network through all of its ports.  This information is received and kept by each 
neighboring router and used to update that routers own information about that network. 
(ac) Information sharing at regular intervals: For example, every 30 seconds, each router 
sends information about the whole network to its neighbors.  This sharing occurs whether or not 
the network has changed since the last time information was exchanged. 
 In link state routing each router shares its knowledge of its neighborhood with all routers 
in the internet. 
(aa) Knowledge about the neighborhood:   Instead of sending its entire routing table, a 
router sends information about its neighborhood only. 
(ab) To all Routers: Each router sends information to every other router on the inter 
network, not just to its neighbor.  It does so by process called flooding.  Flooding means a router 
sends its information to all of its neighbors (through all of its output ports).  Each neighbor sends 
the packet to all of its neighbors, and so on.  Every router that receives the packet sends copies to 
all of its neighbors.  Finally, every router (with out exception) receives a copy of the same 
information. 
(ac) Information sharing when there is a change:  Each router sends out information 
about the neighbors when there is a change. 
 

(ii) What is the sub-network address if the destination address is 200.45.34.56 
and the subnet mask is 255.255.240.0.?        

Apply AND operation on the address and the subnet mask. 
Address 11001000 00101101 00100010 00111000 
Subnet Mask 11111111 11111111 11111111 00000000 
Sub network 
Address 

11001000 00101101 00100000 00000000 
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The sub network address is 200.45.32.0 
 
14. (a)  (i) List and discuss the states used in the TCP connection management finite 

state machine.   
State Description 
CLOSED No connection is active or pending 
LISTEN The server is waiting for an incoming call 
SYN RCVD A connection request has arrived; wait for ACK. 
SYN SENT The application has started to open a connection 
ESTABLISHED The normal data transfer state 
FIN WAIT 1 The application has said it has finished 
FIN WAIT 2 The other side has agreed to release 
TIMED WAIT Wait for all packets to die off 
CLOSING Both sides have tried to close simultaneously 
CLOSE WAIT The other side has initiated a release 
LAST ACK Wait for all packets to die off 

 
           (ii) Discuss the various timers used by TCP to perform its various operations.  
Discuss on  

 Retranmission Timer 
 Persistence Timer 
 Keep Alive Timer 
 Time Waited Timer 

 
14   (b)  (i) Present a tutorial on User Datagram Protocol (UDP).      
Discussion on the following points or discussion on header format is sufficient. 

 UDP is a transport layer protocol that creates a process to process communication. 
 UDP is unreliable and a connectionless protocol. 
 UDP requires a pair of socket address: the client socket address and the server socket 

address. 
 The UDP segment is called a user datagram. 
 UDP�s only attempt at error control (checksum). 
 UDP do not have flow control mechanism. 
 UDP uses multiplexing to handle outgoing user datagram from multiple processes on one 

host. 
 UDP uses de-multiplexing to handle incoming user datagram that go to different 

processes on the same host. 
 A UDP package can involve five components : a control block table, a control block 

module, input queues, an input module and an output module. 
 The input queues hold in coming user datagram. 
 The control block module is responsible for maintenance of entries in the control block 

table. 
 The input module creates input queues. 
 The output module sends out user datagram. 
 

           (ii) Discuss the strategies TCP uses to avoid congestion.    
 
Discuss on Slow Start and Additive increase and Multiplicative decrease. 
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15. (a) (i) What is HTTP protocol used for?  What is the default port number of HTTP 
protocol.  Discuss the features of HTTP and also discuss how HTTP works.   

 
  The HTTP URL schema designates accessible Internet resources, using the HTTP 

protocol, and, in particular, designates web sites.  In its simplest form an HTTP URL has the 
following format: 

  http://<host>:<port>/<path> 
 The default port number for HTTP is 80. 
 
 HTTP is a transaction-oriented client server protocol.  The most typical use of HTTP is 

between a web browser and a web server.  To provide reliability, HTTP makes use of TCP.  
Nevertheless, HTTP is a �stateless� protocol  :  Each transaction is treated independently.  
Accordingly, a typical implementation will create a new TCP connection between client and 
server for each transaction and then terminate the connection as soon as the transaction 
completes, although the specification does not dictate this one-to-one relationship between 
transaction and connection lifetimes.  The stateless nature of HTTP is well-suited to its 
typical application.  A normal session of a user with a web browser involves retrieving a 
sequence of web pages and documents.  The sequence is, ideally, performed rapidly, and the 
locations of the various pages and documents may be a number of widely distributed servers.  
Another important feature of HTTP is that it is flexible in the formats that it can handle.  
When a client issues a request to a server, it may include a prioritized list of formats that it 
can handle, and the server replies with the appropriate format.  For example, a Lynx browser 
cannot handle images, so a web server need not transmit any images on web pages.  This 
arrangement prevents the transmission of unnecessary information provides the basis for 
extending the set of formats with new standardized and proprietary specifications. 

 
(ii) List and discuss the types of DNS records.       

 
Discuss on Question Record and Resource Record. 

15 (b) (i) List, diagrammatically illustrate and discuss the four general categories of 
attack. 

 
Interruption : An asset of the system is destroyed or becomes unavailable or unusable.  This is 
an attack on availability.  Examples include destruction of a piece of hardware, such as a hard 
disk, the cutting of a communication line, or the disabling of the file management system. 
Interception:  An unauthorized party gains access to an asset.  This is an attack on 
confidentiality.  The unauthorized party could be a person or a program or a computer.  
Examples include wiretapping to capture data in a network, and the illicit copying of files or 
programs. 
Modification:  An unauthorized party not only gains access to but tampers with an asset.  This is 
an attack on integrity.  Examples include changing values in a data file, altering a program so 
that it performs differently, and modifying the content of messages being transmitted in a 
network. 
Fabrication:  An unauthorized party inserts counterfeit objects into the system.  This is an attack 
on authenticity.  Examples include the insertion of spurious messages in a network or the 
addition of records to a file. 

http://<host>:<port>/<path>
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(ii) With relevant example discuss substitution ciphers.     

 
In a substation cipher each letter or group of letters is replaced by another letter or group of 
letters to disguise it.  One of the oldest known ciphers is the Caesar cipher, attributed to Julius 
Caesar.  In this method a becomes D, b becomes E, c becomes F, �.., and z becomes C.  For 
example, attack becomes DWWDFN.  In examples plaintext will be given in lower case letters, 
and ciphertext in upper case letters. 
 

(iii) Briefly discuss how DES algorithm works.      
 
Plaintext is encrypted in blocks of 64 bits, yielding 64 bits of ciphertext.  The algorithm, which is 
parameterized by a 56 bit key, has 19 distinct stages.  The first stage is a key-independent 
transposition on the 64 bit plaintext.  The last stage is the exact inverse of this transposition.  The 
stage prior to the last one exchanges the leftmost 32 bits with the rightmost 32 bits.  The 
remaining 16 stages are functionally identical but are parameterized by different functions of the 
key.  The algorithm has been designed to allow decryption to be done with the same key as 
encryption, a property needed in any symmetric-key algorithm.  The steps are just run in the 
reverse order. 

Destinatsource 

Interruption 

Normal flow of data 

Interception 

Modification 
Fabrication 


