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QUESTION BANK 
 

 

UNIT I INTRODUCTION 

 
Evolution of Distributed computing: Scalable computing over the Internet – Technologies for 

network based systems – clusters of cooperative computers - Grid computing Infrastructures – 

cloud computing - service oriented architecture – Introduction to Grid Architecture and standards 
 
– Elements of Grid – Overview of Grid Architecture. 
 

PART A 
 
1. List out the three computing Paradigms. 

 The growth of Internet clouds as a new computing paradigm.
 

 

 The maturity of radio-frequency identification (RFID),
 

 

 Global Positioning System (GPS), and sensor technologies has triggered the development 
of the Internet of Things (IoT).

 

 

 

2. Define Distributed computing? 
 
Distributed computing this is a field of computer science/engineering that studies distributed 

Systems. A distributed system consists of multiple autonomous computers, each having its own 

private memory, communicating through a computer network. Information exchange in a 

distributed system is accomplished through message passing. A computer program that runs in a 

distributed system is known as a distributed program. The process of writing distributed 

programs is referred to as distributed programming 

 
 
3. What is meant by cloud computing? 
 
An Internet cloud of resources can be either a centralized or a distributed computing system. The 

cloud applies parallel or distributed computing, or both. Clouds can be built with physical or 

virtualized resources over large data centers that are centralized or distributed. Some authors 

consider cloud computing to be a form of utility computing or service computing 

 
 
4. What is meant by cloud computing? 
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An Internet cloud of resources can be either a centralized or a distributed computing system. The 

cloud applies parallel or distributed computing, or both. Clouds can be built with physical or 

virtualized resources over large data centers that are centralized or distributed. Some authors 

consider cloud computing to be a form of utility computing or service computing. 

 
 
5. What is meant virtual machine? 
 
Virtual machines (VMs) offer novel solutions to underutilized resources, application 

inflexibility, software manageability, and security concerns in existing physical machines. 

 
 
6. Can you define cluster? 
 
A computing cluster consists of interconnected stand-alone computers which work cooperatively 

as a single integrated computing resource. In the past, clustered computer systems have 

demonstrated impressive results in handling heavy workloads with large data sets. 

 
 
7. What is meant by SSI? 
 
Ideal cluster should merge multiple system images into a single-system image (SSI). Cluster 

designers desire a cluster operating system or some middleware to support SSI at various levels, 

including the sharing of CPUs, memory, and I/O across all cluster nodes. An SSI is an illusion 

created by software or hardware that presents a collection of resources as one integrated, 

powerful resource.  

 
8. Define Peer-to-Peer Network. 
 
Well-established distributed system is the client-server architecture. In this scenario, client 

machines (PCs and workstations) are connected to a central server for compute, e-mail, file 

access, and database applications. The P2P architecture offers a distributed model of networked 

systems. First, a P2P network is client-oriented instead of server-oriented. 

 
 
9. Define Overlay Networks. 
 
Unstructured and structured. An unstructured overlay network is characterized by a random 

graph. There is no fixed route to send messages or files among the nodes. Often, flooding is 
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applied to send a query to all nodes in an unstructured overlay, thus resulting in heavy 

network traffic and nondeterministic search results. Structured overlay networks follow 

certain connectivity topology and rules for inserting and removing nodes (peer IDs) from 

the overlay graph. 

 
 
10. List out three clouds services.  

 Infrastructure as a Service (IaaS) 
 Software as a Service (SaaS 
 Platform as a Service (PaaS) 

 

11. Define Message-Passing Interface (MPI). 
 

This is the primary programming standard used to develop parallel and concurrent 

programs to run on a distributed system. MPI is essentially a library of subprograms that 

can be called from C or FORTRAN to write parallel programs running on a distributed 

system. The idea is to embody clusters, grid systems, and P2P systems with upgraded web 

services and utility computing applications  

 

12. Type of resource used in grid computing?  
 Computation 
 Storage 
 Communications

 
 

 Software and licenses
 

 

 

13. List the Grid software components 
 Management components

 
 

 Distributed grid management
 

 

 Donor software
 

 

 Submission software
 

 

 Schedulers
 

  
14. What are all the Grid 

Topologies? Intragrid 

 Local grid within an organization
 

 

 Trust based on personal contracts
 

 
Extragrid  

 Resources of a consortium of organizations connected through a (Virtual) Private 
Network  

 Trust based on Business to Business contracts 
Intergrid  
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 Global sharing of resources through the internet 
 Trust based on certification 

 

15. What are all the elements of Grid? 
 Resource sharing

 
 

–   Computers, data, storage, sensors, networks, …  

–   Sharing always conditional: issues of trust, policy, negotiation, payment, …  
 Coordinated problem solving 

–   Beyond client-server: distributed data analysis, computation, collaboration, … 
 Dynamic, multi-institutional virtual organizations

 
 

–   Community overlays on classic org structures  

–   Large or small, static or dynamic 
 

16. Define SOA?   
 
A service-oriented architecture (SOA) is an architectural pattern in computer software design 

in which application components provide services to other components via a communications 

protocol, typically over a network. The principles of service-orientation are independent of 

any vendor, product or technology 
 

PART-B 
 
1. Explain Evolution of Distributed computing? 
 
2. Explain Technologies for network based system? 
 
3. Draw neat diagram for Grid computing Infrastructures and explain? 

 

4. Explain Grid computing elements? 
 
5. Explain SOA? 
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UNIT II GRID SERVICES 

 
Introduction to Open Grid Services Architecture (OGSA) – Motivation – Functionality 

Requirements – Practical & Detailed view of OGSA/OGSI – Data intensive grid service 

models 
 
– OGSA services. 
 

PART-A 
 
1. Define OGSA? 
 

• OGSA defines what Grid services are, what they should be capable of, what 

type of technologies they should be based on. OGSA does not give a technical 

and detailed 
 

specification. It uses WSDL 
 

• It is a formal and technical specification of the concepts described in OGSA. 
 

• The Globus Toolkit 3 is an implementation of OGSI. 
 

 

2. List the OGSA Design Goals. 
 

Operations are grouped to form interfaces, and interfaces are combined to specify a 

service. Encourages code-reuse „ Simplifies application design Ease of composition of 

services 
 
Service Virtualization: isolate users from details of service implementation and location. 
 

 

3. Why IDL and Service Virtualization? 
 

 Service discovery Allows clients to query and find suitable services 
in an unfamiliar environment.

  

 Service composition
 

 
Code-reusage, dynamic construction of complex systems from simple components.  

 Specialization Use of different implementation of a service interface on 
different platforms.

  

 Interface extension
 

 
Allows extensions to specialized service interfaces 

 

 

4. List the OGSA Components. 
 Open Grid Services Infrastructure (OGSI)

 
 

 OGSA services 

 OGSA schemas 

 Built on Web services 
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5. What is the role of OGSA? 
 

OGSI does not define everything: „ 
 How to establish identity and authenticate?

 
 

 How is policy expressed/negotiated?
 

 

 „How do I discover services? …
 

 
OGSA needs to pick up the slack: „ 

 Define additional services
 

 

 „Define standard schema to achieve interoperability
 

 

 

6. What is the use of WSDL? 
 

Used by OGSA to describe software components independent of any programming 

language/implementation WSDL service definition is encoded using XML Service 

description defines the service interface Implementation details Describes how the interface 

maps to protocol messages and concrete endpoint addresses 

 
 
7. What are the Features of OGSI? 

 Grid service description and instances
 

 

 Distinguish between definition and instances
 

 

 Service state, metadata, introspection
 

 

 Allows clients to receive states of a particular service
 

 Naming conventions/ resolution Service life cycle management
 

 

 Fault type Standard base type for fault messages Service groups
 

 

8. List out Functional requirements for OGSA platform. 
 Discovery and brokering:

 
 

 Data sharing:
 

 

 Virtual organizations:
 

 
 Monitoring: 

 Policy: 
 
9. List out Resource Management Functions 
 

Advanced Reservation: Scheduling: Load balancing: Notification/Messaging: 

Logging: Fault tolerance: Disaster Recovery 

 
10. What are all the services of OGSA?   

 Web services with improved characteristics and services.
 

 Provides a set of well-defined interfaces and conventions.
 

 

 Interface Addresses:
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a) Discovery, dynamic Service Creation. 
 

b) Lifetime Management, notification. 
 Conventions include:

 
 

a) Naming Services 
 

b) Upgrade ability. 
 
11. Functional requirement of OGSA? 
 

Resource sharing requirements include: 
 Global name space.

 
 

 Metadata services.
 

 

 Site autonomy.
 

 Resource usage data
 

 

12. Execution Management Services (OGSA-EMS)? 
 

Execution Management Services (OGSA-EMS) are concerned with the problems of 

instantiating and managing, to completion, units of work. Examples of units of work may 

include either OGSA applications or legacy (non-OGSA) applications (a database server, a 

servlet running in a Java application server container, etc). 

 
13. EMS Services classes? 
 

 Resources that model processing, storage, executables, resource management, 

and provisioning;  
 Job management; and 
 Resource selection services that collectively decide where to execute a unit of work. 

 

14. Data services requirements include: 
 
Policy specification & management. 
 

• Data storage 
 

• Data access. 
 

• Data transfer 
 

• Data location management. 

• Data federation  
PART-B 

 
1. Explain functionality requirements of OGSA? 
 
2. Explain OGSA services? 
 
3. Explain Open Grid Services Architecture (OGSA) with neat diagram. 
 
4. Explain detailed view of OGSA/OGSI? 
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UNIT III VIRTUALIZATION 

 
Cloud deployment models: public, private, hybrid, community – Categories of cloud 

computing: Everything as a service: Infrastructure, platform, software - Pros and Cons of 

cloud computing 
 
–  Implementation levels  of virtualization  – virtualization structure – virtualization of CPU, 

Memory and I/O devices – virtual clusters and Resource Management – Virtualization for 

data center automation 
 

PART-A 
 
1. What are the cloud deployment models? 
 

• Private Cloud 
 

• Public Cloud 
 

• Hybrid Cloud 
 

• Community Cloud 
 

 

2. Define private cloud? 
 

• Applies to private clouds implemented at a customer’s premises. 
 

Outsourced Private Cloud 
 

• Applies to private clouds where the server side is outsourced to a hosting company. 
 
 
 

 

3. Define public cloud? 
 
The most ubiquitous, and almost a synonym for, cloud computing. The cloud infrastructure is 

made available to the general public or a large industry group and is owned by an 

organization selling cloud services. 
 
Examples of Public Cloud: Google App Engine 
 

 

4. Define Hybrid cloud? 
 
The cloud infrastructure is a composition of two or more clouds (private, community, or 

public) that remain unique entities but are bound together by standardized or proprietary 

technology that enables data and application portability (e.g., cloud bursting for load-

balancing between clouds). 
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5. Define community cloud? 
 
The cloud infrastructure is shared by several organizations and supports a specific 

community that has shared concerns (e.g., mission, security requirements, policy, and 

compliance considerations). Government departments, universities, central banks etc. often 

find this type of cloud useful. Community cloud also has two possible scenarios: 

 
 
6. What are the cloud service models? 
 

1. SaaS(Software as a service) 
 

2. PaaS(platform as a service) 
 

3. IaaS(Infrastructure as a service) 
 

 

7. What is meant by Saas? 
 
Software as a Service (SaaS) is a software distribution model in which applications are 

hosted by a vendor or service provider and made available to customers over a network, 

typically the Internet  
 
8. What is meant by Paas? 
 
Platform as a service (PaaS) is a cloud computing model that delivers applications over the 

Internet. In a PaaS model, a cloud provider delivers hardware and software tools -- usually 

those needed for application development -- to its users as a service. A PaaS provider hosts 

the hardware and software on its own infrastructure. As a result, PaaS frees users from 

having to install in-house hardware and software to develop or run a new application 
 
9. What is meant by Iaas? 
 
Infrastructure as a Service (IaaS) is a service model that delivers computer infrastructure on 

an outsourced basis to support enterprise operations. Typically, IaaS provides hardware, 

storage, servers and data center space or network components; it may also include software 

 
 
10. Pros and Cons of cloud computing. 
 
Advantage:- 
 
Easy implementation  
Accessibility. 

Flexibility for growth. 
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Efficient recovery  
Disadvantages:- 
 
Longer in control. 

May not get all the features 

Doesn't mean you should do away with servers. 

No Redundancy.  
Bandwidth issues. 

 

11. Define Virtualization in cloud? 
 

In computing, virtualization means to create a virtual version of a device or 

resource, such as a server, storage device, network or even an operating system where the 

framework divides the resource into one or more execution environments. 

 
12. Type of Virtualization in cloud? 

 Server Virtualization
 

 

 Network Virtualization
 

 
 Storage Virtualization 
 Desktop Virtualization 

 Application Virtualization 
 
12. How CPU is virtualized. 

 Privileged instruction runs only in privileged mode.
 

 

 Control sensitive instruction that tend to change memory mapping, communicating 
with

 

 
other device 

 
 Behavior sensitive instruction that tend to change resource configuration 

 
 

 

13. Benefits of Clustering? 
 Scientific applications

 
 

 Large ISPS and e-Commerce
 

 

 Graphics rendering
 

 

 Fail over clusters
 

 

 High availability
 

 

14. List out the three resource managers. 

 

Instance Manager: controls the execution, inspection, and terminating of VM instances on 

the 
 
host where it runs. 
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Group Manager: gathers information about and schedules VM execution on specific 

instance managers, as well as manages virtual instance network.Cloud Manager: is the 

entry-point into the cloud for users and administrators. It queries node 

 
managers for information about resources, makes scheduling decisions, and implements them 

by 
 
making requests to group managers. 
 

 

15. Why OS-Level Virtualization? 
 
Operating system virtualization inserts a virtualization layer inside an operating system to 
 
partition  a  machine’s  physical  resources.  It  enables  multiple  isolated  VMs  within  a  

single 
 
operating system kernel. This kind of VM is often called a virtual execution environment 

(VE), 
 
Virtual Private System (VPS), or simply container. From the user’s point of view, VEs look 

like 
 
real servers. This means a VE has its own set of processes, file system, user accounts, 

network 
 
interfaces with IP addresses, routing tables, firewall rules, and other personal settings. 
 

PART-B 
 
1. Explain Cloud deployment models with neat diagrams? 
 
2. Describe Categories of cloud computing everything as a service: Infrastructure, platform, 
 
software. 
 
3. Explain Implementation Levels Of Virtualization. 
 
4. Give detail information Virtualization Structures. 
 
5. Explain virtualization of CPU, Memory and I/O devices. 
 
6. Explain physical versus virtual clusters. 
 
7. Explain Virtual storage management. 
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UNIT IV -PROGRAMMING MODEL 

 
Open source grid middleware packages –Globus Toolkit (GT4) Architecture, Configuration – 

Usage of Globus –Main components and Programming model -Introduction to Hadoop 
Framework - Mapreduce, Input splitting, map and reduce functions, specifying input and 

output parameters, configuring and running a job –Design of Hadoop file system, HDFS 
concepts, command line and java interface, dataflow of File read & File write. 

 

PART A 
 

1. What is open source?  
Open source refers to any program whose source code is made available for use or 

modification as users or other developers. Open source software is usually developed as 

a public collaboration and made freely available. 
 
2. What is Middleware? 
 

Middleware is a general term for software that serves to "glue together" separate, often 

complex and already existing, programs. Some software components that are frequently 

connected with middleware include enterprise applications and Web services. 
 
3. Define Globus Toolkit. 
 

The Globus Toolkit is a collection of grid middleware that allows users to run jobs, 

transfer files, track file replicas, publish information about a grid, and more. All of these 

facilities share a common security infrastructure called GSI that enables single sign-on. 
 
 
 
4. What are the key terms in Globus? 

 

Three key terms: 

 

 Endpoint - a logical address for a GridFTP server, similar to a domain name for a 
web server. Data is transferred between Globus endpoints.  

 Globus Connect Personal – for individual users – a client for communicating with other 
GridFTP servers, via your local computer using Globus. Installing Globus Connect 

Personal on your computer creates your own endpoint that you can use to transfer data to 
and from your computer.  

 Globus Connect Server – for multiuser environments – a Linux package that sets up a 

GridFTP server for use with Globus. Once installed on a server, those with access to the 
server can move data to and from this location. 

 

5. What is the use Globus toolkit? 
 

The Globus Toolkit, therefore, is a result of the Grid community's attempts to solve real 

problems that are encountered by real application projects. It contains components that have 
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proven useful in addressing the challenging problems that come up when implementing 

Grid applications and systems. The components have been generalized so that they make 

sense within a wide variety of applications.  
 
6. What are the standards supported by Globus Toolkit? 

 

Globus Toolkit adheres to or provides implementations of the following standards: 

 
 Open Grid Services Architecture (OGSA). 

 Open Grid Services Infrastructure (OGSI), originally intended to form the basic 

“plumbing” layer for OGSA, but has been superseded by WSRF and WS-Management. 

 Web Services Resource Framework (WSRF). 

 Job Submission Description Language (JSDL). 

 Distributed Resource Management Application API (DRMAA). 

 WS-Management. 

 WS-Base Notification. 

 SOAP. 

 Web Services Description Language. 

 Grid Security Infrastructure (GSI). 

 

7. What is Programming model? 

 

"A model is an abstract machine providing certain operations to the programming level 
above and requiring implementations on all of the architectures” 

 

8. Define Apache Hadoop . 

 

Apache Hadoop is an open-source software framework for distributed storage and 

distributed processing of very large data sets on computer clusters built from commodity 
hardware. All the modules in Hadoop are designed with a fundamental assumption that 

hardware failures are common and should be automatically handled by the framework. 

 

9. Define MapReduce. 

 

MapReduce is a programming model and an associated implementation for processing and 
 
generating large data sets with a parallel, distributed algorithm on a cluster.  
MapReduce data processing is driven by this concept of input splits. The number of input 

splits that are calculated for a specific application determines the number of mapper tasks. 

Each of these mapper tasks is assigned, where possible, to a slave node where the input split 

is stored. 

 

10. Illustrating relationship between data blocks and input splits. 
 
 
 
11. What are Advantages of HDFS Block? 
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The benefits with HDFS block are: 

 

 The blocks are of fixed size, so it is very easy to calculate the number of blocks that can 

be stored on a disk.  
 HDFS block concept simplifies the storage of the datanodes. The datanodes doesn’t need 

to concern about the blocks metadata data like file permissions etc. The namenode 

maintains the metadata of all the blocks.  
 If the size of the file is less than the HDFS block size, then the file does not occupy the 

complete block storage.  
 As the file is chunked into blocks, it is easy to store a file that is larger than the disk size 

as the data blocks are distributed and stored on multiple nodes in a hadoop cluster.  
 Blocks are easy to replicate between the datanodes and thus provide fault tolerance and 

high availability. Hadoop framework replicates each block across multiple nodes (default 

replication factor is 3). In case of any node failure or block corruption, the same block can 

be read from another node. 
 
 

12. What is HDFS File system?  
Filesystem Blocks: A block is the smallest unit of data that can be stored or retrieved 

from the disk. Filesystems deal with the data stored in blocks. Filesystem blocks are normally 

in few kilobytes of size. Blocks are transparent to the user who is performing filesystem 

operations like read and write. 

 

13. Why using the Command Line Interface ? 

 
 It’s faster to create prototype with. At least when the UI is not the prototype you’re 

trying to show.  
 It’s easier to debug  
 More powerful than UI who don’t implement all the options in order to keep the UI 

simple and usable. It’s just a matter of UX. 
 Sometimes you have to. It’s the case if you’re running a linux server. 

 

14. Why HDFS Blocks are Large in Size 

 

The main reason for having the HDFS blocks in large size is to reduce the cost of seek time. 

In general, the seek time is 10ms and disk transfer rate is 100MB/s. To make the seek time 

1% of the disk transfer rate, the block size should be 100MB. The default size HDFS block is 

64MB. 

 

15. Write the use of Hadoop file system (fs) shell commands. 
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Hadoop file system (fs) shell commands are used to perform various file operations like 
copying file, changing permissions, viewing the contents of the file, changing ownership of 
files, creating directories .The syntax of fs shell command is : hadoop fs <args> 

 

PART B 
 
 

 

1. Explain detail Map Reduce.  
2. Explain detail components and Programming model.  
3. What is Hadoop Framework and Explain?  
4. Write Short notes on HDFS.  
5. What is fail system and explain in detail dataflow of File read & File write. 
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UNIT V - SECURITY 

 
Trust models for Grid security environment – Authentication and Authorization methods – 
Grid security infrastructure – Cloud Infrastructure security: network, host and application 

level – aspects of data security, provider data and its security, Identity and access 

management architecture, IAM practices in the cloud, SaaS, PaaS, IaaS availability in the 
cloud, Key privacy issues in the cloud. 

 

Part-A 
1. Illustrate Grid security infrastructure 

 
2. What are the security challenges faced in a Grid environment? 

 
Security challenges faced in a Grid environment can be grouped into three categories: 

 
(a) integration solutions where existing services needs to be used, and interfaces 
should be abstracted to provide an extensible architecture.  
(b) interoperability solutions so that services hosted in different virtual organizations 
that have different security mechanisms and policies will be able to invoke each 
other.  
(c) solutions to define, manage and enforce trust policies within a dynamic 
Grid Environment 

 

3. Different between Authentication and Authorization. 
 

Authentication: 
 

Authentication means validating whether app is accepting right user and rejecting 

invalid / anonymous users or not.  
Ex: 1) Login into internet banking with valid login credentials (application has to 

accept the user).  
2) Login into internet banking with invalid login credentials (application has to 

reject the user)  
Authorization:  

Authorization means validating whether app providing right permissions to right users 

or not.  
Ex: 1) Agent: After login into IRCTC website, agent has permissions like book tickets 

more than 5, cancel, edit information..  
2) User: Ater login into IRCTC website, user has permissions like booking not go beyond 

5 tickets, only book ticket or cancel ticket. But not editing information like Agent. 

 

4. What is identity access management (IAM) system ? 

 

An identity access management (IAM) system is a framework for business processes that 

facilitates the management of electronic identities. The framework includes the technology  
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needed to support identity management. 

 

5. List out the Cloud security issues. 

 
Cloud security issues fall primarily into three areas: 

 

Data Residency - Many companies face legislation by their country of origin or the 
local country that the business entity is operating in, requiring certain types of data to be 

kept within defined geographic borders. There are specific regulations that must be 
followed, centered around data access, management and control. 

 

Data Privacy – Business data often needs to be guarded and protected more stringently than 

non-sensitive data. The enterprise is responsible for any breaches to data and must be able 
ensure strict cloud security in order to protect sensitive information. 

 

Industry & Regulation Compliance - Organizations often have access to and are 

responsible for data that is highly regulated and restricted. Many industry-specific regulations 

such as GLBA, CJIS, ITAR and PCI DSS, require an enterprise to follow defined standards 

to safeguard private and business data and to comply with applicable laws. 

 

6. What is Software as a Service (SaaS) ? 

 

Software as a Service (SaaS) is a software distribution model in which applications are 
hosted by a vendor or service provider and made available to customers over a 
network, typically the Internet. 

 

7. What is Platform as a Service (PaaS)? 

 

Platform as a service (PaaS) is a category of cloud computing services that provides a 

platform allowing customers to develop, run, and manage applications without the 

complexity of building and maintaining the infrastructure typically associated with 

developing and launching an app. PaaS can be delivered in two ways: as a public cloud 

service from a provider, where the consumer controls software deployment and  
configuration settings, and the provider provides the networks, servers, storage and other 

services to host the consumer's application; or as software installed in private data centers or 

public infrastructure as a service and managed by internal IT departments. 
 
8. What is Infrastructure as a Service (IaaS)? 
 
Infrastructure as a Service (IaaS) is a form of cloud computing that provides virtualized 

computing resources over the Internet. IaaS is one of three main categories of cloud 

computing services, alongside Software as a Service (SaaS) and Platform as a Service 

(PaaS).  
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9. Define Cloud computing security. 
 
Cloud computing security or, more simply, cloud security is an evolving sub-domain of 

computer security, network security, and, more broadly, information security. It refers to a 

broad set of policies, technologies, and controls deployed to protect data, applications, and 

the associated infrastructure of cloud computing. 
 
10. What are Cloud Security Controls? 
 

1. Deterrent controls 
 

These controls are intended to reduce attacks on a cloud system. Much like a warning 
 

sign on a fence or a property, deterrent controls typically reduce the threat level by 
 

informing potential attackers that there will be adverse consequences for them if they 
 

proceed. (Some consider them a subset of preventive controls.) 
 

2. Preventive controls 
 

Preventive controls strengthen the system against incidents, generally by reducing if not 
 

actually eliminating vulnerabilities. Strong authentication of cloud users, for instance, 
 

makes it less likely that unauthorized users can access cloud systems, and more likely 
 

that cloud users are positively identified. 
 

3. Detective controls 
 

Detective controls are intended to detect and react appropriately to any incidents that 
 

occur.  In the event  of  an attack,  a detective  control will  signal the  preventative  or 
 

corrective  controls  to address  the  issue.  System and  network security  monitoring, 
 

including intrusion detection and prevention arrangements, are typically employed to 
 

detect attacks on cloud systems and the supporting communications infrastructure. 

4.Corrective controls 
 

Corrective controls reduce the consequences of an incident, normally by limiting the 
 

damage. They come into effect during or after an incident. Restoring system backups in 
 

order to rebuild a compromised system is an example of a corrective control. 
 

 

11. What are aspects of data security? 

 

1. Data Confidentiality 

 

Data confidentiality is the property that data contents are not made available or disclosed to 

illegal users. Outsourced data is stored in a cloud and out of the owners' direct control. 
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Only authorized users can access the sensitive data while others, including CSPs, should 

not gain any information of the data. Meanwhile, data owners expect to fully utilize cloud 

data services, e.g., data search, data computation, and data sharing, without the leakage of 

the data contents to CSPs or other adversaries. 

 

2. Data Access Controllability 

 
Access controllability means that a data owner can perform the selective restriction of 

access to his data outsourced to cloud. Legal users can be authorized by the owner to access 

the data, while others can not access it without permissions. Further, it is desirable to 

enforce fine-grained access control to the outsourced data, i.e., different users should be 

granted different access privileges with regard to different data pieces. The access 

authorization must be controlled only by the owner in untrusted cloud environments. 

 

3. Data Integrity 

 

Data integrity demands maintaining and assuring the accuracy and completeness of data. A 

data owner always expects that his data in a cloud can be stored correctly and trustworthily. 

It means that the data should not be illegally tampered, improperly modified, deliberately 
deleted, or maliciously fabricated. If any undesirable operations corrupt or delete the data, 

the owner should be able to detect the corruption or loss. Further, when a portion of the 
outsourced data is corrupted or lost, it can still be retrieved by the data users. 

 

12. What are Advantages and disadvantages PaaS? 

 

The advantages to PaaS are primarily that it allows for higher-level programming with 
dramatically reduced complexity; the overall development of the application can be more 

effective, as it has built-in infrastructure; and maintenance and enhancement of the 

application is easier.It can also be useful in situations where multiple developers are 
working on a single project involving parties who are not located nearby. 

 
One disadvantage of PaaS offerings is that developers may not be able to use a full range 
of conventional tools (e.g. relational databases, with unrestricted joins). Another possible  
disadvantage of being locked in to a certain platform. However, most PaaSes are relatively 
lock-in free. 

 

13. What is Grid Security Infrastructure (GSI)? 
 

The Grid Security Infrastructure (GSI), formerly called the Globus Security 

Infrastructure, is a specification for secret, tamper-proof, delegatable communication 

between software in a grid computing environment. Secure, authenticatable communication 

is enabled using asymmetric encryption. 
 
14. What are Security Mechanisms in Grid Security Infrastructure (GSI)?  
 

 Transport Layer Security (TLS) can be used to protect the communication channel 
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from eavesdropping or man-in-the-middle attacks. 
 

 Message-Level Security can be used (although currently it is much slower than TLS). 

 

15. What are the derivatives of grid computing? 

 
There are 8 derivatives of grid computing. 

 
a)Compute grid 

 
b)Data grid 

 
c)Science grid 

 
d)Access grid 

 
e)Knowledge grid 

 
f)Cluster grid 

 
g)Terra grid 

 
h)Commodity grid 

 
PART B 

 

1. What are Security Mechanisms in Grid Security Infrastructure (GSI)?Explain.  
2. Explain in detail Cloud computing security.  
3. Write short notes on.  

 SaaS  
 PaaS  
 IaaS  

4. Explain in detail Authentication and Authorization. 

5. Explain in detail about Identity access management.  
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