
Thursday, April 28, 2016 
 
1) Ambassador Hank Cooper April 26, 2016—So, Who’s in Charge?: 
 
In referring to that famous Watergate question, I thought it might encourage 
remedial action from the then-current “powers that be” to consider how they 
would answer the same question following an attack that brought down the 
electric grid, leading to the death of most Americans.  Regrettably, little if 
anything has changed — in either the Executive or Legislative branches — to 
that assessment, slightly updated below: 
 
The Defense Department, (possibly the most technically competent to deal with 
the issue because of its unique Cold War responsibilities and consequent efforts 
to harden our strategic systems and their supporting command, control and 
communications systems) claims no jurisdictional responsibility for security of the 
electric grid — even though the operation of its military bases and viability of its 
troops depend on the same critical civil infrastructure as do all American citizens. 
 
The Department of Homeland Security is supposed to be concerned about our 
“homeland security” but doesn’t even include the threat of concern (manmade 
and natural EMP) among its fifteen or so threat scenarios for which all 
government agencies are supposed to prepare. (The worst threat conjured by 
DHS is “hundreds of thousands” of casualties after detonation of a 10-kiloton 
nuclear device in a single city. In comparison, an EMP attack could result in the 
death of 90-percent of all Americans.) 
 
The Energy Department’s lack of preparation for dealing with the consequences 
of this threat is especially troubling given Secretary Moniz’s promise to Senator 
Murkowski during his Confirmation Hearing—that he would look into the EMP 
issue as part of DOE’s emphasis on assuring resiliency in the power grid. 
 
The Nuclear Regulatory Commission (NRC), which has unique regulatory 
responsibilities and should be technically competent to deal with the urgent EMP 
threat, has done nothing apparent for assuring the viability of the nation’s electric 
grid for which they are responsible—imagine the consequences of a major 
meltdown of nearly a hundred nuclear reactors around the country and the 
radiation fallout from many “Fukushima-like” meltdowns carried by the winds 
within the United States.  
 
2) The Miniaturization Myth: 
 
Technologically, such an EMP attack is easy — since the weapon detonates at 
high-altitude, in space, no shock absorbers, heat shield, or vehicle for 
atmospheric re-entry is necessary. Since the radius of the EMP is enormous, 
thousands of kilometers, accuracy matters little. Almost any nuclear weapon will 
do. 

http://highfrontier.org/april-26-2016-so-whos-in-charge/
http://www.washingtontimes.com/news/2016/apr/24/r-james-woolsey-peter-vincent-pry-obama-wrong-on-n/?page=all


 
Moreover, North Korea probably has nuclear weapons specially designed, not to 
make a big explosion, but to emit lots of gamma rays to generate high-frequency 
EMP. Senior Russian generals warned EMP Commissioners in 2004 that their 
EMP nuclear warhead design leaked “accidentally” to North Korea, and 
unemployed Russian scientists found work in North Korea’s nuclear weapons 
program. 
 
The 2004 EMP Commission report warns: “Certain types of relatively low-yield 
nuclear weapons can be employed to generate potentially catastrophic EMP 
effects over wide geographic areas, and designs for variants of such weapons 
may have been illicitly trafficked for a quarter-century.” 
 
Such an EMP nuclear warhead could resemble an Enhanced Radiation Warhead 
(ERW, also called a Neutron Bomb), a technology dating to the 1950s, deployed 
by the U.S. in the 1980s as the W48 ERW artillery shell, weighing less than 100 
pounds. 
 
Are EMP warheads on those North Korean satellites? 
 
The immediate focus should be on Senate passage of the Critical Infrastructure 
Protection Act to protect the U.S. electric grid — not on the miniaturization 
problem myth. 
  
3) Attached Cynthia Ayers article, ‘The Cyber Threat to the Integrated North 
American Critical Electric Infrastructure’: 
 
The Ukrainian power outage, as the first (officially acknowledged) successful 
cyber attack against a power grid, has “marked a major cybersecurity escalation 
global governments have long feared.”   A digital “first strike,” delivered remotely 
and stealthily as a devastating blow across the networks and against systems 
that are both critical to military operations and crucial to the maintenance of 
modern society, is no longer theoretical.  
 
Based on analysis of the known operational aspects and malware associated 
with the event – a variant of BlackEnergy was identified as present – the 
Ukrainian attack is believed to have originated from within Russia. Originally 
intended for espionage, adaptations of BlackEnergy may now pose a threat to 
energy, water distribution and filtration, and financial systems worldwide.   In fact, 
similar attacks against a mining company and part of the national railway in 
Ukraine may have been part of the same attack scenario.   
 
This is the type of threat that American officials (to include former Defense 
Secretary Leon Panetta,  former DHS Secretary Janet Napolitano,  United States 
Cyber Command (USCYBERCOM) Commander and National Security Agency 
(NSA) Director Admiral Michael Rogers,  and the Director of National Intelligence 



(DNI) James Clapper ) have been warning the public about since 2012. It’s 
interesting to note that the U.S. Industrial Control Systems Cyber Emergency 
Response Teams (ICS-CERT) have identified BlackEnergy malware within U.S. 
systems. Published warnings have surmised that the U.S. malware “campaign” 
may have begun as early as 2011. 
    
4) Everyone is invited to the Indy National Security Summit Saturday, April 30 
running from 10 am – 4:30 pm at the Indiana War Memorial as you will get a 
chance to ask questions from nationally recognized experts on protecting our 
electric grid as well as candidates for federal office. 
 
Compiled by JD Miniear and Cindy Noe 

http://www.eventbrite.com/e/indy-national-security-summit-tickets-11122207823

