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CS 1014   INFORMATION SECURITY 

 

 UNIT 1    INTRODUCTION        

History, What is Information Security?, Critical Characteristics of Information, 
NSTISSC Security Model, Components of an Information System, Securing the 
Components, Balancing Security and Access, The SDLC, The Security SDLC 

History 

 Persons desiring secure communications have used wax seals. 

 Julius Caesar-Caesar Cipher c50 B.C., which was created in order to prevent 
his secret messages from being, read should a message fall into the wrong 
hands. 

 The end of the 20th century and early years of the 21st century saw rapid 
advancements in telecommunications, computing hardware and software, and 
data encryption. 

INTRODUCTION 

Information technology is the vehicle that stores and transports information—a 
company’s most valuable resource—from one business unit to another.  
But what happens if the vehicle breaks down, even for a little while?  

As businesses have become more fluid, the concept of computer security has been 
replaced by the concept of information security.  
Because this new concept covers a broader range of issues, from the protection of 
data to the protection of human resources, information security is no longer the sole 
responsibility of a discrete group of people in the company; rather, it is the 
responsibility of every employee, and especially managers. 
Organizations must realize that information security funding and planning decisions 
involve more than just technical managers: 

Rather, the process should involve three distinct groups of decision makers, or 
communities of interest: 

 Information security managers and professionals  
 Information technology managers and professionals  
 Nontechnical business managers and professionals  

These communities of interest fulfill the following roles: 
 The information security community protects the organization’s information 

assets from the many threats they face. 
 The information technology community supports the business objectives of 

the organization by supplying and supporting information technology 
appropriate to the business’ needs. 

 The nontechnical general business community articulates and communicates 
organizational policy and objectives and allocates resources to the other 
groups. 
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WHAT IS SECURITY? 
Understanding the technical aspects of information security requires that you know 
the definitions of certain information technology terms and concepts.  

In general, security is defined as “the quality or state of being secure—to be free 
from danger.”  

Security is often achieved by means of several strategies usually undertaken 
simultaneously or used in combination with one another.  

Specialized areas of security 
 Physical security, which encompasses strategies to protect people, physical 

assets, and the workplace from various threats including fire, unauthorized 
access, or natural disasters 

 Personal security, which overlaps with physical security in the protection of 
the people within the organization 

 Operations security, which focuses on securing the organization’s ability to 
carry out its operational activities without interruption or compromise 

 Communications security, which encompasses the protection of an 
organization’s communications media, technology, and content, and its ability 
to use these tools to achieve the organization’s objectives 

 Network security, which addresses the protection of an organization’s data 
networking devices, connections, and contents, and the ability to use that 
network to accomplish the organization’s data communication functions 

 Information security includes the broad areas of information security 
management, computer and data security, and network security.  

 

Where it has been used? 

 Governments, military, financial institutions, hospitals, and private 
businesses. 

 Protecting confidential information is a business requirement. 

Information Security components are 

 Confidentiality 

 Integrity 

 Availability(CIA) 
 

CIA Triangle 

The C.I.A. triangle - confidentiality, integrity, and availability - has expanded into a 
more comprehensive list of critical characteristics of information. 
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At the heart of the study of information security is the concept of policy. Policy, 
awareness, training, education, and technology are vital concepts for the protection 
of information and for keeping information systems from danger. 

 
 

 

Critical Characteristics of Information  

-Confidentiality  - Integrity   -Availability  

- Privacy   - Identification  - Authentication 
- Authorization  - Accountability -Accuracy 
- Utility   - Possession 
 
Confidentiality 
Confidentiality of information ensures that only those with sufficient privileges may 
access certain information. When unauthorized individuals or systems can access 
information, confidentiality is breached. To protect the confidentiality of information, 
a number of measures are used: 

 Information classification 

 Secure document storage 
 Application of general security policies 
 Education of information custodians and end users 
 
Example, a credit card transaction on the Internet. 
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 The system attempts to enforce confidentiality by encrypting the card 
number during transmission, by limiting the places where it might 
appear (in data bases, log files, backups, printed receipts, and so on), 
and by restricting access to the places where it is stored. 

 Giving out confidential information over the telephone is a breach of 
confidentiality if the caller is not authorized to have the information, it 
could result in a breach of confidentiality. 

Integrity 
Integrity is the quality or state of being whole, complete, and uncorrupted. The 
integrity of information is threatened when it is exposed to corruption, damage, 
destruction, or other disruption of its authentic state. Corruption can occur while 
information is being compiled, stored, or transmitted.  

 Integrity means that data cannot be modified without authorization. 
 Eg: Integrity is violated when an employee deletes important data files, when 

a computer virus infects a computer, when an employee is able to modify his 
own salary in a payroll database, when an unauthorized user vandalizes a 
website, when someone is able to cast a very large number of votes in an 
online poll, and so on. 

Availability 
Availability is the characteristic of information that enables user access to 
information without interference or obstruction and in a required format. A user in 
this definition may be either a person or another computer system. Availability does 
not imply that the information is accessible to any user; rather, it means availability 
to authorized users.  

 For any information system to serve its purpose, the information must be 
available when it is needed. 

 Eg: High availability systems aim to remain available at all times, preventing 
service disruptions due to power outages, hardware failures, and system 
upgrades. 

Privacy 
The information that is collected, used, and stored by an organization is to be used 
only for the purposes stated to the data owner at the time it was collected. This 
definition of privacy does focus on freedom from observation (the meaning usually 
associated with the word), but rather means that information will be used only in 
ways known to the person providing it.  

Identification 
An information system possesses the characteristic of identification when it is able to 
recognize individual users. Identification and authentication are essential to 
establishing the level of access or authorization that an individual is granted.  
Authentication 

Authentication occurs when a control provides proof that a user possesses the 
identity that he or she claims.  

 In computing, e-Business and information security it is necessary to ensure 
that the data, transactions, communications or documents(electronic or 
physical) are genuine(i.e. they have not been forged or fabricated) 

Authorization 
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After the identity of a user is authenticated, a process called authorization provides 
assurance that the user (whether a person or a computer) has been specifically and 
explicitly authorized by the proper authority to access, update, or delete the contents 
of an information asset.  

Accountability 
The characteristic of accountability exists when a control provides assurance that 
every activity undertaken can be attributed to a named person or automated 
process. For example, audit logs that track user activity on an information system 
provide accountability. 

 
Accuracy 
Information should have accuracy. Information has accuracy when it is free from 
mistakes or errors and it has the value that the end users expects. If information 
contains a value different from the user’s expectations, due to the intentional or 
unintentional modification of its content, it is no longer accurate. 

 
Utility 
Information has value when it serves a particular purpose. This means that if 
information is available, but not in a format meaningful to the end user, it is not 
useful. Thus, the value of information depends on its utility. 

Possession 
The possession of Information security is the quality or state of having ownership or 
control of some object or item. 

 
NSTISSC Security Model  

‘National Security Telecommunications & Information systems security 
committee’ document. 

- It is now called the National Training Standard for Information security 
professionals. 

The NSTISSC Security Model provides a more detailed perspective on security. 
While the NSTISSC model covers the three dimensions of information security, it 
omits discussion of detailed guidelines and policies that direct the implementation of 
controls.  

Another weakness of using this model with too limited an approach is to view it from 
a single perspective.  
-The 3 dimensions of each axis become a 3x3x3 cube with 27 cells representing 
areas that must be addressed to secure today’s Information systems. 

- To ensure system security, each of the 27 cells must be properly addressed during 
the security process. 

-For ex,the intersection between technology, Integrity & storage areas requires a 
control or safeguard that addresses the  need to use technology to protect the 
Integrity of information while in storage. 
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NSTISSC Security Model  

 
 
Components of an Information System 
- Software  - Hardware  - Data 
- People  - Procedures  - Networks 
 
Software 
The software components of IS comprises applications, operating systems, and 
assorted command utilities. Software programs are the vessels that carry the 
lifeblood of information through an organization. These are often created under the 
demanding constraints of project management, which limit time, cost, and 
manpower. 
 
Hardware 
Hardware is the physical technology that houses and executes the software, stores 
and carries the data, and provides interfaces for the entry and removal of 
information from the system. Physical security policies deal with hardware as a 
physical asset and with the protection of these physical assets from harm or theft. 
Applying the traditional tools of physical security, such as locks and keys, restricts 
access to and interaction with the hardware components of an information system. 
Securing the physical location of computers and the computers themselves is 
important because a breach of physical security can result in a loss of information. 
Unfortunately, most information systems are built on hardware platforms that cannot 
guarantee any level of information security if unrestricted access to the hardware is 
possible. 

 
Data 

 Data stored, processed, and transmitted through a computer system must be 
protected.  

 Data is often the most valuable asset possessed by an organization and is the 
main target of intentional attacks. 

 The raw, unorganized, discrete(separate, isolated) potentially-useful facts and 
figures that are later processed(manipulated) to produce information. 
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People 
There are many roles for people in information systems. Common ones include 

 Systems Analyst 
 Programmer 
 Technician 
 Engineer 
 Network Manager 
 MIS ( Manager of Information Systems ) 

 Data entry operator 
 
Procedures 
A procedure is a series of documented actions taken to achieve something. A 
procedure is more than a single simple task. A procedure can be quite complex and 
involved, such as performing a backup, shutting down a system, patching software. 
 

Networks 
 When information systems are connected to each other to form Local Area 

Network (LANs), and these LANs are connected to other networks such as the 
Internet, new security challenges rapidly emerge. 

 Steps to provide network security are essential, as is the implementation of 
alarm and intrusion systems to make system owners aware of ongoing 
compromises. 

 
 
 
Securing Components 
-Protecting the components from potential misuse and abuse by unauthorized users. 
Subject of an attack – Computer is used as an active tool to conduct the attack. 
Object of an attack – Computer itself is the entity being attacked 

.Two types of attacks 
- Direct attack 
- Indirect attack 
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                               Internet 
                        Stolen Information   

 
 
       Hacker request 
Hacker using a computer                                            Remote system that 
  as the subject of attack        is the object of  an attack 

 
1. Direct attack 
                      When a Hacker uses his personal computer to break into a 
system.[Originate from the threat itself] 

 
2. Indirect attack 
                     When a system is compromised and used to attack other system. 
[Originate from a system or resource that itself has been attacked, and is 
malfunctioning or working under the control of a threat]. 

 
A computer can, therefore, be both the subject and object of an attack when ,for 
example, it is first the object of an attack and then compromised and used to 
attack other systems, at which point it becomes the subject of an attack. 
 

Balancing Information Security and Access 
- Has to provide the security and is also feasible to access the information for 

its application. 
- Information Security cannot be an absolute: it is a process, not a goal. 

- Should balance protection and availability. 
 
Approaches to Information Security Implementation 
 
- Bottom- up- approach. 
- Top-down-approach 

 Has higher probability of success. 

 Project is initiated by upper level managers who issue policy & 
procedures & processes. 

 Dictate the goals & expected outcomes of the project. 
 Determine who is suitable for each of the required action. 

 
 
The Systems Development Life Cycle (SDLC) 
 
 
                              
  

 
SYSTEM 
 

REMOTE 
SYSTEM 

Investigation 

Analysis 
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 Repeat 
 
 
SDLC Waterfall Methodology 

SDLC-is a methodology for the design and implementation of an information system 
in an organization. 

- A methodology is a formal approach to solving a problem based on a 
structured sequence of procedures. 

- SDLC consists of 6 phases. 
Investigation 

- It is the most important phase and it begins with an examination of the 
event or plan that initiates the process. 

- During this phase, the objectives, constraints, and scope of the project are 
specified. 

- At the conclusion of this phase, a feasibility analysis is performed, which 
assesses the economic, technical and behavioral feasibilities of the process 
and ensures that implementation is worth the organization’s time and effort. 

Analysis 

- It begins with the information gained during the investigation phase. 
- It consists of assessments (quality) of the organization, the status of 

current systems, and the capability to support the proposed systems. 
- Analysts begin by determining what the new system is expected to do, and 

how it will interact with existing systems. 
- This phase ends with the documentation of the findings and an update of 

the feasibility analysis. 

Logical Design 
- In this phase, the information gained from the analysis phase is used to 

begin creating a systems solution for a business problem. 

- Based on the business need, applications are selected that are capable of 
providing needed services. 

- Based on the applications needed, data support and structures capable of 
providing the needed inputs are then chosen. 

- In this phase, analysts generate a number of alternative solutions, each 
with corresponding strengths and weaknesses, and costs and benefits. 

Logical design 

Physical design 

Implementation 

Maintenance and 
change 
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- At the end of this phase, another feasibility analysis is performed. 
 
Physical design 

- In this phase, specific technologies are selected to support the solutions 
developed in the logical design. 

- The selected components are evaluated based on a make-or-buy decision. 
- Final designs integrate various components and technologies. 

Implementation 
- In this phase, any needed software is created. 
- Components are ordered, received and tested. 
- Afterwards, users are trained and supporting documentation created. 

- Once all the components are tested individually, they are installed and 
tested as a system. 

- Again a feasibility analysis is prepared, and the sponsors are then presented 
with the system for a performance review and acceptance test. 

Maintenance and change 
- It is the longest and most expensive phase of the process. 
- It consists of the tasks necessary to support and modify the system for the 

remainder of its useful life cycle. 

- Periodically, the system is tested for compliance, with business needs. 
- Upgrades, updates, and patches are managed. 
- As the needs of the organization change, the systems that support the 

organization must also change. 
- When a current system can no longer support the organization, the project 

is terminated and a new project is implemented. 

-  
The Security Systems Development Life Cycle (Sec SDLC ) 

- The same phases used in the traditional SDLC can be adapted to support 
the implementation of an information security project. 

Investigation 
- This phase begins with a directive from upper management, dictating the 

process, outcomes, and goals of the project, as well as its budget and other 
constraints. 

- Frequently, this phase begins with an enterprise information security 
policy, which outlines the implementation of a security program within the 
organization. 

- Teams of responsible managers, employees, and contractors are organized. 
- Problems are analyzed. 
- Scope of the project, as well as specific goals and objectives, and any 

additional constraints not covered in the program policy, are defined. 

- Finally, an organizational feasibility analysis is performed to determine 
whether the organization has the resources and commitment necessary to 
conduct a successful security analysis and design. 

Analysis 

- In this phase, the documents from the investigation phase are studied. 
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- The developed team conducts a preliminary analysis of existing security 
policies or programs, along with that of documented current threats and 
associated controls. 

- The risk management task also begins in this phase. 
-Risk management is the process of identifying, assessing, and evaluating 

the levels of risk facing the organization, specifically the threats to the organization’s 
security and to the information stored and processed by the organization. 
 

Logical design 
- This phase creates and develops the blueprints for information security, and 

examines and implements key policies. 

- The team plans the incident response actions. 
- Plans business response to disaster. 
- Determines feasibility of continuing and outsourcing the project. 

Physical design 
- In this phase, the information security technology needed to support the 

blueprint outlined in the logical design is evaluated. 

- Alternative solutions are generated. 
- Designs for physical security measures to support the proposed 

technological solutions are created. 

- At the end of this phase, a feasibility study should determine the readiness 
of the organization for the proposed project. 

- At this phase, all parties involved have a chance to approve the project 
before implementation begins. 

Implementation 
- Similar to traditional SDLC 

- The security solutions are acquired ( made or bought ), tested, 
implemented, and tested again 

- Personnel issues are evaluated and specific training and education programs 
are conducted. 

- Finally, the entire tested package is presented to upper management for 
final approval. 

Maintenance and change 
- Constant monitoring, testing, modification, updating, and repairing to meet 

changing threats have been done in this phase. 

 
Security Professionals and the organization 
Senior management 
 Chief information Officer (CIO) is the responsible for 

 Assessment 

 Management 
 And implementation of information security in the organization 

Information Security Project Team 
 Champion 

- Promotes the project 
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- Ensures its support, both financially & administratively. 
 Team Leader 

- Understands project management 
- Personnel management 
- And information Security technical requirements. 

 Security policy developers 
- individuals who understand the organizational culture, 
- existing policies 

- Requirements for developing & implementing successful policies. 
 Risk assessment specialists 

- Individuals who understand financial risk assessment techniques. 
-  The value of organizational assets, 
- and the security methods to be used. 

 Security Professionals 
- Dedicated 

- Trained, and well educated specialists in all aspects of information security 
from both a technical and non technical stand point. 

 System Administrators 
- Administrating the systems that house the information used by the 

organization. 
 End users 
 Data owners 

Three types    Data custodians 
  
 Data users 

Data Owners 
- Responsible for the security and use of a particular set of information. 
- Determine the level of data classification 
- Work with subordinate managers to oversee the day-to-day administration 

of the data. 
Data Custodians 

- Responsible for the storage, maintenance, and protection of the 
information. 

- Overseeing data storage and backups  
- Implementing the specific procedures and policies. 

Data Users (End users) 
 - Work with the information to perform their daily jobs supporting the mission 
of the organization. 

- Everyone in the organization is responsible for the security of data, so data 
users are included here as individuals with an information security role. 

 
Key Terms in Information Security Terminology 
 Asset  
 -An asset is the organizational resource that is being protected. 
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 -An Asset can be logical ,such as 
 Website, information or data 

           - Asset can be physical, such as 
 person , computer system 

Attack 
- An attack is an intentional or unintentional attempt to cause damage to or 

otherwise compromise the information and /or the systems that support it. 
If someone casually reads sensitive information not intended for his use, 
this is considered a passive attack. If a hacker attempts to break into an 
information system, the attack is considered active. 

Risk 
- Risk is the probability that something can happen. In information security, it 

could be the probability of a threat to a system. 

Security Blueprint 
- It is the plan for the implementation of new security measures in the 

organization. Sometimes called a frame work, the blueprint presents an 
organized approach to the security planning process. 

Security Model 
 - A security model is a collection of specific security rules that represents the 
implementation of a security policy. 
Threats 
 -A threat is a category of objects, persons, or other entities that pose a 
potential danger to an asset. Threats are always present. Some threats manifest 
themselves in accidental occurrences, while others are purposeful. For example, all 
hackers represent potential danger or threat to an unprotected information system. 
Severe storms are also a threat to buildings and their contents. 

Threat agent 
- A threat agent is the specific instance or component of a threat. For 

example, you can think of all hackers in the world as a collective threat, and 
Kevin Mitnick, who was convicted for hacking into phone systems, as a 
specific threat agent. Likewise, a specific lightning strike, hailstorm, or 
tornado is a threat agent that is part of the threat of severe storms. 

Vulnerability 
- Weaknesses or faults in a system or protection mechanism that expose 

information to attack or damage are known as vulnerabilities. Vulnerabilities 
that have been examined, documented, and published are referred to as 
well-known vulnerabilities. 

Exposure 
- The exposure of an information system is a single instance when the system 

is open to damage. Vulnerabilities can cause an exposure to potential 
damage or attack from a threat. Total exposure  is the degree to which an 
organization’s assets are at risk of attack from a threat.. 

 
Review Questions 

 
PART-A 

1. State the critical characteristics of information. 
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2. List the components used in security models. 
3. Name the counter measures on threats. 
4. Difference between threats and attacks. 
5. Difference between threat and threat agent. 
6. What are the 5 components of information system? 
7. Give the functions performed by Information security for an organization. 
8. Difference between vulnerability and exposure. 
9. What are the 3 components of the CIA triangle? What are they used for? 

10. Who is involved in the SDLC? Who leads the process? 
11. How is the top-down- approach to information security superior to the 

bottom-up-approach? 

12. What are the types of attack? 
13. What are the phases used in SDLC? 
14. What is an Asset? 
15. What is an Attack? 
16. What is Security Blueprint? 
17. What is Risk? 
18. What is Security Model? 
 

PART B 
 

1. Discuss in detail NSTISSC security model. 
2. What is SDLC? Illustrate the security of SDLC. 
3. Explain in detail security Professionals and the organization. 
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UNIT III                SECURITY ANALYSIS     
Risk Management: Identifying and Assessing Risk, Assessing and 
Controlling Risk 

RISK MANAGEMENT 
Definition: 
 The formal process of identifying and controlling the risks facing an 
organization is called risk management. It is the probability of an undesired 
event causing damage to an asset. There are three steps 

1. Risk Identification. 
2. Risk Assessment  
3. Risk Control 

Risk Identification: It is the process of examining and documenting the 
security posture of an organization’s information technology and the risk it 
faces. 
Risk Assessment: It is the documentation of the results of risk 
identification. 
Risk Control: It is the process of applying controls to reduce the risks to an 
organization’s data and information systems.  
To keep up with the competition, organizations must design and create safe 
environments in which business process and procedures can function. 
These environments must maintain Confidentiality & Privacy and assure the 
integrity of organizational data-objectives that are met through the 
application of the principles of risk management 
Components of Risk Management 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Risk Management 

Risk Identification 

Risk Assessment 
is the documented result of 

the risk identification process 

Inventorying Assets 

Classifying Assets 

Identifying Threats & 
Vulnerabilities 

Risk Control 

Selecting Strategy 

Justifying Controls 
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An Overview of Risk Management 
Over 2,400 years ago by Chinese General Sun Tzu said 
“1.If you know the enemy & know yourself, you need not fear the result of a 
hundred battles. 
2. If you know yourself but not the enemy, for every victory gained  you will 
also suffer a defeat. 
3. If you know neither the enemy nor yourself, you will succumb in every 
battle” 
Know Yourself 

 Identify, Examine & Understand the information systems. 
 To protect assets, you must understand what they are? How they add 

value to the organization, and to which vulnerabilities they are 
susceptible. 

 The policies, Education and training programs, and technologies that 
protect information must be carefully maintained and administered to 
ensure that they are still effective. 

Know the Enemy 
 Identifying, Examining & Understanding the threats facing the 

organization. 
The Roles of the Communities of Interest 

 It is the responsibility of each community of interest to manage the 
risks that organization encounters. 

 Information Security 
 Understand the threats and attacks that introduce risk into the 

organization. 
 Take a leadership role in addressing risk. 

 Management & Users 
 Management must ensure that sufficient resource are allocated to the 

information security & Information technology groups to meet the 
security needs of the organization. 

 Users work with the systems and the data and are therefore well 
positioned to understand the value of the information assets. 

 Information Technology 
 Must build secure systems and operate them safely. 

Three communities of interest are also responsible for the following 
 Evaluating the risk controls. 
 Determining which control options are cost effective. 
 Acquiring or installing the needed controls. 
 Overseeing that the controls remain effective. 
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Important Risk Factors of information Security are 
i. Understand the threats and attacks that introduce risk into the organization. 

ii. Taking asset inventory. 
iii. Verify the threats and vulnerabilities that have been identified as dangerous to the 

asset inventory, as well as the current controls and mitigation strategies. 
iv. Review the cost effectiveness of various risk control measures. 

 Risk Identification 
 IT professionals to know their organization’s information assets through 

identifying, classifying and prioritizing them. 
 Assets are the targets of various threats and threat agents, and the goal is to 

protect the assets from the threats. 
 Once the organizational assets have been identified, a threat identification process 

is undertaken. 
 The circumstances and settings of each information asset are examined to identify 

vulnerabilities. 
 When vulnerabilities are found, controls are identified and assessed as to their 

capability to limit possible losses in the eventuality of attack. 
 The process of Risk Identification begins with the identification of the 

organization’s information assets and an assessment of their value. 
 The Components of this process are shown in figure 

Asset Identification & Valuation 
 Includes all the elements of an organization’s system, such as people, procedures, 

data and information, software, hardware, and networking elements. 
 Then, you classify and categorize the assets, adding details. 
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 People include employees and nonemployees. There are two 

categories of employees: those who hold trusted roles and have 
correspondingly greater authority and accountability, and other staff 
who have assignments without special privileges. Nonemployees 
include contractors and consultants, members of other organizations 
with which the organization has a trust relationship, and strangers. 

 Procedures fall into two categories: IT and business standard 
procedures, and IT and business sensitive procedures. The business 

Categorization of IT Components 

Components of Risk Identification www.rejinpaul.com
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sensitive procedures are those that may assist a threat agent in crafting 
an attack against the organization or that have some other content or 
feature that may introduce risk to the organization.  

 Data Components have been expanded to account for the management 
of information in all stages: Transmission, Processing, and Storage.  

 Software Components can be assigned to one of three categories: 
Applications, Operating Systems, or security components. Software 
Components that provide security controls may span the range of 
operating systems and applications categories, but are differentiated 
by the fact that they are the part of the information security control 
environment and must be protected more thoroughly than other 
system components. 

 Hardware is assigned to one of two categories: the usual systems 
devices and their peripherals, and the devices that are part of 
information security control systems. The latter must be protected 
more thoroughly than the former. 

 
People, Procedures,& Data Asset Identification 
People : Position name/number/ID: Supervisor; Security clearance 
level; special skills. 
Procedures : Description/intended purpose/relationship to software / 
hardware and networking elements; storage location for update; storage 
location for reference. 
Data : Classification; owner; Creator; Manager; Size of data structure; data 
structure used; online/offline/location/backup procedures employed. 

 
Hardware, Software, and Network Asset Identification 

 
Depends on the needs  of the organization and its risk management 
efforts. 
 Name: Should adopt naming standards that do not convey information 

to potential system attackers. 
 IP address: Useful for network devices & Servers. Many 

organizations use the dynamic host control protocol (DHCP) within 
TCP/IP that reassigns IP numbers to devices as needed, making the 
use of IP numbers as part of the asset identification process 
problematic. IP address use in inventory is usually limited to those 
devices that use static IP addresses. 

www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



 6 

 Media Access Control (MAC) address: Electronic serial numbers or 
hardware addresses. All network interface hardware devices have a 
unique number. The MAC address number is used by the network 
operating system as a means to identify a specific network device. It is 
used by the client’s network software to recognize traffic that it must 
process. 

 Element Type: Document the function of each Element by listing its 
type. For hardware, a list of possible element types, such as servers, 
desktops, networking devices or test equipment. 

 One server might be listed as 
 Device class= S (Server) 
 Device OS= W2K ( Windows 2000) 
 Device Capacity = AS ( Advanced Server ) 

Serial Number:  For hardware devices, the serial number can uniquely 
identify a specific device. 
Manufacturer Name: Record the manufacturer of the device or software 
component. This can be useful when responding to incidents that involve 
these devices or when certain manufacturers announce specific 
vulnerabilities. 
Manufacturer’s Model No or Part No: Record the model or part 
number of the element. This record of exactly what the element is can be 
very useful in later analysis of vulnerabilities, because some vulnerability 
instances only apply to specific models of certain devices and software 
components. 
Software Version, Update revision, or FCO number: Document the 
specific software or firmware revision number and, for hardware devices, 
the current field change order (FCO) number. An FCO is an authorization 
issued by an organization for the repair, modification, or update of a piece of 
equipment. Documenting the revision number and FCO is particularly 
important for networking devices that function mainly through the software 
running on them. For example, firewall devices often have three versions: an 
operating system (OS) version, a software version, and a basic input/output 
system (BIOS) firmware version. 
Physical location: Note where this element is located physically (Hardware) 
Logical Location: Note where this element can be found on the 
organization’s network. The logical location is most useful for networking 
devices and indicates the logical network where the device is connected. 
Controlling Entity: Identify which organizational unit controls the element.  
 
Automated Risk Management Tools 
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-Automated tools identify the system elements that make up the hardware, 
software, & network components. 
-Many organizations use automated asset inventory systems. 
-The inventory listing is usually available in a data base. 
- Once stored, the inventory listing must be kept current, often by means of a 
tool that periodically refreshes the data. 
 
Information Asset Classification- In addition to the categories, it is 
advisable to add another dimension to represent the sensitivity & Security 
priority of the data and the devices that store, transmit & process the data. 

 Eg: Kinds of classifications are confidential data, internal data 
and public data. 

 
 
Information Asset Valuation 
- As each asset is assigned to its category, posing a number of questions 
assists in developing the weighting criteria to be used for information asset 
valuation or impact evaluation. Before beginning the inventory process, the 
organization should determine which criteria can best be used to establish 
the value of the information assets. Among the criteria to be considered are: 

 Which information Asset is the most critical to the success of 
the organization. 

 Which information asset generates the most revenue? 
 Which information asset generates the most probability? 
 Which Information asset would be the expensive to replace? 

 
Sample Inventory Worksheet 
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Data Classification 

1. Confidential 
2. Internal 
3. External 

Confidential: Access to information with this classification is strictly on a 
need-to-know basis or as required by the terms of a contract. 
Internal:  Used for all internal information that does not meet the criteria for 
the confidential category and is to be viewed only by authorized contractors, 
and other third parties. 
External:   All information that has been approved by management for 
public release. 
The military uses five level classifications 

1. Unclassified data 
2. Sensitive But Unclassified data (SBU) 
3. Confidential data 
4. Secret data 
5. Top Secret data 

Unclassified data: Information that can generally be distributed to the 
public without any threat to U.S. National   interests. 
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Sensitive But Unclassified data (SBU) : Any information of which  the 
loss, misuse, or unauthorized access to, or modification of might adversely 
affect U.S. national interests, the conduct of Department of Defense(DoD) 
programs, or the privacy of DoD personnel. 
 
Confidential data: Any information or material the unauthorized disclosure 
of which reasonably could be expected to cause damage to the national 
security. 
 
Secret: Any information or material the unauthorized disclosure of which 
reasonably could be cause serious damage to the national security. 
 
Top Secret Data: Any information or material the unauthorized disclosure 
of which reasonably could be expected to cause exceptionally grave damage 
to the national security. 
 
Organization may have 

1. Research data 
2. Personnel data 
3. Customer data 
4. General Internal Communications 

Some organization may use 
1. Public data 
2. For office use only 
3. Sensitive data 
4. Classified data 

 
 Public: Information for general public dissemination, such as an 

advertisement or public release. 
 For Official Use Only: Information that is not particularly sensitive, 

but not for public release, such as internal communications. 
 Sensitive: Information important to the business that could embarrass 

the company or cause loss of market share if revealed. 
 Classified: Information of the utmost secrecy to the organization, 

disclosure of which could severely impact the well-being of the 
organization. 

Security Clearances 
 The other side of the data classification scheme is the personnel 

security clearance structure. 
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 Each user of data must be assigned a single authorization level that 
indicates the level of classification he or she is authorized to view. 

 Eg: Data entry clerk, development Programmer, Information 
Security Analyst, or even CIO. 

 Most organizations have a set of roles and the accompanying 
security clearances associated with each role. 

 Overriding an employee’s security clearance is the fundamental 
principle of “need-to-know”. 

 
Management of classified data 

 Includes its storage, distribution, portability, and destruction. 
 Military uses color coordinated cover sheets to protect classified 

information from the casual observer. 
 Each classified document should contain the appropriate designation 

at the top and bottom of each page. 
 A clean desk policy requires that employees secure all information in 

appropriate storage containers at the end of each day. 
 When Information are no longer valuable, proper care should be taken 

to destroy them by means of shredding, burning or transferring to a 
service offering authorized document destruction. 

 Dumpster diving to retrieve information that could embarrass a 
company or compromise information security. 

 
 

Threat Identification 
 After identifying the information assets, the analysis phase moves on 
to an examination of the threats facing the organization. 
 
Identify and Prioritize Threats and Threat Agents 

Threats to Information Security 
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 This examination is known as a threat assessment. You can address 

each threat with a few basic questions, as follows: 
 Which threats present a danger to an organization’s assets in the given 

environment? 
 Which threats represent the most danger to the organization’s 

information? 
 How much would it cost to recover from a successful attack? 
 Which of the threats would require the greatest expenditure to 

prevent? 
 
Weighted Ranks of Threats to Information Security 

Threat 
 

Mean Standard 
Deviation 

Weight Weighted 
Rank 

Deliberate software attacks 3.99 1.03 546 2178.3 
Forces of Nature 2.80 1.09 218 610.9 
Acts of human error or 
failure 

3.15 1.11 350 1101.0 

Deliberate acts of theft 3.07 1.30 226 694.5 
Technological obsolescence           2.71 1.11 158 427.9 
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Technical software failures 
or errors 

3.16 1.13 358 1129.9 

Compromises to intellectual 
property 

2.72 1.21 181 494.8 

 
Vulnerability Identification: 

 Create a list of Vulnerabilities for each information asset. 
 Groups of people work iteratively in a series of sessions give best 

result. 
 At the end of Identification process, you have a list of assets and their 

vulnerabilities. 
 
Vulnerability Assessment of a Hypothetical DMZ Router 

Threat Possible Vulnerabilities 
Deliberate software attacks Internet protocol is vulnerable to 

denial of service. 
Acts of human error or failure Employees may cause outage if 

configuration errors are made. 
Technical software failures or errors Vendor-supplied routing software 

could fail and cause an outage. 
Technical hardware failures or errors Hardware can fail and cause an 

outage. 
Deviations in Quality of service Power system failures are always 

possible. 
Deliberate acts of sabotage or 
vandalism 

Internet protocol is vulnerable to 
denial of service. 
 

Deliberate acts of theft This information asset has little 
intrinsic value, but other assets 
protected by this device could be 
attacked if it is compromised. 

Technological obsolescence            If this asset is not reviewed and 
periodically updated, it may fall too 
far behind its vendor support model 
to be kept in service. 

Forces of nature All information assets in the 
organization are subject to forces of 
nature, unless suitable controls are 
provided. 
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Compromises to intellectual property This information asset has little 
intrinsic value, but other assets 
protected by this device could be 
attacked if it is compromised. 

 
Risk Assessment 

 Assigns a risk rating or score to each Information asset. 
 It is useful in gauging the relative risk to each  Vulnerable asset. 

Valuation of Information assets 
 Assign weighted scores for the value to the organization of each 

Information asset. 
 National Institute of Standards & Technology (NIST) gives some 

standards. 
 To be effective, the values must be assigned by asking he following 

questions. 
 Which threats present a danger to an organization’s assets in the given 

environment? 
 Which threats represent the most danger to the organization’s 

Information? 
 How much would it cost to recover from a successful attack? 
 Which of the threats would require the greatest expenditure to 

prevent? 
 
Likelihood 

 It is the probability of specific vulnerability within an organization 
will be successfully attacked. 

 NIST gives some standards. 
 0.1 = Low       1.0 = High 
 Eg: Number of network attacks can be forecast based on how many 

network address the organization has assigned. 
 
Risk Determination 
Risk = [ ( Likelihood of vulnerability occurrence ) X (Value of information 
Asset )]   __  ( % of risk mitigated by current controls) + uncertainty of  
current knowledge of the Vulnerability 

• For the purpose of relative risk assessment, risk equals: 
– Likelihood of vulnerability occurrence TIMES value (or 

impact) 
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– MINUS percentage risk already controlled 
– PLUS an element of uncertainty 

Eg: Information Asset A has a value score of 50 & has one  vulnerability: 
Vulnerability 1 has a likelihood of 1.0 with no current controls, estimate that 
assumptions and data are 90% accurate. 
Solution: 
Risk = [(1.0) x 50] – 0% + 10% 
       = (50 x 1.0) – ((50 x 1.0)x 0.0) + ( (50 x 1.0) x 0.1) 
       = 50 – 0 + 5 
       = 55 
 
Identify Possible Controls ( For Residual Risk) 

 Residual risk is the risk that remains to the information asset even 
after the existing control has been applied. 

 Three general categories of controls 
1. Policies 
2. Programs 
3. Technologies 

1. Policies 
 General Security Policy 
 Program Security Policy 
 Issue Specific Policy 
 Systems Specific Policy 

2. Programs 
 Education 
 Training 
 Awareness 

3. Security Technologies 
 Technical Implementation Policies 

 
Access Controls 

 Specially addresses admission of a user into a trusted area of 
the organization. 

 Eg:  Computer rooms, Power Rooms. 
 Combination of policies , Programs, & Technologies 

Types of Access controls  
Mandatory Access Controls (MACs) 
 Give users and data owners limited control over access to 

information resources. 
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Nondiscretionary Controls 
 Managed by a central authority in the organization; can be 

based on individual’s role (role-based controls) or a specified 
set of assigned tasks (task-based controls) 

Discretionary Access Controls ( DAC) 
 Implemented at discretion or option of the data user 
Lattice-based Access Control  
 Variation of MAC - users are assigned matrix of 

authorizations for particular areas of access. 
Documenting the Results of Risk Assessment 
By the end of the Risk Assessment process, you probably have a collection 
of long lists of information assets with data about each of them. The goal of 
this process is to identify the information assets that have specific 
vulnerabilities and list them, ranked according to those most needing 
protection. You should also have collected some information about the 
controls that are already in place. The final summarized document is the 
ranked vulnerability risk worksheet, a sample of which is shown in the 
following table. 
 

Asset Asset 
Impact or 
Relative 
value 

Vulnerability Vulnerability 
Likelihood 

Risk Rating 
Factor 

Customer Service 
Request via e-
mail(inbound) 

55 E-mail 
disruption 
due to 
hardware 
failure 

0.2 11 

Customer order via 
SSL -(inbound) 

100 Lost orders 
due to Web 
server 
hardware 
failure 

0.1 10 

Customer order via 
SSL -(inbound) 

100 Lost orders 
due to Web 
server or ISP 
service 
failure 

0.1 10 

Customer Service 55 E-mail 0.1 5.5 
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Request via e-
mail(inbound) 

disruption 
due to SMTP 
mail relay 
attack 

Customer Service 
Request via e-
mail(inbound) 

55 E-mail 
disruption 
due to ISP 
service 
failure 

0.1 5.5 

Customer order via 
SSL -(inbound) 

100 Lost orders 
due to Web 
server denial-
of-service 
attack 

0.025 2.5 

Customer order via 
SSL -
(inbound)SSL-
Secure Sockets 
Layer 

100 Lost orders 
due to Web 
server 
software  
failure 

0.01 1 

Risk Control Strategies 
 Four basic strategies to control each of the risks that result from these 
vulnerabilities. 

1. Apply safeguards that eliminate the remaining uncontrolled risks for 
the vulnerability [Avoidance] 

2. Transfer the risk to other areas (or) to outside entities[transference] 
3. Reduce the impact should the vulnerability be exploited[Mitigation] 
4. Understand the consequences and accept the risk without control or 

mitigation[Acceptance] 
Avoidance 
  It is the risk control strategy that attempts to prevent the exploitation 
of the vulnerability, and is accomplished by means of 

a) Countering threats 
b) Removing Vulnerabilities in assets 
c) Limiting access to assets 
d) Adding protective safeguards. 

Three common methods of risk avoidance are 
1. Application of policy 
2. Application of Training & Education 
3. Application of Technology 

Transference 
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 Transference is the control approach that attempts to shift the risk to 
other assets, other processes, or other organizations. 

 It may be accomplished through rethinking how services are offered, 
revising deployment models, outsourcing to other organizations, 
purchasing Insurance, Implementing Service contracts with providers. 

 
Top 10 Information Security mistakes made by individuals. 

1. Passwords on Post-it-Notes 
2. Leaving unattended computers on. 
3. Opening e-mail attachments from strangers. 
4. Poor Password etiquette 
5. Laptops on the loose (unsecured laptops that are easily stolen) 
6. Blabber mouths ( People who talk about passwords) 
7. Plug & Play[Technology that enables hardware devices to be 

installed and configured without the protection provided by 
people who perform installations] 

8. Unreported Security Violations 
9. Always behind the times. 
10. Not watching for dangers inside the organization 

 
Mitigation 
- It is the control approach that attempts to reduce the impact caused by the 
exploitation of vulnerability through planning & preparation. 

 Mitigation begins with the early detection that an attack is in 
progress and the ability of the organization to respond quickly, 
efficiently and effectively. 

- Includes 3 types of plans. 
1. Incident response plan (IRP) -Actions to take while incident is in 
progress  
2. Disaster recovery plan (DRP) - Most common mitigation 
procedure. 
3. Business continuity plan (BCP) - Continuation of business 
activities if catastrophic event occurs. 

Incident Response Plan (IRP) 
This IRP Plan provides answers to questions such as 

1. What do I do now? 
2. What should the administrator do first? 
3. Whom should they contact? 
4. What should they document? 

The IRP Supplies answers. 
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For example, a system’s administrator may notice that someone is copying 
information from the server without authorization, signaling violation of 
policy by a potential hacker or an unauthorized employee. 
The IRP also enables the organization to take coordinated action that is 
either predefined and specific or ad hoc and reactive. 
Disaster Recovery Plan (DRP) 

 Can include strategies to limit losses before and during the disaster. 
 Include all preparations for the recovery process, strategies to limit 

losses during the disaster, and detailed steps to follow when the smoke 
clears, the dust settles, or the floodwater recede. 

 DRP focuses more on preparations completed before and actions 
taken after the incident, whereas the IRP focuses on intelligence 
gathering, information analysis, coordinated decision making, and 
urgent, concrete actions. 

Business Continuity Plan (BCP) 
 BCP is the most strategic and long term of the three plans. 
 It encompasses the continuation of business activities if a catastrophic 

event occurs, such as the loss of an entire database, building or 
operations center. 

 The BCP includes planning the steps necessary to ensure the 
continuation of the organization when the scope or scale of a disaster 
exceeds the ability of the DRP to restore operations. 

 Many companies offer this service as a contingency against disastrous 
events such as fires. Floods, earthquakes, and most natural disasters. 

Acceptance 
 It is the choice to do nothing to protect a vulnerability and do accept 

the outcome of its exploitation. 
 This strategy occurs when the organization has: 

 Determined the level of risk. 
 Assessed the probability of attack. 
 Estimated the potential damage that could occur from attacks. 
 Performed a thorough cost benefit analysis. 
 Evaluated controls using each appropriate type of feasibility. 
 Decided that the particular function, service, information, or 
asset did not justify the cost of protection. 

Selecting a Risk Control Strategy 
-Level of threat and value of asset play major role in selection of strategy 
-Rules of thumb on strategy selection can be applied: 
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 When vulnerability (flaw or weakness) exists: Implement security 
controls to reduce the likelihood of a vulnerability being exercised. 

 When vulnerability can be exploited: Apply layered protections, 
architectural designs, and administrative controls to minimize the risk. 

 When the attacker’s cost is less than his potential gain: Apply 
protections to increase the attacker’s cost. 

 When potential loss is substantial: Apply design principles, 
architectural designs, and technical and non-technical protections to 
limit the extent of the attack, thereby reducing the potential for loss. 

 
 
 
Evaluation, Assessment & Maintenance of Risk Controls 

 Once a control strategy has been implemented, it should be monitored, 
& measured on an ongoing basis to determine the effectiveness of the 
security controls and the accuracy of the estimate of the Residual risk 

 There is no exit from this cycle; it is a process that continues for as 
long as the organization continues to function. 
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Categories of Controls 

 Controlling risk through avoidance, Mitigation or Transference may 
be accomplished by implementing controls or safeguards. 

 Four ways to categorize controls have been identified. 
 

–  Control function 
• Preventive or detective 

–   Architectural layer 
• One or more layers of technical architecture 

–   Strategy layer 

Risk Control Cycle 
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• Avoidance, mitigation … 
–   Information security principle 
 

Control Function 
- Safeguards designed to defend systems are either preventive or 

detective. 
- Preventive controls stop attempts to exploit a vulnerability by 

implementing a security principle, such as authentication, or 
Confidentiality. 

- Preventive controls use a technical procedure, such as encryption, or 
some combination of technical means and enforcement methods. 

- Detective controls – warn organizations of violations of security 
principles, organizational policies, or attempts to exploit 
vulnerabilities. 

- Detective controls use techniques such as audit trails, intrusion 
detection and configuration monitoring. 

 
Architectural Layer 

- Controls apply to one or more layers of an organization’s technical 
architecture. 

- The following entities are commonly regarded as distinct layers in an 
organization’s Information architecture. 

 
1. Organizational policy. 
2. External Networks. 
3. Extranets ( or demilitarized zones ) 
4. Intranets ( WANs and LANs ) 
5. Network devices that interface network zones.(Switches, 

Routers, firewalls and hubs) 
6. Systems [ Mainframe, Server, desktop] 
7. Applications. 

 
Strategy Layer 
 Controls are sometimes classified by the risk control strategy they 
operate within: 

1. Avoidance 
2. Mitigation 
3. transference 

Characteristics of Secure Information  
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1. Confidentiality 
2. Integrity 
3. Availability 
4. Authentication 
5. Authorization 
6. Accountability 
7. Privacy 
 

Confidentiality: The control assures the confidentiality of data when it is 
stored, processed, or transmitted. An example of this type of control is the 
use of Secure Sockets Layer (SSL) encryption technology to secure Web 
content as it moves from Web server to browser. 
 
Integrity: The control assures that the information asset properly, 
completely, and correctly receives, processes, stores, and retrieves data in a 
consistent and correct manner .Ex: Use of parity or cyclical redundancy 
checks in data transmission protocols. 
 
Availability: The control assures ongoing access to critical information 
assets. Ex: Deployment of a network operations center using a sophisticated 
network monitoring toolset. 
 
Authentication: The control assures that the entity (person or computer) 
accessing information assets is in fact the stated entity. Ex: The use of 
cryptographic certificates to establish SSL connections, or the use of 
cryptographic hardware tokens such as SecurID cards as a second 
authentication of identity. 
 
Authorization: The control assures that a user has been specifically and 
explicitly authorized to access, update, or delete the contents of an 
information asset. Ex: Use of access control lists and authorization groups in 
the Windows networking environment. Another example is the use of a 
database authorization scheme to verify the designated users for each 
function. 
 
Accountability: The control assures that every activity undertaken can be 
attributed to a specific named person or automated process. Ex: Use of audit 
logs to track when each user logged in and logged out of each computer. 
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Privacy: The control assures that the procedures to access, update, or remove 
personally identifiable information comply with the applicable laws and 
policies for that kind of information. 
 
Feasibility Studies 

- Before deciding on the strategy (Avoidance, transference, mitigation, 
or acceptance), for a specific vulnerability, all the economic and non-
economic consequences of the vulnerability facing the information 
asset must be explored. 

- Cost Avoidance- It is the process of avoiding the financial impact of 
an incident by implementing a control. 

- Includes 
1. Cost Benefit analysis 
2. Organizational feasibility 
3. Operational Feasibility 
4. Technical Feasibility 
5. Political feasibility. 

 
 
Cost Benefit Analysis (CBA) 

- Organizations are urged to begin the cost benefit analysis by 
evaluating the worth of the information assets to be protected and the 
loss in value if those information assets were compromised by the 
exploitation of a specific vulnerability. 

- The formal process to document this decision making process is called 
a Cost Benefit analysis or an economic feasibility study. 
 
Cost Benefit Analysis   or an Economic Feasibility study 

 
- Some of the items that affect the cost of a control or safeguard 

include: 
1. Cost of development or acquisition [purchase cost] of hardware, 

software and services. 
2. Training Fees(cost to train personnel) 
3. Cost of Implementation[Cost to install, Configure, and test 

hardware, software  and services] 
4. service Costs[Vendor fees for maintenance and upgrades] 
5. Cost of maintenance[Labor expense to verify and continually test, 

maintain and update] 
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Benefit is the value that an organization realizes by using controls to prevent 
losses associated with a specific vulnerability. 
 
Amount of benefit = Value of the Information asset and Value at risk. 
 
Asset Valuation is the process of assigning financial value or worth to each 
information asset. 
Some of the components of asset valuation include: 

1. Value retained from the cost of creating   the information asset. 
2. Value retained from past maintenance of the information asset. 
3. Value implied by the cost of replacing the information. 
4. Value from providing the information. 
5. Value incurred from the cost of protecting the information. 
6. Value to owners. 
7. Value of intellectual property. 
8. Value to adversaries. 
9. Loss of Productivity while the information assets are unavoidable. 
10. Loss of revenue while information assets are unavailable. 

 
The organization must be able to place a dollar value on each collection of 
information and the information assets it owns. This value is based on the 
answers to these questions: 

 How much did it cost to create or acquire this information? 
 How much would it cost to recreate or recover this information? 
 How much does it cost to maintain this information? 
 How much is this information worth to the organization? 
 How much is this information worth to the competition? 
 
A Single loss expectancy (SLE) is the calculation of the value associated 
with the most likely loss from an attack. It is a calculation based on the 
value of the asset and the exposure factor (EF), which is the expected 
percentage of loss that would occur from a particular attack, as follows: 

 
Single Loss Expectancy (SLE) = Asset value x Exposure factor [EF] 
 
EF  Expected percentage of loss that would occur from a particular attack. 
The probability of threat occurring is usually a loosely derived table 
indicating the probability of an attack from each threat type within a given 
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time frame (for example, once every 10 years). This value is commonly 
referred to as the annualized rate of occurrence (ARO) 
The expected value of a loss can be stated in the following equation: 
Annualized loss Expectancy (ALE) which is calculated from the ARO and 
SLE.             
                                                 

ALE = SLE x ARO 
 
Cost Benefit Analysis (CBA)Formula 
CBA is whether or not the control alternative being evaluated is worth the 
associated cost incurred to control the specific vulnerability. The CBA is 
most easily calculated using the ALE from earlier assessments before the 
implementation of the proposed control, which is known as ALE (prior). 
Subtract the revised ALE, estimated based on control being in place, known 
as ALE (post). Complete the calculation by subtracting the annualized cost 
of the safeguard (ACS). 
 

CBA = ALE (Prior) - ALE (Post) - ACS 
 
Where: 
 -ALE prior is the Annualized Loss Expectancy of the risk before 
the implementation of the control. 
 -ALE post is the ALE examined after the control has been in 
place for a period of time. 
 -ACS is the Annual Cost of the Safeguard. 
 
Bench Marking 

• An alternative approach to risk management 
• Process of seeking out and studying the practices used in other 

organizations that produce results you would like to duplicate in your 
organization. 

• One of two measures typically used to compare practices:  
– Metrics-based measures 
– Process-based measures 

• Good for potential legal protection. 
• Metrics-based measures are comparisons based on numerical 

standards, such as: 
1.  Numbers of successful attacks. 
2. Staff-hours spent on systems protection. 
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3. Dollars spent on protection. 
4. Numbers of Security Personnel. 
5. Estimated value in dollars of the information lost in successful 

attacks. 
6. Loss in productivity hours associated with successful attacks. 

 
The difference between an organization’s measures and those of others is 
often referred to as a performance gap. The other measures commonly used 
in benchmarking are process-based measures. Process-based measures are 
generally less focused on numbers and more strategic than metrics-based-
measures. 
 
Due Care/Due Diligence 

 When organizations adopt levels of security for a legal defense, they 
may need to show that they have done what any prudent organization 
would do in similar circumstances - this is referred to as a standard of 
due care 

 Due diligence is the demonstration that the organization is diligent in 
ensuring that the implemented standards continue to provide the 
required level of protection 

 Failure to support a standard of due care or due diligence can open an 
organization to legal liability  

 
Best Business Practices 

 Security efforts that provide a superior level of protection of 
information are referred to as best business practices 

 Best security practices (BSPs) are security efforts that are among the 
best in the industry 

 When considering best practices for adoption in your organization, 
consider the following: 

– Does your organization resemble the identified target? 
– Are the resources you can expend similar?  
– Are you in a similar threat environment? 
 

Microsoft’s Ten Immutable Laws of Security 
1. If a bad guy can persuade you to run his program on your computer, 

it’s not your computer anymore 
2. If a bad guy can alter the operating system on your computer, it’s not 

your computer anymore 
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3. If a bad guy has unrestricted physical access to your computer, it’s not 
your computer anymore 

4. If you allow a bad guy to upload programs to your web site, it’s not 
your web site anymore 

5. Weak passwords trump strong security 
6. A machine is only as secure as the administrator is trustworthy 
7. Encrypted data is only as secure as the decryption key 
8. An out of date virus scanner is only marginally better than no virus 

scanner at all 
9. Absolute anonymity isn't practical, in real life or on the web 
10. Technology is not a panacea 

 
Problems 

 The biggest problem with benchmarking in information security is 
that organizations don’t talk to each other. 

 Another problem with benchmarking is that no two organizations are 
identical  

 A third problem is that best practices are a moving target. 
 One last issue to consider is that simply knowing what was going on a 

few years ago, as in benchmarking, doesn’t necessarily tell us what. 
 

Baselining 
 Baselining is the analysis of measures against established standards, 
 In information security, baselining is comparing security activities and 

events against the organization’s future performance. 
 When baselining it is useful to have a guide to the overall process 

 
Feasibility Studies and the Cost Benefit analysis 

• Before deciding on the strategy for a specific vulnerability all 
information about the economic and non-economic consequences of 
the vulnerability facing the information asset must be explored. 

• Fundamentally we are asking “What are the actual and perceived 
advantages of implementing a control contrasted with the actual and 
perceived disadvantages of implementing the control?” 

 
Cost Benefit Analysis (CBA) 

• The most common approach for a project of information Security 
controls and safeguards is the economic feasibility of implementation. 
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• Begins by evaluating the worth of information assets are 
compromised. 

• It is only common sense that an organization should not spend more to 
protect an asset than it is worth. 

• The formal process to document this is called a cost benefit analysis 
or an economic feasibility study. 

 
CBA: Cost Factors 

• Some of the items that the cost of a control or safeguard include: 
- Cost of Development or Acquisition 
- Training Fees 
- Cost of implementation. 
- Service Costs 
- Cost of Maintenance 

 
CBA: Benefits 

- Benefit is the value that the organization recognizes by using controls 
to prevent losses associated with a specific vulnerability. 

- This is usually determined by valuing the information asset or assets 
exposed by the vulnerability and then determining how much of that 
value is at risk. 

CBA: Asset Valuation 
- Asset Valuation is the process of assigning financial value or worth to 

each information asset. 
- The valuation of assets involves estimation of real and perceived costs 

associated with the design, development, installation, maintenance, 
protection, recovery, and defense against market loss and litigation. 

- These estimates are calculated for each set of information bearing 
systems or information assets. 

- There are many components to asset valuation. 
 
CBA: Loss Estimates 

- Once the worth of various assets is estimated examine the potential 
loss that could occur from the exploitation of vulnerability or a threat 
occurrence. 

- This process results in the estimate of potential loss per risk. 
- The questions that must be asked here include: 

 What damage could occur, and what financial impact would it 
have? 
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 What would it cost to recover from the attack, in addition to the 
costs above? 

 What is the single loss expectancy for each risk? 
 
Organizational Feasibility 

 Organizational Feasibility examines how well the proposed 
information security alternatives will contribute to the efficiency, 
effectiveness, and overall operation of an organization. 

 Above and beyond the impact on the bottom line, the organization 
must determine how the proposed alternatives contribute to the 
business objectives of the organization. 

Operational feasibility 
 Addresses user acceptance and support, management acceptance and 

support, and the overall requirements of the organization’s stake 
holders. 

 Sometimes known as behavioral feasibility, because it measures the 
behavior of users. 

 One of the fundamental principles of systems development is 
obtaining user buy in on a project and one of the most common 
methods for obtaining user acceptance and support is through user 
involvement obtained through three simple steps: 

- Communicate 
- Educate 
- Involve 

 
Technical Feasibility 

 The project team must also consider the technical feasibilities 
associated with the design, implementation, and management of 
controls. 

 Examines whether or not the organization has or can acquire the 
technology necessary to implement and support the control 
alternatives. 

 
Political feasibility 

 For some organizations, the most significant feasibility evaluated may 
be political  

 Within Organizations, political feasibility defines what can and cannot 
occur based on the consensus and relationships between the 
communities of interest. 
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 The limits placed on an organization’s actions or a behavior by the 
information security controls must fit within the realm of the possible 
before they can be effectively implemented, and that realm includes 
the availability of staff resources. 

Risk Management Discussion Points 
Not every organization has the collective will to manage each vulnerability 
through the application of controls 

 Depending on the willingness to assume risk, each organization must 
define its risk appetite 

 Risk appetite defines the quantity and nature of risk that organizations 
are willing to accept as they evaluate the tradeoffs between perfect 
security and unlimited accessibility 

Residual Risk 
 When we have controlled any given vulnerability as much as we can, 

there is often risk that has not been completely removed or has not 
been completely shifted or planned for this remainder is called 
residual risk. 

 To express it another way, “Residual risk is a combined function of 
1. A threat less the effect of some threat –reducing safeguards. 
2. Vulnerability less the effect of some vulnerability- reducing 

safeguards. 
3. an asset less the effect of some asset value-reducing safeguards 

“ 

 
 
 
Documenting Results 
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 At minimum, each information asset-vulnerability pair should have a 
documented control strategy that clearly identifies any residual risk 
remaining after the proposed strategy has been executed. 

 Some organizations document the outcome of the control strategy for 
each information asset-vulnerability pair as an action plan 

 This action plan includes concrete tasks, each with accountability 
assigned to an organizational unit or to an individual 

 
Recommended Practices in Controlling Risk 

 We must convince budget authorities to spend up to the value of the 
asset to protect a particular asset from an identified threat 

 Each and every control or safeguard implemented will impact more 
than one threat-asset pair 

 
Qualitative Measures 

 The spectrum of steps described above was performed with real 
numbers or best guess estimates of real numbers-this is known as a 
quantitative assessment. 

 However, an organization could determine that it couldn’t put specific 
numbers on these values. 

 Fortunately, it is possible to repeat these steps using estimates based 
on a qualitative assessment. 

 Instead of using specific numbers, ranges or levels of values can be 
developed simplifying the process 

 
Delphi Technique 

 One technique for accurately estimating scales and values is the 
Delphi Technique. 

 The Delphi Technique, named for the Oracle at Delphi, is a process 
whereby a group of individuals rate or rank a set of information 

 The individual responses are compiled and then returned to the 
individuals for another iteration 

 This process continues until the group is satisfied with the result. 
 
 
Review Questions 

1. What is Risk Management? Why is the identification of risks, by 
listing assets and their vulnerabilities, so important to the risk 
management process? 
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2. According to Sun Tzu, what two key understandings must you 
achieve to be successful in battle? 

3. Mention the benefits of Risk Management. 
4. State the roles involved in Risk Management. 
5. What is Risk Management? State the methods of identifying and 

assessing risk management? 
6. What do you mean by Risk identification? 
7. Discuss in detail the process of assessing and controlling risk 

management issues. 
8. Who is responsible for risk management in an organization? Which 

community of interest usually takes the lead in information security 
risk management? 

9. In risk management strategies, why must periodic review be a part 
of the process? 

10. What are vulnerabilities? How do you identify them? 
11. What are the four strategies for controlling risk? 
12. Write the important risk factors of information security. 
13. Describe risk avoidance. Name three common methods of risk 

avoidance. 
14. Describe risk transference. Describe how outsourcing can be used 

for risk transference. 
15. Describe risk mitigation. What three planning approaches are 

discussed in the text as opportunities, to mitigate risk? 
16. List any four Information Security Policies. 
17. How do you categories the components of an information system? 

Explain. 
18. What do you mean by access control? Describe the different types of 

access control and risk control strategies. 
19. How is an incident response plan different from a disaster recovery 

plan? 
20. What is risk appetite? Explain why risk appetite varies from 

organization to organization. 
21. What is cost benefit analysis? 
22. What is the definition of single loss expectancy? What is annual loss 

expectancy? 
23. What is residual risk? 
24. Which is more important to the system components classification 

scheme: that the asset identification list be comprehensive or 
mutually exclusive? 
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UNIT IV  LOGICAL DESIGN 
 

Blueprint for Security, Information Security policy, Standards and 
Practices, ISO 17799/BS 7799, NIST Models, VISA International Security 
Model, Design of Security Architecture, Planning for Continuity. 

 
Planning for Security -  

• Creation of information security program begins with creation and/or 
review of organization’s information security policies, standards, and 
practices 

• Then, selection or creation of information security architecture and the 
development and use of a detailed information security blueprint creates 
plan for future success 

• Security education and training to successfully implement policies and 
ensure secure environment 

 
Why Policy? 

• A quality information security program begins and ends with policy 
• Policies are least expensive means of control and often the most difficult to 

implement 
• Some basic rules must be followed when shaping a policy: 

• Never conflict with law 
• Stand up in court 
• Properly supported and administered 
• Contribute to the success of the organization 
• Involve end users of information systems 

Definitions 
• Policy: course of action used by an organization to convey instructions 

from management to those who perform duties 
• Organizational rules for acceptable/unacceptable behavior 
• Penalties for violations 
• Appeals process 

• Standards: more detailed statements of what must be done to comply 
with policy  

• Practices, procedures and guidelines effectively explain how to comply 
with policy 

• For a policy to be effective it must be  
• Properly disseminated 
• Read 
• Understood 
• Agreed to by all members of organization 
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Types of Policies 

• Enterprise information Security program Policy(EISP) 
• Issue-specific information Security Policy ( ISSP) 
• Systems-specific information Security Policy (SysSP) 

 
Enterprise Information Security Policy (EISP) 

• Also Known as a general Security policy, IT security policy, or information 
security policy. 

• Sets strategic direction, scope, and tone for all security efforts within the 
organization  

• Assigns responsibilities to various areas of information security 
• Guides development, implementation, and management of information 

security program 
 

Issue-Specific Security Policy (ISSP) 
• The ISSP: 

• Addresses specific areas of technology 
• Requires frequent updates 
• Contains statement on position on specific issue  

• Approaches to creating and managing ISSPs: 
• Create number of independent ISSP documents 
• Create a single comprehensive ISSP document 
• Create a modular ISSP document 

• ISSP topics could include: 
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• E-mail, use of Web, configurations of computers to defend against 
worms and viruses, prohibitions against hacking or testing 
organisation security controls, home use of company-owned 
computer equipment, use of personal equipment on company 
networks, use of telecommunications technologies(FAX and phone), 
use of photocopiers  

Components of the ISSP 
• Statement of Policy 

• Scope and Applicability 
• Definition of Technology Addressed 
• Responsibilities 

• Authorized Access and Usage of Equipment 
• User Access 
• Fair and Responsible Use 
• Protection of Privacy 

• Prohibited Usage of Equipment 
• Disruptive Use or Misuse 
• Criminal Use 
• Offensive or Harassing Materials 
• Copyrighted, Licensed or other Intellectual Property 
• Other Restrictions 

• Systems Management 
• Management of Stored Materials 
• Employer Monitoring 
• Virus Protection  
• Physical Security 
• Encryption 

• Violations of Policy 
• Procedures for Reporting Violations 
• Penalties for Violations 

• Policy Review and Modification 
• Scheduled Review of Policy and Procedures for Modification 

• Limitations of Liability 
• Statements of Liability or Disclaimers 

 
Systems-Specific Policy (SysSP) 

 SysSPs are frequently codified as standards and procedures 
to be used when configuring or maintaining systems 

 Systems-specific policies fall into two groups: 
 Access control lists (ACLs) consist of the access control 

lists, matrices, and capability tables governing the rights 
and privileges of a particular user to a particular system 

 Configuration rules comprise the specific configuration 
codes entered into security systems to guide the execution 
of the system 

 
ACL Policies 

            
  Both Microsoft Windows NT/2000 and Novell Netware 

5.x/6.x families of systems translate ACLs into sets of 
configurations that administrators use to control access to 
their respective systems  

 ACLs allow a configuration to restrict access from anyone 
and anywhere 

 ACLs regulate: 
o Who can use the system 
o What authorized users can access 
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o When authorized users can access the system 
o Where authorized users can access the system from 
o How authorized users can access the system 

 
 
The Information Security Blueprint 

• It is the basis for the design, selection, and implementation of all security 
policies, education and training programs, and technological controls. 

• More detailed version of security framework, which is an outline of 
overall information security strategy for organization and a road map for 
planned changes to the information security environment of the 
organization. 

• Should specify tasks to be accomplished and the order in which they are to 
be realized. 

• Should also serve as a scalable, upgradeable, and comprehensive plan for 
the information security needs for coming years. 

 
 
Security Models 
 

ISO 17799/BS 7799 
 One of the most widely referenced and often discussed security models 

is the Information Technology – Code of Practice for Information 
Security Management, which was originally published as British 
Standard BS 7799 

 In 2000, this Code of Practice was adopted as an international 
standard framework for information security by the International 
Organization for Standardization (ISO) and the International 
Electrotechnical Commission (IEC) as ISO/IEC 17799.  

 
Drawbacks of ISO 17799/BS 7799 

 Several countries have not adopted 17799 claiming there are 
fundamental problems: 

o The global information security community has not defined any 
justification for a code of practice as identified in the ISO/IEC 
17799 

o 17799 lacks “the necessary measurement precision of a 
technical standard” 

o There is no reason to believe that 17799 is more useful than 
any other approach currently available 

o 17799 is not as complete as other frameworks available 
o 17799 is perceived to have been hurriedly prepared given the 

tremendous impact its adoption could have on industry 
information security controls 

 
Objectives of ISO 17799 
 

Organizational Security Policy is needed to provide management direction and 
support. 
 
Ten Sections of ISO/IEC 17799 

a. Organizational Security Policy 
b. Organizational Security Infrastructure 
c. Asset Classification and Control 
d. Personnel Security 
e. Physical and Environmental Security  
f. Communications and Operations Management  
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g. System Access Control  
h. System Development and Maintenance 
i. Business Continuity Planning  
j. Compliance 
 

 
Alternate Security Models available other than ISO 17799/BS 7799 
 
NIST Security Models 
 
 This refers to “The National Security Telecommunications and Information 

systems Security Committee” document. This document presents a 
comprehensive model for information security. The model consists of three 
dimensions. 

 Another possible approach available is described in the many documents 
available from the Computer Security Resource Center of the National 
Institute for Standards and Technology (csrc.nist.gov). 

The following NIST documents can assist in the design of a security 
framework: 
 NIST SP 800-12 : An Introduction to Computer Security: The NIST 

Handbook  
 NIST SP 800-14 : Generally Accepted Security Principles and Practices 

for Securing IT Systems  
 NIST SP 800-18 : The Guide for Developing Security Plans for IT 

Systems  
 NIST SP 800-26: Security Self-Assessment Guide for IT systems. 
 NIST SP 800-30: Risk Management for IT systems. 
 
 
 
 
 

NIST Special Publication SP 800-12 
 SP 800-12 is an excellent reference and guide for the security manager 

or administrator in the routine management of information security. 
 It provides little guidance, however, on design and implementation of new 

security systems, and therefore should be used only as a valuable 
precursor to understanding an information security blueprint. 

 
 
NIST Special Publication SP 800-14 
 
 Generally accepted Principles and practices for Security Information 

Technology Systems. 
 Provides best practices and security principles that can direct the security 

team in the development of Security Blue Print. 
 The scope of NIST SP 800-14 is broad. It is important to consider each of 

the security principles it presents, and therefore the following sections 
examine some of the more significant points in more detail: 
 Security Supports the Mission of the Organization 
 Security is an Integral Element of Sound Management 
 Security Should Be Cost-Effective 
 Systems Owners Have Security Responsibilities Outside Their Own 

Organizations 
 Security Responsibilities and Accountability Should Be Made Explicit 
 Security Requires a Comprehensive and Integrated Approach 
 Security Should Be Periodically Reassessed 
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 Security is Constrained by Societal Factors 
 33 Principles enumerated 
 

 
NIST SP 800-18 
 The Guide for Developing Security plans for Information Technology 

Systems can be used as the foundation for a comprehensive security 
blueprint and framework. 

 It provides detailed methods for assessing, and implementing controls and 
plans for applications of varying size. 

 It can serve as a useful guide to the activities and as an aid in the 
planning process. 

 It also includes templates for major application security plans. 
 The table of contents for Publication 800-18 is presented in the following. 

System Analysis 
            -    System Boundaries 

-    Multiple similar systems 
            -    System Categories 

            Plan Development- All Systems 
- Plan control 
- System identification 
- System Operational status 
- System Interconnection/ Information Sharing 
- Sensitivity of information handled 
- Laws, regulations and policies affecting the system 

  
Management Controls 

– Risk Assessment and Management  
– Review of Security Controls  
– Rules of behavior 
– Planning for security in the life cycle 
– Authorization of Processing (Certification and Accreditation) 
– System Security Plan  

Operational Controls 
1. Personnel Security  
2. Physical Security 
3. Production, Input/Output Controls  
4. Contingency Planning 
5. Hardware and Systems Software 
6. Data Integrity 
7. Documentation 
8. Security Awareness, Training, and Education 
9. Incident Response Capability 

Technical Controls 
– Identification and Authentication 
– Logical Access Controls  
– Audit Trails 

 
NIST SP 800-26: Security Self-Assessment Guide for IT systems 
 
NIST SP 800-26 Table of contents 

Management Controls 
1. Risk Management  
2. Review of Security Controls  
3. Life Cycle Maintenance 
4. Authorization of Processing (Certification and Accreditation) 
5. System Security Plan  
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Operational Controls 
6. Personnel Security  
7. Physical Security 

                              8. Production, Input/Output Controls  
9. Contingency Planning 
10. Hardware and Systems Software 
11. Data Integrity 
12. Documentation 
13. Security Awareness, Training, and Education 
14. Incident Response Capability 

Technical Controls 
15. Identification and Authentication 
16. Logical Access Controls  
17. Audit Trails 

 
 
 
 
Management controls address the design and implementation of the security 
planning process and security program management. They also address risk 
management and security control reviews. They further describe the necessity 
and scope of legal compliance and the maintenance of the entire security life 
cycle. 
 
Operational controls deal with the operational functionality of security in the 
organization. They include management functions and lower level planning, such 
as disaster recovery and incident response planning. They also address personnel 
security, physical security, and the protection of production inputs and outputs. 
They guide the development of education, training and awareness programs for 
users, administrators, and management. Finally, they address hardware and 
software systems maintenance and the integrity of data. 
 
Technical controls address the tactical and technical issues related to designing 
and implementing security in the organization, as well as issues related to 
examining and selecting the technologies appropriate to protecting information. 
They address the specifics of technology selection and the acquisition of certain 
technical components. They also include logical access controls, such as 
identification, authentication, authorization, and accountability. They cover 
cryptography to protect information in storage and transit. Finally, they include 
the classification of assets and users, to facilitate the authorization levels needed. 
 
 Using the three sets of controls, the organization should be able to specify 
controls to cover the entire spectrum of safeguards, from strategic to tactical, and 
from managerial to technical. 
VISA International Security Model 

 It promotes strong security measures in its business associates and has 
established guidelines for the security of its information systems. 

 It has developed two important documents 
1. Security Assessment Process 
2. Agreed Upon Procedures. 

 
 Both documents provide specific instructions on the use of the VISA 

Cardholder Information Security Program. 
 The Security Assessment Process document is a series of 

recommendations for the detailed examination of an organization’s 
systems with the eventual goal of integration into the VISA systems. 
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 The Agreed upon Procedures document outlines the policies and 
technologies required for security systems that carry the sensitive card 
holder information to and from VISA systems. 

 Using the two documents, a security team can develop a sound strategy 
for the design of good security architecture. 

 The only downside to this approach is the specific focus on systems that 
can or do integrate with VISA’s systems with the explicit purpose of 
carrying the aforementioned cardholder information. 

 
 

Baselining & Best Business Practices 
• Baselining and best practices are solid methods for collecting security 

practices, but provide less detail than a complete methodology 
• Possible to gain information by baselining and using best practices and 

thus work backwards to an effective design  
• The Federal Agency Security Practices (FASP) site (fasp.nist.gov) designed 

to provide best practices for public agencies and adapted easily to private 
institutions. 

• The documents found in this site include specific examples of key policies 
and planning documents, implementation strategies for key technologies, 
and position descriptions for key security personnel. 

• Of particular value is the section on program management, which includes 
the following: 

- A summary guide: public law, executive orders, and 
policy documents 

- Position description for computer system security 
officer. 

- Position description for information security officer 
- Position description for computer specialist. 
- Sample of an information technology(IT) security 

staffing plan for a large service application(LSA) 
- Sample of an information technology(IT) security 

program policy 
- Security handbook and standard operating 

procedures. 
- Telecommuting and mobile computer security policy. 

 
 
Hybrid Framework for a Blueprint of an Information Security System 
     -The framework of security includes philosophical components of the Human 
Firewall Project, which maintain that people, not technology, are the primary 
defenders of information assets in an information security program, and are 
uniquely responsible for their protection. 
       - The spheres of security are the foundation of the security framework. 
 
       - The sphere of use, at the left in fig, explains the ways in which people 
access information; for example, people read hard copies of documents and can 
also access information through systems. 
       - The sphere of protection at the right illustrates that between each layer of 
the sphere of use there must exist a layer of protection to prevent access to the 
inner layer from the outer layer. 
       - Each shaded band is a layer of protection and control. 

Sphere of Protection 
 The “sphere of protection” overlays each of the levels of the “sphere of 

use” with a layer of security, protecting that layer from direct or indirect 
use through the next layer 
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 The people must become a layer of security, a human firewall that 
protects the information from unauthorized access and use 

 Information security is therefore designed and implemented in three layers 
o policies 
o people (education, training, and awareness programs) 
o technology 

 
o As illustrated in the sphere of protection, a variety of controls can be used 

to protect the information.  
o The items of control shown in the figure are not intended to be 

comprehensive but rather illustrate individual safeguards that can protect 
the various systems that are located closer to the center of the sphere. 

o However, because people can directly access each ring as well as the 
information at the core of the model, the side of the sphere of protection 
that attempt to control access by relying on people requires a different 
approach to security than the side that uses technology. 

 
 

Design of Security Architecture 
 
Defense in Depth 

- One of the basic foundations of security architectures is the 
implementation of security in layers. This layered approach is called 
defense in depth. 
- Defense in depth requires that the organization establish sufficient 
security controls and safeguards, so that an intruder faces multiple 
layers of controls. 
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-These layers of control can be organized into policy, training and 
education and technology as per the NSTISSC model. 
- While policy itself may not prevent attacks, they coupled with other 
layers and deter attacks. 
- Training and Education are similar. 
- Technology is also implemented in layers, with detection equipment, 
all operating behind access control mechanisms. 
- Implementing multiple types of technology and thereby preventing 
the failure of one system from compromising the security of the 
information is referred to as redundancy. 
- Redundancy can be implemented at a number of points throughout 
the security architecture, such as firewalls, proxy servers, and access 
controls. 
- The figure shows the use of firewalls and intrusion detection 
systems(IDS) that use both packet-level rules and data content 
analysis.

 
Security Perimeter 

– A Security Perimeter is the first level of security that protects all 
internal systems from outside threats. 

– Unfortunately, the perimeter does not protect against internal 
attacks from employee threats, or on-site physical threats. 

– Security perimeters can effectively be implemented as multiple 
technologies that segregate the protected information from 
those who would attack it. 

– Within security perimeters the organization can establish 
security domains, or areas of trust within which users can freely 
communicate. 

– The presence and nature of the security perimeter is an 
essential element of the overall security framework, and the 
details of implementing the perimeter make up a great deal of 
the particulars of the completed security blueprint. 
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– The key components used for planning the perimeter are 
presented in the following sections on firewalls, DMZs, proxy 
servers, and intrusion detection systems. 

 

 
 
 
Key Technology Components  
 
 Other key technology components  

o A firewall is a device that selectively discriminates against 
information flowing into or out of the organization. 

o Firewalls are usually placed on the security perimeter, just behind 
or as part of a gateway router. 

o Firewalls can be packet filtering, stateful packet filtering, proxy, or 
application level. 

o A Firewall can be a single device or a firewall subnet, which 
consists of multiple firewalls creating a buffer between the outside 
and inside networks. 

o The DMZ (demilitarized zone) is a no-man’s land, between the 
inside and outside networks, where some organizations place Web 
servers   

o These servers provide access to organizational web pages, without 
allowing Web requests to enter the interior networks. 

o Proxy server- An alternative approach to the strategies of using a 
firewall subnet or a DMZ is to use a proxy server, or proxy 
firewall. 

o When an outside client requests  a particular Web page, the proxy 
server receives the request as if it were the subject of the request, 
then asks for the same information from the true Web 
server(acting as a proxy for the requestor), and then responds to 
the request as a proxy for the true Web server. 

o For more frequently accessed Web pages, proxy servers can cache 
or temporarily store the page, and thus are sometimes called 
cache servers. 
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o Intrusion Detection Systems (IDSs). In an effort to detect 

unauthorized activity within the inner network, or on individual 
machines, an organization may wish to implement Intrusion 
Detection Systems or IDS. 

o IDs come in two versions. Host-based & Network-based IDSs. 
o Host-based IDSs are usually installed on the machines they 

protect to monitor the status of various files stored on those 
machines. 

o Network-based IDSs look at patterns of network traffic and 
attempt to detect unusual activity based on previous baselines. 

o This could include packets coming into the organization’s networks 
with addresses from machines already within the organization (IP 
spoofing). 

o It could also include high volumes of traffic going to outside 
addresses (as in cases of data theft) or coming into the network (as 
in a denial of service attack). 

o Both host-and network based IDSs require a database of previous 
activity. 
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Security Education, Training, and Awareness Program 
 

• As soon as general security policy exists, policies to implement security 
education, training and awareness (SETA) program should follow. 

• SETA is a control measure designed to reduce accidental security breaches 
by employees. 

• Security education and training builds on the general knowledge the 
employees must possess to do their jobs, familiarizing them with the way 
to do their jobs securely 

• The SETA program consists of three elements: security education; security 
training; and security awareness 

• The purpose of SETA is to enhance security by: 
- Improving awareness of the need to protect system 

resources. 
- Developing skills and knowledge so computer users 

can perform their jobs more securely. 
- Building in-depth knowledge, as needed, to design, 

implement, or operate security programs for 
organizations and systems. 

 
Security Education 

 Everyone in an organization needs to be trained and aware of information 
security, but not every member of the organization needs a formal degree 
or certificate in information security. 

 A number of universities have formal coursework in information security. 
 For those interested in researching formal information security programs, 

there are resources available, such as the NSA-identified Centers of 
Excellence in Information Assurance Education. 

 
 
Security Training 

 It involves providing members of the organization with detailed 
information and hands-on instruction to prepare them to perform their 
duties securely. 
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 Management of information security can develop customized in-house 
training or outsource the training program. 

 
 
Security Awareness 

• One of the least frequently implemented, but most beneficial programs is 
the security awareness program 

• Designed to keep information security at the forefront of users’ minds  
• Need not be complicated or expensive 
• If the program is not actively implemented, employees may begin to “tune 

out” and risk of employee accidents and failures increases 
 
 
Contingency Planning (CP) 
 

 Contingency Planning (CP) comprises a set of plans designed to ensure the 
effective reaction and recovery from an attack and the subsequent restoration 
to normal modes of business operations. 

 Organizations need to develop disaster recovery plans, incident response 
plans, and business continuity plans as subsets of an overall CP. 

 An incident response plan (IRP) deals with the identification, classification, 
response, and recovery from an incident, but if the attack is disastrous(e.g., 
fire, flood, earthquake) the process moves on to disaster recovery and BCP 

 A disaster recovery plan (DRP) deals with the preparation for and recovery 
from a disaster, whether natural or man-made and it is closely associated with 
BCP. 

 A Business continuity plan (BCP) ensures that critical business functions 
continue, if a catastrophic incident or disaster occurs. BCP occurs concurrently 
with DRP when the damage is major or long term, requiring more than simple 
restoration of information and information resources.  

 
Components of Contingency Planning 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

There are six steps to contingency planning. They are  
 
1. Identifying the mission-or business-critical functions, 
2. Identifying the resources that support the critical functions, 
3. Anticipating potential contingencies or disasters,  
4. Selecting contingency planning strategies,  
5. Implementing the contingencies strategies,  
6. and Testing and revising the strategy. 
 
 

Incident response plan (IRP) 

Contingency 
Planning 

Disaster recovery Incident 
Response 
Plan 

Business 
continuity 
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 It is the set of activities taken to plan for, detect, and correct the impact of 
an incident on information assets. 

 IRP consists of the following 4 phases: 
1. Incident Planning 
2. Incident Detection 
3. Incident Reaction 
4. Incident Recovery 

 
Incident Planning  
 
-Planning for an incident is the first step in the overall process of incident 
response planning. 
- The planners should develop a set of documents that guide the actions of each 
involved individual who reacts to and recovers from the incident. 
- These plans must be properly organized and stored to be available when and 
where needed, and in a useful format. 
 
Incident Detection 
 
-Incident Detection relies on either a human or automated system, which is often 
the help desk staff, to identify an unusual occurrence and to classify it properly as 
an incident. 
- The mechanisms that could potentially detect an incident include intrusion 
detection systems (both host-based and network based), virus detection 
software, systems administrators, and even end users. 
- Once an attack is properly identified, the organization can effectively execute 
the corresponding procedures from the IR plan. Thus, incident classification is 
the process of examining a potential incident, or incident candidate, and 
determining whether or not the candidate constitutes an actual incident. 
- Incident Indicators- There is a number of occurrences that could signal the 
presence of an incident candidate. 
- Donald Pipkin, an IT security expert, identifies three categories of incident 
indicators: Possible, Probable, and Definite Indicators. 
-Possible Indicators- There are 4 types of possible indicators of events ,they 
are, 
     1. Presence of unfamiliar files. 
     2. Presence or execution of unknown programs or processes. 
     3. Unusual consumption of computing resources 
     4. Unusual system crashes 
 
- Probable Indicators- The four types of probable indicators of incidents are 
               1. Activities at unexpected times. 
               2. Presence of new accounts 
               3. Reported attacks 
               4. Notification from IDS 
Definite Indicators- The five types of definite indicators of incidents are 

1. Use of Dormant accounts 
2. Changes to logs 
3. Presence of hacker tools 
4. Notifications by partner or peer 
5. Notification by hacker 

 
 
Incident Reaction 

 It consists of actions outlined in the IRP that guide the organization in 
attempting to stop the incident, mitigate the impact of the incident, and 
provide information for recovery from the incident. 
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 These actions take place as soon as the incident itself is over. 
 In reacting to the incident there are a number of actions that must occur 

quickly, including notification of key personnel and documentation of the 
incident. 

 These must have been prioritized and documented in the IRP for quick use 
in the heat of the moment. 

Incident Recovery 
 The recovery process involves much more than the simple restoration of 

stolen, damaged, or destroyed data files. It involves the following steps. 
1. Identify the Vulnerabilities 
2. Address the safeguards. 
3. Evaluate monitoring capabilities 
4. Restore the data from backups. 
5. Restore the services and processes in use. 
6. Continuously monitor the system 
7. Restore the confidence of the members of the organization’s 
communities of interest. 

 
Disaster Recovery Plan (DRP) 

 DRP provides detailed guidance in the event of a disaster and also 
provides details on the roles and responsibilities of the various individuals 
involved in the disaster recovery effort, and identifies the personnel and 
agencies that must be notified. 

 At a minimum, the DRP must be reviewed during a walk-through or talk-
through on a periodic basis. 

Many of the same precepts of incident response apply to disaster recovery: 
1. There must be a clear establishment of priorities 
2. There must be a clear delegation of roles and responsibilities 
3. Someone must initiate the alert roster and notify key personnel. 
4. Someone must be tasked with the documentation of the disaster. 
5. If and only if it is possible, attempts must be made to mitigate the impact 

of the disaster on the operations of the organization. 
 
 
 
Business Continuity Plan (BCP) 

 It prepares an organization to reestablish critical business operations 
during a disaster that affects operations at the primary site. 

 If a disaster has rendered the current location unusable for continued 
operations, there must be a plan to allow the business to continue to 
function. 

Developing Continuity Programs 
 Once the incident response plans and disaster recovery plans are in 

place, the organization needs to consider finding temporary facilities to 
support the continued viability of the business in the event of a 
disaster. 

 The development of the BCP is simpler than that of the IRP and  DRP 
,in that it consists of selecting a continuity strategy and integrating the 
off-site data storage and recovery functions into this strategy. 

 
Continuity Strategies 

 There are a number of strategies from which an organization can choose 
when planning for business continuity. 

 The determining factor in selection between these options is usually cost. 
 In general there are three exclusive options: Hot sites, Warm Sites, and 

Cold sites; and three shared functions: Time-share, Service bureaus, and 
Mutual Agreements. 
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Hot sites: A hot site is a fully configured facility, with all services, 
communications links, and physical plant operations including heating and air 
conditioning. It is the pinnacle of contingency planning, a duplicate facility 
that needs only the latest data backups and the personnel to function as a 
fully operational twin of the original. Disadvantages include the need to 
provide maintenance for all the systems and equipment in the hot site, as well 
as physical and information security. 
 
Warm sites: A warm site includes computing equipment and peripherals with 
servers but not client work stations. It has many of the advantages of a hot 
site, but at a lower cost. 
 
Cold Sites: A cold site provides only rudimentary services and facilities, No 
computer hardware or peripherals are provided. Basically a cold site is an 
empty room with heating, air conditioning, and electricity. The main 
advantage of cold site is in the area of cost. 
 
Time-shares: It allows the organization to maintain a disaster recovery and 
business continuity option, but at a reduced overall cost. The advantages are 
identical to the type of site selected(hot, warm, or cold). The disadvantages 
are the possibility that more than one organization involved in the time share 
may need the facility simultaneously and the need to stock the facility with 
the equipment and data from all organizations involved, the negotiations for 
arranging the time-share, and associated arrangements, should one or more 
parties decide to cancel the agreement or to sublease its options. 
 
 

      Service bureaus: A service bureau is an agency that provides a service for a 
fee. In the case of disaster recovery and continuity planning, the service is the 
agreement to provide physical facilities in the event of a disaster. These types of 
agencies also provide off-site data storage for a fee. The disadvantage is that it is 
a service, and must be renegotiated periodically. Also, using a service bureau can 
be quite expensive. 
 
Mutual Agreements: A mutual agreement is a contract between two or more 
organizations that specifies how each will assist the other in the event of a 
disaster. 
 
 
 
 
 
Review Questions 
 

1. What is a policy? 
2. Explain how information security policy is implemented as procedure? 
3. What are the three types of security policies? Explain. 
4. What are ACL Policies? 
5. What is Information Security Blueprint? 
6. Define  ISO 17799/BS 7799 Standards and their drawbacks 
7. What are the objectives of ISO 17799? 
8. What is the alternate Security Models available other than ISO 17799/BS 

7799? 
9. Compare the Issues-Specific Security Policy(ISSP) and System Specific 

Policies (SysSP). 
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10.What is meant by International Security Model? 
11.State the pros of VISA international security model. 
12.Describe NIST security models. 
13.Explain NIST SP 800-14 
14.Explain NIST SP 800-26 
15.What is Sphere of protection? 
16.What is Defense in Depth? 
17.What is Security perimeter? 
18.What are the key technological components used for security 

implementation? 
19.How can a security framework assist in the design and implementation of 

a security infrastructure? 
20.Briefly describe management, operational, and technical controls, and 

explain when each would be applied as part of a security framework? 
21.What is contingency planning? What are the components of contingency 

planning? 
22.When is IRP used? 
23.When is DRP used? 
24.When is BCP used? How do you determine when to use IRP, DRP, or BCP 

plans? 
25.What are Pipkin’s three categories of incident indicators? 
26.List and describe the six continuity strategies. 
27.Explain clearly about spheres of security for a blue print of an Information 

Security System. 
28.List the styles of architecture security models. Discuss them in detail. 
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People are the missing link to improving Information Security. Technology alone 

can’t solve the challenges of Information Security. – The Human Firewall Council 
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Objectives 

• Upon completion of this chapter, you 
should be able to: 

– Describe the various access control 
approaches, including authentication, 
authorization, and biometric access controls 

– Identify the various types of firewalls and the 
common approaches to firewall implementation 

– Enumerate and discuss the current issues in 
dial-up access and protection 
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Objectives (cont’d.) 

• Upon completion of this chapter, you 
should be able to: (cont’d.) 
– Identify and describe the types of intrusion 

detection systems and the two strategies on 
which they are based 

– Explain cryptography and the encryption 
process, and compare and contrast symmetric 
and asymmetric encryption 

Management of Information Security, 3rd ed. 

www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



Introduction 

• Technical controls 

– Usually an essential part of information 
security programs 

– Insufficient if used alone 

– Must be combined with sound policy and 
education, training, and awareness efforts  

• Examples of technical security mechanisms 

– Access controls, firewalls, dial-up protection, 
intrusion detection systems, scanning and 
analysis tools, and encryption systems 
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Introduction (cont’d.) 

Management of Information Security, 3rd ed. 

Figure 10-1 Sphere of security 

Source: Course Technology/Cengage Learning 
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Access Controls 

• The four processes of access control 

– Identification 

• Obtaining the identity of the person requesting 
access to a logical or physical area 

– Authentication 

• Confirming the identity of the person seeking 
access to a logical or physical area 

– Authorization 

• Determining which actions that a person can 
perform in that physical or logical area  
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Access Controls (cont’d.) 

• The four processes of access control 
(cont’d.) 
– Accountability 

• Documenting the activities of the authorized 
individual and systems 

– A successful access control approach always 
incorporates all four of these elements 
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Identification 

• A mechanism that provides information 
about a supplicant that requests access 

• Identifier (ID) 

– The label applied to the supplicant  

– Must be a unique value that can be mapped to 
one and only one entity within the security 
domain 

• Examples: name, first initial and surname 
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Authentication 

• Authentication mechanism types 

– Something you know 

– Something you have 

– Something you are  

– Something you produce  

• Strong authentication  

– Uses at least two different authentication 
mechanism types 
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Authentication (cont’d.) 

• Something you know 

– A password, passphrase, or other unique code 

• A password is a private word or combination of 
characters that only the user should know 

• A passphrase is a plain-language phrase, typically 
longer than a password, from which a virtual 
password is derived 

– Passwords should be at least eight characters 
long and contain at least one number and one 
special character 
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www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



Management of Information Security, 3rd ed. 
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Authentication (cont’d.) 

• Something you have 

– Something that the user or system possesses 

– Examples:  

• A card, key, or token 

• A dumb card (such as an ATM card) with magnetic 
stripes  

• A smart card containing a processor  

• A cryptographic token (a processor in a card that 
has a display) 

• Tokens may be either synchronous or 
asynchronous 

Management of Information Security, 3rd ed. 
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Authentication (cont’d.) 

Management of Information Security, 3rd ed. 

Figure 10-3 Access control tokens 

Source: Course Technology/Cengage Learning 
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Authentication (cont’d.) 

• Something you are 

– Something inherent in the user that is 
evaluated using biometrics 

• Most technologies that scan human 
characteristics convert the images to obtain 
minutiae (unique points of reference that 
are digitized and stored in an encrypted 
format) 
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Authentication (cont’d.) 

• Something you produce 

– Something the user performs or produces 

• Includes technology related to signature 
recognition and voice recognition 
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Authentication (cont’d.) 
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Figure 10-4 Recognition characteristics 

Source: Course Technology/Cengage Learning 

www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



Authorization 

• Types of authorization 

– Each authenticated user 

• The system performs an authentication process to 
verify the specific entity and then grants access to 
resources for only that entity 

– Members of a group 

• The system matches authenticated entities to a list 
of group memberships, and then grants access to 
resources based on the group’s access rights 

– Across multiple systems 

• A central system verifies identity and grants a set of 
credentials to the verified entity 
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Evaluating Biometrics 

• Biometric evaluation criteria 

– False reject rate (Type I error) 

• Percentage of authorized users who are denied 
access  

–  False accept rate (Type II error) 

• Percentage of unauthorized users who are allowed 
access 

– Crossover error rate (CER) 

• Point at which the number of false rejections equals 
the number of false acceptances 
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Acceptability of Biometrics 

• Note: Iris Scanning has experienced rapid growth in popularity and 
due to it’s acceptability, low cost, and effective security 
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Figure 10-4 Recognition characteristics 

Source: Harold F. Tipton and Micki 
Krause. Handbook of Information 
Security Management. Boca Raton, 
FL: CRC Press, 1998: 39–41. 
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Managing Access Controls 

• A formal access control policy 

– Determines how access rights are granted to 
entities and groups 

– Includes provisions for periodically reviewing 
all access rights, granting access rights to new 
employees, changing access rights when job 
roles change, and revoking access rights as 
appropriate 
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Firewalls 

• Any device that prevents a specific type of 
information from moving between two 
networks 

– Between the outside (untrusted network: e.g., 
the Internet), and the inside (trusted network) 

• May be a separate computer system 

– Or a service running on an existing router or 
server 

– Or a separate network with a number of 
supporting devices 
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The Development of Firewalls 

• Packet filtering firewalls 

– First generation firewalls 

– Simple networking devices that filter packets 
by examining every incoming and outgoing 
packet header 

– Selectively filter packets based on values in 
the packet header 

– Can be configured to filter based on IP 
address, type of packet, port request, and/or 
other elements present in the packet 
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The Development of Firewalls 
(cont’d.)  
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Table 10-4 Packet filtering example rules 

Source: Course Technology/Cengage Learning 
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The Development of Firewalls 
(cont’d.) 

• Application-level firewalls 

– Second generation firewalls 

– Consists of dedicated computers kept separate 
from the first filtering router (edge router) 

– Commonly used in conjunction with a second 
or internal filtering router - or proxy server 

• The proxy server, rather than the Web server, is 
exposed to the outside world from within a network 
segment called the demilitarized zone (DMZ), an 
intermediate area between a trusted network and an 
untrusted network 
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The Development of Firewalls 
(cont’d.) 

• Application-level firewalls (cont’d.) 
– Implemented for specific protocols 

• Stateful inspection firewalls 

– Third generation firewalls 

– Keeps track of each network connection 
established between internal and external 
systems using a state table 

• State tables track the state and context of each 
packet exchanged by recording which station sent 
which packet and when 
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The Development of Firewalls 
(cont’d.) 

• Stateful inspection firewalls (cont’d.) 
– Can restrict incoming packets by allowing 

access only to packets that constitute 
responses to requests from internal hosts 

– If the stateful inspection firewall receives an 
incoming packet that it cannot match to its 
state table 

• It uses ACL rights to determine whether to allow the 
packet to pass 
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Firewall Architectures 

• Each firewall generation can be 
implemented in several architectural 
configurations 

• Common architectural implementations 

– Packet filtering routers 

– Screened-host firewalls 

– Dual-homed host firewalls 

– Screened-subnet firewalls 

Management of Information Security, 3rd ed. 
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Firewall Architectures (cont’d.) 

• Packet filtering routers 

– Most organizations with an Internet connection 
use some form of router between their internal 
networks and the external service provider 

• Many can be configured to block packets that the 
organization does not allow into the network 

• Such an architecture lacks auditing and strong 
authentication 

• The complexity of the access control lists used to 
filter the packets can grow to a point that degrades 
network performance 
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Firewall Architectures (cont’d.) 

Management of Information Security, 3rd ed. 

Figure 10-5 Packet filtering firewall 

Source: Course Technology/Cengage Learning 
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Firewall Architectures (cont’d.) 

• Screened-host firewall systems 

– Combine the packet filtering router with a 
separate, dedicated firewall such as an 
application proxy server 

– Allows the router to screen packets 

• Minimizes network traffic and load on the internal 
proxy 

– The application proxy examines an application 
layer protocol, such as HTTP, and performs 
the proxy services 
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Firewall Architectures (cont’d.) 

• Screened-host firewall systems (cont’d.) 
– Bastion host 

• A single, rich target for external attacks 

• Should be very thoroughly secured 
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Firewall Architectures (cont’d.) 
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Figure 10-6 Screened-host firewall 

Source: Course Technology/Cengage Learning 
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Firewall Architectures (cont’d.) 
• Dual-homed host firewalls 

– The bastion host contains two network 
interfaces 

• One is connected to the external network 
• One is connected to the internal network 
• Requires all traffic to travel through the firewall to 

move between the internal and external networks 

– Network-address translation (NAT) is often 
implemented with this architecture, which 
converts external IP addresses to special 
ranges of internal IP addresses 
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Firewall Architectures (cont.) 

Figure 10-7 Dual-homed host firewall 

Source: Course Technology/Cengage Learning 
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• Screened-Subnet Firewalls 
– Consists of one or more internal bastion hosts 

located behind a packet filtering router, with 
each host protecting the trusted network 

– The first general model uses two filtering 
routers, with one or more dual-homed bastion 
hosts between them 

– The second general model shows connections 
routed as follows: 

• Connections from the untrusted network are routed 
through an external filtering router 

• Connections from the untrusted network are routed 
into—and then out of—a routing firewall to the 
separate network segment known as the DMZ 
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Figure 10-8 Screened subnet (DMZ) 

Source: Course Technology/Cengage Learning 
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Selecting the Right Firewall 

• Questions to ask when evaluating a 
firewall: 

– Firewall technology: 

• What type offers the right balance between 
protection and cost for the organization’s needs? 

– Cost: 

• What features are included in the base price? At 
extra cost? Are all cost factors known? 

– Maintenance: 

• How easy is it to set up and configure the firewall?  
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Selecting the Right Firewall 
(cont’d.) 

• Questions to ask when evaluating a 
firewall: (cont’d.) 
– Maintenance: (cont’d.) 

• How accessible are the staff technicians who can 
competently configure the firewall? 

– Future growth:  

• Can the candidate firewall adapt to the growing 
network in the target organization? 
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Managing Firewalls  

• Any firewall device must have its own 
configuration 

– Regulates its actions 

– Regardless of firewall implementation  

• Policy regarding firewall use 

– Should be articulated before made operable  

• Configuring firewall rule sets can be difficult 

– Each firewall rule must be carefully crafted, 
placed into the list in the proper sequence, 
debugged, and tested 
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Managing Firewalls (cont’d.) 

• Configuring firewall rule sets (cont’d.) 
– Proper sequence: perform most resource-

intensive actions after the most restrictive ones 

• Reduces the number of packets that undergo 
intense scrutiny 

• Firewalls deal strictly with defined patterns 
of measured observation 

– Are prone to programming errors, flaws in rule 
sets, and other inherent vulnerabilities 
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Managing Firewalls (cont’d.) 

• Firewall best practices 

– All traffic from the trusted network allowed out 

– The firewall is never accessible directly from 
the public network 

– Simple Mail Transport Protocol (SMTP) data is 
allowed to pass through the firewall 

• Should be routed to a SMTP gateway 

– All Internet Control Message Protocol (ICMP) 
data should be denied 
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Managing Firewalls (cont’d.) 

• Firewall best practices (cont’d.) 
– Telnet (terminal emulation) access to all 

internal servers from the public networks 
should be blocked 

– When Web services are offered outside the 
firewall 

• HTTP traffic should be handled by some form of 
proxy access or DMZ architecture 
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Intrusion Detection and Prevention 
Systems 

• The term intrusion detection/prevention 
system (IDPS) can be used to describe 
current anti-intrusion technologies 

• Can detect an intrusion 

• Can also prevent that intrusion from 
successfully attacking the organization by 
means of an active response 
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Intrusion Detection and Prevention 
Systems (cont’d.) 

• IDPSs work like burglar alarms 

– Administrators can choose the alarm level 

– Can be configured to notify administrators via 
e-mail and numerical or text paging 

• Like firewall systems, IDPSs require 
complex configurations to provide the level 
of detection and response desired 
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• The newer IDPS technologies 

– Different from older IDS technologies 

• IDPS technologies can respond to a detected threat 
by attempting to prevent it from succeeding 

– Types of response techniques: 

• The IDPS stops the attack itself 

• The IDPS changes the security environment 

• The IDPS changes the attack’s content 
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• IDPSs are either network based to protect 
network information assets 
– Or host based to protect server or host 

information assets 

• IDPS detection methods  
– Signature based  
– Statistical anomaly based 
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Intrusion Detection and Prevention 
Systems (cont’d.) 

Management of Information Security, 3rd ed. 

Figure 10-9 Intrusion detection and prevention systems 
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Host-Based IDPS  

• Configures and classifies various 
categories of systems and data files 

• IDPSs provide only a few general levels of 
alert notification 

• Unless the IDPS is very precisely 
configured, benign actions can generate a 
large volume of false alarms 

• Host-based IDPSs can monitor multiple 
computers simultaneously 
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Network-Based IDPS 

• Monitor network traffic 

– When a predefined condition occurs, notifies 
the appropriate administrator 

• Looks for patterns of network traffic 

• Match known and unknown attack 
strategies against their knowledge base to 
determine whether an attack has occurred 

• Yield many more false-positive readings 
than host-based IDPSs 
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Signature-Based IDPS 

• Examines data traffic for something that 
matches the preconfigured, predetermined 
attack pattern signatures 

– Also called knowledge-based IDPS 

– The signatures must be continually updated as 
new attack strategies emerge 

– A weakness of this method: 

• If attacks are slow and methodical, they may slip 
undetected through the IDPS, as their actions may 
not match a signature that includes factors based 
on duration of the events 

Management of Information Security, 3rd ed. 

www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



Statistical Anomaly-Based IDPS 

• Also called behavior-based IDPS  

• First collects data from normal traffic and 
establishes a baseline 

– Then periodically samples network activity, 
based on statistical methods, and compares 
the samples to the baseline 

– When activity falls outside the baseline 
parameters (clipping level) 

• The IDPS notifies the administrator 
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Statistical Anomaly-Based IDPS 
(cont’d.) 

• Advantage: Able to detect new types of 
attacks, because it looks for abnormal 
activity of any type 
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Managing Intrusion Detection and 
Prevention Systems 

• If there is no response to an alert, then an 
alarm does no good 

• IDPSs must be configured to differentiate 
between routine circumstances and low, 
moderate, or severe threats 

• A properly configured IDPS can translate a 
security alert into different types of 
notifications 

– A poorly configured IDPS may yield only noise 
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Wireless Networking Protection 

• Most organizations that make use of 
wireless networks use an implementation 
based on the IEEE 802.11 protocol 

• The size of a wireless network’s footprint 
– Depends on the amount of power the 

transmitter/receiver wireless access points 
(WAP) emit 

– Sufficient power must exist to ensure quality 
connections within the intended area 

• But not allow those outside the footprint to connect 
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Wireless Networking Protection 
(cont’d.) 

• War driving 

– Moving through a geographic area or building, 
actively scanning for open or unsecured WAPs 

• Common encryption protocols used to 
secure wireless networks 

– Wired Equivalent Privacy (WEP)  

– Wi-Fi Protected Access (WPA)  
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Wired Equivalent Privacy (WEP) 

• Provides a basic level of security to prevent 
unauthorized access or eavesdropping 

• Does not protect users from observing 
each others’ data 

• Has several fundamental cryptological 
flaws 

– Resulting in vulnerabilities that can be 
exploited, which led to replacement by WPA 
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Wi-Fi Protected Access (WPA) 

• WPA is an industry standard 

– Created by the Wi-Fi Alliance 

• Some compatibility issues with older WPAs 

• IEEE 802.11i  

– Has been implemented in products such as 
WPA2  

• WPA2 has newer, more robust security protocols 
based on the Advanced Encryption Standard 

– WPA /WPA 2 provide increased capabilities for 
authentication, encryption, and throughput 
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Wi-Max 

• Wi-Max (WirelessMAN) 

– An improvement on the technology developed 
for cellular telephones and modems  

– Developed as part of the IEEE 802.16 
standard 

– A certification mark that stands for Worldwide 
Interoperability for Microwave Access 
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Bluetooth 

• A de facto industry standard for short range 
(approx 30 ft) wireless communications 
between devices  

• The Bluetooth wireless communications link 
can be exploited by anyone within range 
– Unless suitable security controls are implemented  

• In discoverable mode devices can easily be 
accessed 
– Even in nondiscoverable mode, the device is 

susceptible to access by other devices that have 
connected with it in the past 
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Bluetooth (cont’d.) 

• Does not authenticate connections 

– It does implement some degree of security 
when devices access certain services like dial-
up accounts and local-area file transfers  

• To secure Bluetooth enabled devices:  

– Turn off Bluetooth when you do not intend to 
use it  

– Do not accept an incoming communications 
pairing request unless you know who the 
requestor is 
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Managing Wireless Connections 

• One of the first management requirements 
is to regulate the size of the wireless 
network footprint 

– By adjusting the placement and strength of the 
WAPs 

• Select WPA or WPA2 over WEP 

• Protect preshared keys 
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Scanning and Analysis Tools 

• Used to find vulnerabilities in systems 

– Holes in security components, and other 
unsecured aspects of the network 

• Conscientious administrators frequently 
browse for new vulnerabilities, recent 
conquests, and favorite assault techniques 

• Security administrators may use attacker’s 
tools to examine their own defenses and 
search out areas of vulnerability 
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Scanning and Analysis Tools 
(cont’d.) 

• Scanning tools  

– Collect the information that an attacker needs 
to succeed 

• Footprinting 

– The organized research of the Internet 
addresses owned by a target organization 

• Fingerprinting  

– The systematic examination of all of the 
organization’s network addresses 

•  Yields useful information about attack targets 
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Port Scanners 

• A port is a network channel or connection 
point in a data communications system  

• Port scanning utilities (port scanners)  

– Identify computers that are active on a 
network, as well as their active ports and 
services, the functions and roles fulfilled by the 
machines, and other useful information 
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Port Scanners (cont’d.) 

• Well-known ports 

– Those from 0 through 1023 

– Registered ports are those from 1024 through 
49151 

– Dynamic and private ports are those from 
49152 through 65535 

• Open ports must be secured 

– Can be used to send commands to a 
computer, gain access to a server, and exert 
control over a networking device 
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Table10-5 Commonly used port numbers 

Source: Course Technology/Cengage Learning 
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Packet Sniffers 

• A network tool that collects and analyzes 
packets on a network 

– It can be used to eavesdrop on network traffic 

• Connects directly to a local network from 
an internal location 

• To use a packet sniffer legally, you must: 

– Be on a network that the organization owns 

– Be directly authorized by the network’s owners 

– Have the knowledge and consent of the users 

– Have a justifiable business reason for doing so 
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Content Filters 

• Protect the organization’s systems from 
misuse  

– And unintentional denial-of-service conditions 

• A software program or a hardware/software 
appliance that allows administrators to 
restrict content that comes into a network 

• Common application of a content filter 

– Restriction of access to Web sites with non-
business-related material, such as 
pornography, or restriction of spam e-mail 
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Content Filters (cont’d.) 

• Common application of a content filter 
(cont’d.) 
– Content filters ensure that employees are 

using network resources appropriately 
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Trap and Trace 

• Growing in popularity 

• Trap function (honey pots) 

– Describes software designed to entice 
individuals who are illegally perusing the 
internal areas of a network 

• Trace 

– A process by which the organization attempts 
to determine the identity of someone 
discovered in unauthorized areas of the 
network or systems 
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Trap and Trace (cont’d.) 

• If the identified individual is outside the 
security perimeter 

– Policy will guide the process of escalation to 
law enforcement or civil authorities 
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Managing Scanning and Analysis 
Tools 

• The security manager must be able to see 
the organization’s systems and networks 
from the viewpoint of potential attackers 

– The security manager should develop a 
program to periodically scan his or her own 
systems and networks for vulnerabilities with 
the same tools that a typical hacker might use 

• Using in-house resources, contractors, or an 
outsourced service provider  
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Managing Scanning and Analysis 
Tools (cont’d.) 

• Drawbacks: 

– Tools do not have human-level capabilities 

– Most tools function by pattern recognition, so 
they only handle known issues  

– Most tools are computer-based, so they are 
prone to errors, flaws, and vulnerabilities of 
their own 

– Tools are designed, configured, and operated 
by humans and are subject to human errors 
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Managing Scanning and Analysis 
Tools (cont’d.) 

• Drawbacks: (cont’d.) 
– Some governments, agencies, institutions, and 

universities have established policies or laws 
that protect the individual user’s right to access 
content 

– Tool usage and configuration must comply with 
an explicitly articulated policy, and the policy 
must provide for valid exceptions 
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Cryptography 

• Encryption 

– The process of converting an original message 
into a form that cannot be understood by 
unauthorized individuals 

• Cryptology 

– The science of encryption 

– Composed of two disciplines: cryptography 
and cryptanalysis 
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Cryptography (cont’d.) 

• Cryptology (cont’d.) 
– Cryptography 

• Describes the processes involved in encoding and 
decoding messages so that others cannot 
understand them 

– Cryptanalysis 

• The process of deciphering the original message (or 
plaintext) from an encrypted message (or 
ciphertext), without knowing the algorithms and 
keys used to perform the encryption 
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Cryptography (cont’d.) 
• Algorithm 

– A mathematical formula or method used to 
convert an unencrypted message into an 
encrypted message 

• Cipher 

– The transformation of the individual 
components of an unencrypted message into 
encrypted components 

• Ciphertext or cryptogram 

–  The unintelligible encrypted or encoded 
message resulting from an encryption 
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Cryptography (cont’d.) 

• Cryptosystem 

– The set of transformations that convert an 
unencrypted message into an encrypted 
message 

• Decipher 

– To decrypt or convert ciphertext to plaintext 

• Encipher 

– To encrypt or convert plaintext to ciphertext 
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Cryptography (cont’d.) 

• Key 

– The information used in conjunction with the 
algorithm to create the ciphertext from the 
plaintext 

– Can be a series of bits used in a mathematical 
algorithm, or the knowledge of how to 
manipulate the plaintext 
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• Keyspace 
– The entire range of values that can possibly be 

used to construct an individual key 

• Plaintext 
– The original unencrypted message that is 

encrypted and results from successful 
decryption 

• Steganography 
– The process of hiding messages, usually within 

graphic images 
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• Work factor 
– The amount of effort (usually expressed in 

hours) required to perform cryptanalysis on an 
encoded message 
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Encryption Operations 

• Common ciphers 
– Most commonly used algorithms include three 

functions: substitution, transposition, and XOR 

– In a substitution cipher, you substitute one 
value for another 

• A monoalphabetic substitution uses only one 
alphabet 

• A polyalphabetic substitution uses two or more 
alphabets 
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Encryption Operations (cont’d.) 

• Transposition cipher (or permutation 
cipher)  

– Simply rearranges the values within a block to 
create the ciphertext 

– Can be done at the bit level or at the byte 
(character) level 

• XOR cipher conversion 

– The bit stream is subjected to a Boolean XOR 
function against some other data stream, 
typically a key stream  
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Encryption Operations (cont’d.) 

• XOR works as follows: 

– ‘0’  XOR’ed  with ‘0’ results in a ‘0’. (0  0 = 0) 

– ‘0’  XOR’ed  with ‘1’ results in a ‘1’. (0  1 = 1) 

– ‘1’  XOR’ed  with ‘0’ results in a ‘1’. (1  0 = 1) 

– ‘1’  XOR’ed  with ‘1’ results in a ‘0’. (1  1 = 0) 

– If the two values are the same, you get “0”; if 
not, you get “1” 

– Process is reversible; if you XOR the ciphertext 
with the key stream, you get the plaintext 
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Encryption Operations (cont’d.) 

• Vernam cipher  

– Also known as the one-time pad 

– Was developed at AT&T  

– Uses a set of characters that are used for 
encryption operations only one time and then 
discarded 

– Values from this one-time pad are added to the 
block of text, and the resulting sum is 
converted to text 
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Encryption Operations (cont’d.) 

• Book or running key cipher 

– Used in the occasional spy movie 

– Uses text in a book as the algorithm to decrypt 
a message 

– The key relies on two components: 

• Knowing which book to use 

• A list of codes representing the page number, line 
number, and word number of the plaintext word 
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Encryption Operations (cont’d.) 

• Symmetric encryption 

– Known as private key encryption, or symmetric 
encryption 

– The same key (a secret key) is used to encrypt 
and decrypt the message 

• Methods are usually extremely efficient 

– Requiring easily accomplished processing to 
encrypt or decrypt the message 

– Challenge in symmetric key encryption is 
getting a copy of the key to the receiver 
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Encryption Operations (cont’d.) 

Management of Information Security, 3rd ed. 

Figure 10-11 Symmetric encryption 

Source: Course Technology/Cengage Learning 
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Encryption Operations (cont’d.) 

• Data Encryption Standard (DES)  

– Developed in 1977 by IBM 

– Based on the Data Encryption Algorithm which 
uses a 64-bit block size and a 56-bit key 

– A Federally approved standard for non-
classified data 

– Was cracked in 1997 when the developers of a 
new algorithm, Rivest-Shamir-Aldeman, 
offered a $10,000 reward for the first person or 
team to crack the algorithm 
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Encryption Operations (cont’d.) 

• Data Encryption Standard (cont’d.) 
– Fourteen thousand users collaborated over the 

Internet to finally break the encryption 

• Triple DES (3DES) was developed as an 
improvement to DES and uses as many as 
three keys in succession 
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Encryption Operations (cont’d.) 

• Advanced Encryption Standard (AES) 

– The successor to 3DES 

– Based on the Rinjndael Block Cipher 

• Features a variable block length and a key length of 
either 128, 192, or 256 bits 

• In 1998, it took a computer designed by the 
Electronic Freedom Frontier more than 56 
hours to crack DES 

– The same computer would take approximately 
4,698,864 quintillion years to crack AES 
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Encryption Operations (cont’d.) 

• Asymmetric encryption 

– Also known as public key encryption 

– Uses two different, but related keys 

• Either key can be used to encrypt or decrypt the 
message 

• However, if Key A is used to encrypt the message, 
then only Key B can decrypt it; conversely, if Key B 
is used to encrypt a message, then only Key A can 
decrypt it 

– This technique is most valuable when one of 
the keys is private and the other is public 
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Encryption Operations (cont’d.) 

• Asymmetric encryption (cont’d.) 
– Problem: it requires four keys to hold a single 

conversation between two parties, and the 
number of keys grows geometrically as parties 
are added 
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Figure 10-12 Public key encryption 

Source: Course Technology/Cengage Learning 
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• Digital signatures 
– Encrypted messages that are independently 

verified by a central facility (registry) as 
authentic 

– When the asymmetric process is reversed, the 
private key encrypts a message, and the public 
key decrypts it 

• The fact that the message was sent by the 
organization that owns the private key cannot be 
refuted 

• This nonrepudiation is the foundation of digital 
signatures 
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• Digital certificate 

– An electronic document, similar to a digital 
signature, attached to a file certifying that the 
file is from the organization it claims to be from 
and has not been modified from the original 
format 

• A certificate authority (CA) 

– An agency that manages the issuance of 
certificates and serves as the electronic notary 
public to verify their origin and integrity 
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Encryption Operations (cont’d.) 

• Public key infrastructure (PKI) 

– The entire set of hardware, software, and 
cryptosystems necessary to implement public 
key encryption 

• PKI systems are based on public key 
cryptosystems and include digital 
certificates and certificate authorities 
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Encryption Operations (cont’d.) 

• PKI provides the following services 

– Authentication 

• Digital certificates in a PKI system permit 
individuals, organizations, and Web servers to 
authenticate the identity of each of the parties in an 
Internet transaction 

– Integrity 

• A digital certificate demonstrates that the content 
signed by the certificate has not been altered while 
in transit 
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Encryption Operations (cont’d.) 

• PKI provides the following services (cont’d.) 
– Confidentiality 

• PKI keeps information confidential by ensuring that 
it is not intercepted during transmission over the 
Internet 

– Authorization 

• Digital certificates issued in a PKI environment can 
replace user IDs and passwords, enhance security, 
and reduce overhead required for authorization 
processes and controlling access privileges for 
specific transactions 
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Encryption Operations (cont’d.) 

• PKI provides the following services (cont’d.) 
– Nonrepudiation 

• Digital certificates can validate actions, making it 
less likely that customers or partners can later 
repudiate a digitally signed transaction, such as an 
online purchase 

 

Management of Information Security, 3rd ed. 

www.rejinpaul.com

Get useful study materials from www.rejinpaul.com



Management of Information Security, 3rd ed. 

Encryption Operations (cont’d.) 

Figure 10-13 Digital signature 

Source: Course Technology/Cengage Learning 
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• Hybrid systems 

– Pure asymmetric key encryption is not widely 
used except in the area of certificates 

– It is typically employed in conjunction with 
symmetric key encryption, creating a hybrid 
system 

– The hybrid process in current use is based on 
the Diffie-Hellman key exchange method, 
which provides a way to exchange private keys 
using public key encryption without exposure 
to any third parties 
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• Hybrid systems (cont’d.) 
– In this method, asymmetric encryption is used 

to exchange symmetric keys so that two 
organizations can conduct quick, efficient, 
secure communications based on symmetric 
encryption 

– Diffie-Hellman provided the foundation for 
subsequent developments in public key 
encryption 
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Figure 10-14 Hybrid encryption 

Source: Course Technology/Cengage Learning 
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Using Cryptographic Controls 

• Modem cryptosystems can generate 
unbreakable ciphertext 

– Possible only when the proper key 
management infrastructure has been 
constructed and when the cryptosystems are 
operated and managed correctly 

• Cryptographic controls can be used to 
support several aspects of the business: 

– Confidentiality and integrity of e-mail and its 
attachments 
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Using Cryptographic Controls 
(cont’d.) 

• Cryptographic controls can be used to 
support several aspects of the business: 
(cont’d.) 
– Authentication, confidentiality, integrity, and 

nonrepudiation of e-commerce transactions 

– Authentication and confidentiality of remote 
access through VPN connections 

– A higher standard of authentication when used 
to supplement access control systems 
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Using Cryptographic Controls 
(cont’d.) 

• Secure Multipurpose Internet Mail 
Extensions (S/MIME)  

– Builds on Multipurpose Internet Mail 
Extensions (MIME) encoding format 

• Adds encryption and authentication via digital 
signatures based on public key cryptosystems 

• Privacy Enhanced Mail (PEM) 

– Proposed by the Internet Engineering Task 
Force (IETF) as a standard that will function 
with public key cryptosystems 
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Using Cryptographic Controls 
(cont’d.) 

• Privacy Enhanced Mail (cont’d.) 
– Uses 3DES symmetric key encryption and 

RSA for key exchanges and digital signatures 
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• Pretty Good Privacy (PGP)  
– Developed by Phil Zimmerman  

– Uses the IDEA Cipher 
• A 128-bit symmetric key block encryption algorithm 

with 64-bit blocks for message encoding 

– Like PEM, it uses RSA for symmetric key 
exchange and to support digital signatures 
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Using Cryptographic Controls 
(cont’d.) 

• IP Security (IPSec) 

– The primary and dominant cryptographic 
authentication and encryption product of the 
IETF’s IP Protocol Security Working Group 

– Combines several different cryptosystems:  

• Diffie-Hellman key exchange for deriving key 
material between peers on a public network 

• Public key cryptography for signing the Diffie-
Hellman exchanges to guarantee the identity of the 
two parties  
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Using Cryptographic Controls 
(cont’d.) 

• IP Security (cont’d.) 
– Combines several different cryptosystems 

(cont’d.) 
• Bulk encryption algorithms, such as DES, for 

encrypting the data 

• Digital certificates signed by a certificate authority to 
act as digital ID cards 
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Using Cryptographic Controls 
(cont’d.) 

• IPSec has two components:  

– The IP Security protocol 

• Specifies the information to be added to an IP 
packet and indicates how to encrypt packet data 

• The Internet Key Exchange, which uses asymmetric 
key exchange and negotiates the security 
associations 
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Using Cryptographic Controls 
(cont’d.) 

• IPSec works in two modes of operation: 

– Transport 

• Only the IP data is encrypted, not the IP headers 
themselves 

• Allows intermediate nodes to read the source and 
destination addresses 

– Tunnel 

• The entire IP packet is encrypted and inserted as 
the payload in another IP packet 

– Often used to support a virtual private network 
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Using Cryptographic Controls 
(cont’d.) 

• Secure Electronic Transactions (SET) 

– Developed by MasterCard and VISA to provide 
protection from electronic payment fraud 

– Encrypts credit card transfers with DES for 
encryption and RSA for key exchange 

• Secure Sockets Layer (SSL) 

– Developed by Netscape in 1994 to provide 
security for e-commerce transactions 

– Uses RSA for key transfer  

• On IDEA, DES, or 3DES for encrypted symmetric 
key-based data transfer 
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• Secure Hypertext Transfer Protocol 

– Provides secure e-commerce transactions and 
encrypted Web pages for secure data transfer 
over the Web, using different algorithms 

• Secure Shell (SSH) 

– Provides security for remote access 
connections over public networks by using 
tunneling, authentication services between a 
client and a server 
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• Secure Shell (cont’d.) 
– Used to secure replacement tools for terminal 

emulation, remote management, and file 
transfer applications 
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• Cryptosystems provide enhanced and 
secure authentication 

– One approach is provided by Kerberos, which 
uses symmetric key encryption to validate an 
individual user’s access to various network 
resources 

• Keeps a database containing the private keys of 
clients and servers that are in the authentication 
domain that it supervises 
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• Cryptosystems provide enhanced and 
secure authentication (cont’d.) 
– Kerberos system knows these private keys and 

can authenticate one network node (client or 
server) to another 

– Kerberos also generates temporary session 
keys—that is, private keys given to the two 
parties in a conversation 
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Managing Cryptographic Controls 

• Don’t lose your keys 

• Know who you are communicating with 

• It may be illegal to use a specific encryption 
technique when communicating to some 
nations 

• Every cryptosystem has weaknesses 

• Give access only to those with a business 
need 

• When placing trust into a certificate 
authority, ask “Who watches the 
watchers?”  
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Managing Cryptographic Controls 
(cont’d.) 

• There is no security in obscurity 

• Security protocols and the cryptosystems 
they use are installed and configured by 
humans 
– They are only as good as their installers 

• Make sure that your organization’s use of 
cryptography is based on well-constructed 
policy and supported with sound 
management procedures 
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Summary 

• Introduction 

• Access controls 

• Firewalls 

• Intrusion detection and prevention systems 

• Dial-up protection 

• Wireless network protection 

• Scanning and analysis tools 

• Cryptography 
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