
8.Computer Networks 

 
A computer network is an inter connection of group of computers and other devices like Printers, scanners etc 

using a communication medium. The communication medium can be cables, telephone lines, radiowaves etc. 
*Ref. Figure in text book 

Need of a Computer Network: 

 

The advantages of a computer networks are the following 

 

1. Resource Sharing: Any hardware or Software resource (eg. Printer, Scanner, Hard disk, Antivirus s/w, 

Application s/w etc) in any one computer can be shared by other computers in the network. 

2. Communication: Computer Network helps for the communication between any computers in the n/w.(Eg. 

Email, chatting etc) 

3. Reliability: It is possible to backup(save) the files of one computer in other computers in the n/w.  

These files can be recovered from other computers if they lost accidentally. 

4. Price-Performance Ratio: The cost of Purchasing hardware and s/w for each computers is high. But using a 

computer n/w  any resource in any computer can be shared by other computers and reduced the over all cost. 

5. Scalability: We can add a new computer or remove a computer from the n/w easily. 

 

Some Terms Related to N/w. 

1.Bandwidth:Band width is the amount of data that can be sent over a communication medium on a given time. 

Higher the bandwidth more the data transfer rate. 

2.Noise: It is the unwanted signals that interfere with information. Noise reduce the quality of information. 

3.Node: Any device(Computer,Printer,Scanner etc) connected to a computer N/w is called a node. 

 

Data Communication System: 

Data Communication is the Exchange of data between any two devices through a communication medium. 

The following are the elements of a communication system 

1.Message: It is the information to be communicated.(Eg. Text message,Video, Audio,Pictures etc) 

2.Sender:The computer that sends the message is called sender. 

3.Receiver: The computer that receives the message is called receiver. 

4.Medium:It is the path through which the message travels. 

5.Protocol: The rules that used in communication is called Protocol. 

 

Communication Medium: 

It is the channel (path) through which communication takes place. It is divided into 2. 

1.Guided Medium(Wired) 

2.Unguided Medium(Wireless) 

 

Guided Medium: In guided medium there is a physical wire connection between the sender and receiver. 

Egs are Twisted Pair, Coaxial cable, Optical Fibre etc. 

Un Guided Medium: In Un Guided Medium radio waves,Microwaves,Infrared signals are used for communication. 

 

Twisted Pair(Ethernet Cable):It is used in small computer n/w.It consists of 4 twisted pairs of different colors 

enclosed in a Plastic Jacket. Twisted pairs are of 2 types.                               *Ref.figure 

1.UTP(Un shielded Twisted Pair) 

2.STP(Shielded twisted Pair) 

Unshielded Twisted Pair(UTP):Here the pairs are not shielded and all the pairs are enclosed in a plastic jacket. 

The characteristics of UTP are 

Low cost and hence used for setting up small n/w 

Thin and flexible 

Easy to install 

Carries data up to 100 m length. 

 

Shielded Twisted Pair(STP) : Here each pair has a  shield and all the pairs are enclosed in a plastic jacket. 

The characteristics of STP are  

Better immunity to noise since it has a shield 

More expensive that UTP 

It is difficult to Install. 

An RJ-45 connector is used to connect a UTP/STP to a computer. 



2. Coaxial cable: In Coaxial medium a central copper wire is used for carrying data. It is shielded with an 

insulation and it is again covered with copper mesh.It has an outer Plastic jacket to protect the cable. 
 *Ref Figure 

Characteristics of Coaxial cable are 

Carries data up to 500 m. 

High band width. 

Less noise due to shield protection.. 

Thicker and Less flexible than twisted pairs. 

Difficult to install than twisted pairs. 

 

3. Optical Fibre Cable:It is used for transmitting data in the form of light.Optical Fibre has the following parts 

 Core:-A thin glass rod at the center for transmitting light.                 *Ref.figure 

 Cladding:-Outer optical material that covers the core and reflects light back to the core. 

 Coating:-A plastic outer coating that protects the cable from damages. 

The Core,Cladding and the Coating are covered with an outer Plastic Jacket. 

At the source end a LED (Light Emitting Diode) or Laser Diode converts the electrical signals into light 

signals(modulation) and send through the optical fibre.At the receiver a photo detector converts light back to 

electrical signals(Demodulation). 

Characteristics of optical fibre: 

Optical Fibre has high bandwidth and can send voice,video,data applns. 

It can carry data over a long distance at a stretch. 

Optical fibre is more resistant to external signals(noise) 

Expensive than other Medias 

Most efficient commn.Media 

Installation and maintenance is difficult 

 

UnGuided Medium (Wireless): Here electromagnetic waves are used for communication.The frequency of a 

electromagnetic wave is measured in Hz.The differene wirelesss media used here are Radiowaves,Microwaves 

and Infrareds 

1.Radiowaves:Radio waves has frequency ranges from 3KHz to 3GHz.Radio waves can be used for both logn 

distance and short distance communication.These waves can easily pass through the walls of a 

building.Cellphones,AM/FM radios etc use radio waves. 

Characteristics of Radiowaves 

Radio waves can travels in all directions and therefore the transmitting and receiving antennas should not be in 

line of sight. 

Inexpensive than wired media 

Can pass through most of the solid objects 

Transmission can be affected by external electrical signals 

Less secure commn. 

Permission from authorities required to start a radio transmission. 

2.Microwaves:Microwaves have frequency ranges from 300MHz to 300Ghz.Microwaves can travels only in 

straight lines and could not pass through any solid objects. Since they travels in straight line, the transmitting 

and receiving antennas must be in straight lines and they must be placed at the top of the tower.       *Ref.figure 

Characteristics of Microwaves 

Inexpensive than wired media 

Helps for communication over difficult terrains (landscape) 

Transmission in straight line. 

3.Infrared waves: Frequency range of infrared ranges from 300GHz to 400THz.These waves are used for short 

distance communication.(5 Meters).Eg. Remote control,cordless mouse etc use infrared waves. 

Characteristics of Infrared: 

Line of sight Transmission 

Only two devices can communicate at a time. 

Infrared waves can’t pass through solid objects. 

Longer the distance weaker the performance. 

Wireless Communication Technologies using radio waves 

1.Bluetooth: Bluetooth uses radio waves in the frequency range 2.4Ghz to 2.48 Ghz.It is used for short range 

communication.(10Meters). 

Characteristics of Bluetooth: 

Line of sight between devices not required. 

Bluetooth can connect up to 8 devices at a time. 



Data Transfer rate up to 1Mbps. 

 

 

2. Wi-Fi: Wi-Fi network use radio waves for transmission. The Frequency of Radio waves used in Wi-Fi 

comn.ranges from 2.4GHz to 5GHz.A wireless adapter in a computer converts data into radio signals transmits 

using an antenna. A wireless router receives the signal and converts back to data and send to the internet. 

Similarly the data received from internet will be converted to radio signals by router and send to wireless adapter 

in a computer.Wi-Fi is used to share internet connection on various devices. 

Characteristics of Wi-Fi 

Line of sight between communication devise not required 

Data transmission speed up to 54 Mbps. 

It can connect more no. of devices simultaneously. 

Used for commn. Up to 114 Meters. 

3.Wi-MAX(World Wide Interoperability for Microwave Access): Wi-MAX use radio waves with frequency range from 

2GHz to 11Ghz.Wi-Max can provide high speed wireless internet access over a long distance(a whole city).Wi-

Max equipments has 2 forms. Base Station –installed by service providers to provide net connection and 

receivers-installed by clients to receive internet connection.                                    *Ref.figure 

Characteristics of Wi-Max: 

Hundreds of users can connect to a single station. 

Provides high speed connection(70Mbps) over a large area. 

Line of sight commn. Is not needed. 

Weather conditions like rain, storm can affect the commn. 

Very high power consumption. 

High cost in installation and operation. 

4.Satellite Communication: Satellites that revolves the earth with same rpm of earth and in the same direction 

of earth is called geostationary satellite. Satellites receives signals from an earth station and send it to another 

earth station.The signals from earth to satellite is called uplink and from satellite to earth is called 

downlink.satellites use transponders to receive and send signals.Frequency used in uplink ranges from 1.6Ghz 

to 30Ghz and that of downlink varies from 1.5Ghz to 20Ghz.                                         *Ref.figure 

Characteristics of satellite Commn. 

It can cover a very large area. 

Its very expensive. 

Legal permission from authorities needed. 

Data Communication Devices: Data commn. Devices provide an interface between computer and 

communication medium.The following are the Data Communication Devices used in a commn. 

1.Network Interface Card(NIC):NIC is a hardware that acts an interface between a computer and a network. 

NIC can send and receive data.NIC can be wired or wireless.Wired NIC has a facility to connect a cable.Wireless 

NIC has an antenna for commn.Data transfer rate of NIC up to 1Gbps. 

2. Hub:Hub is a device used to connect many computers to from a network. Hub has ports to connect cable. 

When a data packet arrives in any one port of the hub the hub broadcasts the data packet to all its ports.(send 

to all).The computer to whom the data packet is intended,receives it and all other computers discard it.The main 

disadvantage of hub is that it increases network traffic and reduce the bandwidth.But its is cheaper than switch.              
*Ref.figure 
3.Switch:Switch is an intelligent device and is used to connect many computers to form a network.Switch looks 

exactly like a hub. When a data packet arrives in any one port of the switch,the switch reads the destination 

address and send to the exact recipient and not to all.A switch reduces n/w traffic and performs better in busy 

n/w.Switch is costlier.                        *Ref.figure 

4.Repeater: Repeater is used to amplify weak signlas (electrical signals,optical sigmals etc).When a signals 

travels through a commn. Medium it may weaken due to noise. Repeater receives the incoming signals,amplifies 

and retransmits it.           *Ref.figure 

5.Bridge:An existing n/w can be split into different segments and can be interconnected using a bridge.When a 

data packet arrives in a bridge it checks the address of the data packet.If the address belongs to a computer on 

the other side of the bridge ,then it will allow to pass through it. Otherwise it will be discarded.           *Ref.figure 

6.Router: A router is a device that can interconnect to networks of same type using same protocol. It can find the 

optimal path for a data packet to travel from source to destination and hence reduce the traffic on a n/w.It is 

similar to a bridge but more intelligent.                       *Ref.figure 

7.Gateway:  A Gateway is a device that can interconnect two different networks that  using different protocols. 

Similar to a router it can find the shortest path for a data packet to reach the destination. A gate way can 

translate one protocol to another. A gate way can act as a network point for entrance to another n/w. 

 



 

 

Data Terminal Equipments (DTE): A DTE controls data flowing to or from a computer.It is connected at the end of 

commn.link..The following are the DTEs used 

1.Modem:Modem helps for the communication between computers through a commn.line.Modem stands for 

Modulator and Demodulator.It converts the digital signals from computer to analog signals(called Modulation) at 

the Transmitter and send through a telephone line. At the receiver another modem converts the analog signals 

back to digital signals.(Called Demodulation).The speed of modem is measured in bps.(Bits per second).                   
*Ref.figure 

2.Multiplexer/DeMultiplexer: Multiplexing is the process of sending multiple signals on a physical medium at the 

same time.Multiplexing is the process of dividing a physical medium into different logical segments caleed 

frequency channels.A Multiplexer combines(multiplexes) the input from different sources and send them 

through different channels of a medium. At the destination a demultiplexer separates the data and send to 

different destination. This similar to getting a no. of TV channels through a single cable in our home. *Ref.figure 

Network Topologies: The different ways in which the systems are interconnected to form a network is called a 

Topology. The different Topologies are 

1.Bus Topology: In bus topology all the nodes are connected to a main cable the bus.If any one node has to send 

data to another node, it will send the data to the bus.In the bus the data travels in both direction. The node that 

needs the data copies it. A small device called terminator connected at both end of the bus, removes the data 

and frees the bus for next transmission.    *Ref.figure 

Characteristics of Bus Topology 

Easy to install. 

Requires less cable length and is cost effective. 

Failure of a node will not affect the n/w. 

Failure of bus or terminator leads to the break down of entire n/w. 

Fault diagnosis is difficult. 

Only one node can transmit at a time. 

2.Star Topology: Here each node is directly connected to a hub/switch as shown in figure.( *Ref.figure).All the 

communication between any 2 nodes will pass through the hub/switch.If we are using a hub for interconnection 

then it will broadcast the message to all nodes. 

Characteristics of Star Topology 

More efficient than Bus Topology 

Easy to install. 

Fault finding is easy. 

We can add new nodes easily. 

Failure of hub/switch leads to the failure of entire N/w. 

Requires more cable length than bus topology. 

3.Ring Topology:In ring topology all the nodes are interconnected using a cable to form a ring.A ring topology has 

no start and no end. Here data travels only in one direction. When the data travels through the ring,it is copied 

by the system to whom the data is addressed. The data travels in the same direction and reaches back to 

sending node, which removes it.           *Ref.figure 

Characteristics of Ring Topology 

No signal amplification is required as each node amplifies the signal. 

Requires less cable and hence it is cost effective. 

If one node fails the whole n/w fails. 

Addition of new nodes is difficult. 

4.Mesh Topology:Here each node is directly connected to other nodes.So there will be more than one path 

between any two nodes in the topology.           *Ref.figure 

Characteristics of Mesh Topology: 

Failure of a path will not affect the n/w since other paths are alive. 

It is Reliable. 

Expensive because of more cable is required. 

Very complex and difficult to manage. 

Types of Networks: Depends on the no. of systems, area covered a computer n/w is classified into 

1.PAN(Personal Area Network) :It is a n/w of communicating devices like computer,mobilephone,tablet in the 

nearby  of an individual. It can cover an area of  a few meters.Eg.When you are transferring some file from your 

mobile phone to tablet a PAN is formed between the two.PAN can be set up using Bluetooth, Infrared or USB 

Cable. 

 

 



 

 

2.LAN(Local Area Network):it is a network of computers and other devices in a room ,building or a campus. It can 

cover an area of radius with a few meters to few Kilometers. A network inside a room, building, school etc are 

egs for LAN.A LAN is owned/controlled by a a single person or an organization. LAN can be set up using wired 

media (Twisted Pair, Coaxial cable etc) or using wireless media.If LAN is set up using wireless media it is called 

WLAN.(Wireless LAN). 

3.MAN(Metropolitan Area Network):It is a network that spreads over a city.It’s area ranges from a Few 

Kilometers to a few hundred Kilometers.MAN is formed by interconnecting a no.of LANs.MAN can be set up 

using wired or wireless media.MAN is owned by a large body.(Govt.,Corporation etc) 

4.WAN(Wide Area Network):It is the largest computer n/w that spreads all over the world.Internet is an eg. For 

WAN.WAN is formed by interconnecting LANs and WANs.WAN use guided media or unguided media for commn.It 

is not owned by any country or organization. Other Egs for WAN are Network of ATMs,N/w of Banks,N/w of 

govt.offices etc. 

 

Comparison between PAN,LAN,MAN and WAN. 

Factors PAN LAN MAN WAN 

Area Small area(10Mts.) A few KMs.(Up to 

10 Kms) 

A whole city Entire world 

Commn.Speed High High Moderate Low 

Cost of N/w Very Less Less High Very High 

 

Logical classification of Network:: Based on the role of computers in a n/w a computer N/w is classified into  

1.Peer to Peer: Here all the computers connected in the n/w can act as a client or a server at any time.There are 

no dedicated servers in this n/w.This n/w is suitable for home,shop or small business organizations  
*Ref.figure 
2.Client Server:In this type of n/w  a powerful computer(server) is used for holding resources. Lower 

configuration computers (clients) are connected to the server. A server can provide various resources to clients 

based on their request. Client server model is an eg. For centralized s/w management, where the resources are 

kept in the central server. Any updation in files are need to be made in the server.              *Ref.figure 

 Different types of servers sre 

File Server- A server that keeps and manages files. 

Web server- A server that hold a website and provide webpages. 

Print Server-A server that performs print related jobs. 

Database Server-A server that holds a database. 

 

Network Protocols: A n/w protocol is a set of rules to be followed in a communication when devices exchange 

data. Each protocol specifies its own rules for formatting data, compressing data, error checking, and make sure 

that the packets reach the destination. Some commonly used protocols are 

TCP/IP : (Transmission Control Protocol/Internet Protocol):It is the protocol that helps for the communication 

between devices in the internet/network.When data is send from one computer to another through the 

internet,it is first broken into small packets by TCP and then sent. When these packets are received by the 

receiving packet TCP checks packets for errors. If errors are found TCP send requests for retransmission.If no 

errors are found the packets are assembled to form the original message.Delivery of each packets to the right 

destination is done by IP. HTTP,FTP,DNS are the sub protocols of TCP/IP.           *Ref.Figure 

HTTP(Hyper Text Transfer Protocol):( *Ref.Figure )HTTP helps for the commn.between a web browser(client) and a 

web server(Server).HTTP is a request- response protocol.The client make a request to server and server 

response by displaying the webpage.The pair of request and response is called a session.The 2 important 

Characteristics of HTTP are 

HTTP is Transmission medium independent. 

HTTP is stateless(The server are aware of each other only during a request or response, after wards each other 

forgets each other) 

 

DNS (Domain Name System): DNS returns the IP address of the domain name (URL)that we type In the 

webbrowser.DNS has a database that stores the domain names and IP address of all websites in the internet. 

If the domain name is not found in that DNS it will ask for another DNS until it found it. 

Identification of computers over a Network::Different Computers/devices connected in a network are identified 

using it address.The different types of address used in a n/w are 

 



1.MAC(Medium Access Control)Address 

 

2.IP(Internet Protocol) Address 

 

 

MAC Address: It is a 48 bit address assigned to each NIC(Network Card) by its manufacturer. It is a unique ID. 

It is a permanent address which couldn’t be change.It has the following format.and has 2 parts  1.Id No.of 

Device Manufacturer 2. Serial no.of N/w card assigned by Manufacturer. 

 

MM:MM:MM:  SS:SS:SS            or     MM-MM-MM-SS-SS-SS 

 

 
ID No.of                Serial No. of              

Manufacturer        N/w Card 

 

IP Address: It is 32 bit address assigned to each computer in a N/w for unique identification on a Network. 

IP address is assigned by the Network Administrator or ISP(internet service provider).IP address is used to route 

the packets. It has four parts. 

Eg.192.168.10.5 

There are 2 version for IP Address  IPV4 and IPV6. 

IPV4 is 32 bits and using IPV4, 232 different addresses can be generated. 

IPV6 is 128 bits and using IPV6,2128 different address can be generated.  

URL (Uniform Resource Locator):It is used to identify various resources on the Internet.Every resource 

On the internet has a unique URL.It is other wise called Webaddress. 

URL has 3 parts 

1.Network Protocol(also Called schema) 

2.Domain Name(also called Hostname or address) 

3.File Name. 

 

Eg. Consider the URL   http://www.prdkerala.gov.in /main.html 

  
                                            Protocol               Domain Name      File Name 

 

Protocol: It is the protocol that helps for communication. 

Domain Name: It is the name assigned to the server that holds the website.IP address is necessary to identify 

the server. But it is difficult to remember the IP address for all web servers. A domain Name server contains 

A database that stores the IP address of domain names.A domain name has more than one part. 

Primary domain (in our eg.it is .in) and sub domain(in our eg it is .gov).There are 2 types of Primary Domain 

Names (Generic Domain Name and Country Specific Domain Name). 

Egs.for Generic Domain Name                          Egs.for Country Specific Domain Name 

.com-company/commercial orgn.                                                                                                                                                                                                                                                                                      .in-India 

.edu-educational instn.                                                                                       .au-Australia 

.gov-govt.orgn.                                                                                                    .us-USA 

.mil-military                                                                                                          .jp-Japan 

.net-Network Orgn. 

.org-Non profit Orgn. 

File Name: It is file that we opened. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

9. INTERNET 

 

Internet is the largest computer n/w that spreads all over the world.Intrnet use TCP/IP for communication. 

 

History of Internet: Internet was started as a Military Project of of USA named ARPANET(Advanced 

Research Project Agency Network).Later Military network splits from ARPANET to form MILNET.After 

this several networks joined with ARPANET to form a large n/w called the Internet. ARPANET is 

considered as the First WAN. 

 

Vinton Gray Cerf or Vint Cerf is considered as the father of internet. 

 

Tim Berners Lee proposed the idea of WWW(World Wide Web) and he is the inventor of HTTP.(Hyper 

Text Transfer protocol) and HTML(Hyper Text Markup Language).HTTP helps for the communication 

between a web browser and web server.HTML is the language used for creating web pages. One webpage 

can be connected to another webpage using Hyperlinks attached with WebPages 

ICANN(Internet Corporation for Assigned Names and Numbers): An Agency that developes policies for 

URL. 

 

Intranet and Extranet: An intranet is a private computer n/w inside an organization. It uses TCP/IP for 

communication. Intranet can‟t be accessible to computers out side the organization. 

When an Intranet is accessible to some computers that are not part of company‟s private network, then it is 

called Extranet. Extranet is accessible to business partners, vendors of that organization. 

 

Requirements for connecting a computer to Internet 

 

The following are the requirements for connecting a computer to Internet 

 

1. A computer with Network Interface card(NIC) and an operating system that supports TCP/IP 

2. Modem 

3. Telephone connection 

4. Internet account of any ISP(Internet Service Provider) 

5. Softwares for browsing,chating etc 

 

Types of Internet Connectivity 

 

Internet connectivity is classified into  

1.Dial up connectivity 

2.Wired Broad Band Connectivity 

3.Wireless Broad Band Connectivity 

 

1.Dial up connectivity : It use a telephone line and dial up modem to dial and  connect to the ISP. 

This connection use a 56 kbps* modem.It is a slow connection and is less costly. When 

We are using dial up connectivity in our home we can‟t use our telephone lines for calling or receiving calls. 

(* it is the data transfer rate ie, no of bits transferred in unit time) 

 

2.Wired Broad band Connectivity: In wired broad band connection there is a permanent wire connection 

between your computer and ISP.So it‟s an „always on‟ connection. It use a broad band modem and we can 

use telephone lines while using internet. Popular Wired Broad band connections are ISDN (Integrated 

Services Digital Network),Cable Internet,DSL(Digital Subscriber Line),Leased Lines,FTTH(Fiber To The 

Home) 

 

 



 

 

Comparison between Dial up and Wired Broad Band Connection 

 

Dial up Connection Wired Broad Band Conn. 

 

Slow connection High Speed Connection 

Requires Dialing to connect to  ISP Always On connection 

We can‟t use Telephone lines for calling while 

using Internet 

We can use telephone lines while using Internet 

Dial up modem is used Broad band modem is used. 

 

Types of wired broad band connectivity 

 

1. ISDN : It is use two lines for communicating  voice and data. The user can use one line for data and 

other for voice or they can use both lines for data.ISDN offers 2Mbps speed. 

2. Cable Internet: Here we can access Internet through coaxial cables laid for TV Transmission in our 

homes. A cable modem is required for this purpose. Speed up to 10Mbps. 

3. DSL : It use standard telephone lines for both internet connection and for making voice calls at a 

time. The most common form used is ADSL(Asymmetric Digital Subscriber Line) which use ADSL 

Modem. It is a high speed connection with speed up to 24Mbps. 

4. Leased Line: They are dedicated lines for connecting to ISP.Its is very costly and is used by large 

business organizations, educational institutions. Speed up to 100Mbps. 

5. FTTH: It uses optical Fibers for communication. A Network Termination Unit(NTU) is installed in 

our homes for this purpose. Optical fibers offer very high speed connectivity at low error rate. 

3. Wireles Broadband Connectivity: Here there is no wire connection between the device and ISP. It use 

wireless modem for connecting to internet. Popular wireless broadband connections are Mobile Broadband, 

Wi-MAX, Satellite Broad Band and Wi-Fi. 

1. Mobile BroadBand: It is the wireless internet access using mobile phones, Tablets, USB Modems 

etc. The modems are built inside the mobile phones, Tablets. You can use internet when you are in 

traveling. The mobile technologies use here are 2G,3G and 4G 

2.Wi-MAX: (World Wide Interoperability for Microwave Access) The Whole area of a city can be 

provided with wireless internet using Wi-Max.It use Base station for transmitting Wi-Max signals and 

wi max receivers for receiving the signal. Speed upto 70Mbps. 

3. Satellite Broad band: Here the internet connectivity is provided through a satellite. A VSAT (Very 

Small Aperture Terminal) dish antenna and a transceiver (transmitter-receiver) required at the user‟s 

side. Speed unto 1Gbps. Used in banks, stock exchanges etc.can be used in remote areas. 

 

Internet access sharing methods: An existing internet connection can be shared among many 

computers using the following methods 1.Using LAN 2. Using Wi-Fi  3. Using Li-Fi 

 

1. Using LAN: An internet connection in any one of the computers in a LAN can be shared by other 

computers using the features of operating system or using a proxy server or using a router. 

2. Using Wi-Fi: Using a Broadband band Modem or a Wi-Fi router we can take internet connection in 

our home. These broadband modems/wi-fi routers can act as access points for sharing internet 

connection. These acces points are called hot spots. This internet connection can be shared by wi-fi 

enabled devices like laptops,tablets,mobile phones placed with in 100 ms of hot spot.Wi fi is a less 

secure connection. 

 

3. Using Li-Fi (Light Fidelity): It is the optical version of wi fi, which use light for communication. 

LED is used for producing light and photo detector is used for receiving light.Li-fi offers high band 

width(Speed up to 100 Mbps) and can be used in aircrafts*,hospitals*,underwater etc.It also provide 

very high security to data.      (* here we can‟t use radio waves for communication) 

One disadvantage is that it need line of sight between sender and receiver. 



 

 

Services offered by Internet :The various services offered by Internet are WWW(World Wide 

Web),Email,search engines,social media etc. 

 

1. WWW:WWW is a client- server system, which consists of  millions of clients and servers connected 

together.Each server contains a lot of documents and each document can be accessed using a 

URL(Uniform Resource Locator).These documents contain Text,Images,Videos etc.These documents 

are connected using Hyperlinks. 

  

     Browser: It is software that helps to view a webpage. A browser can display text, images, videos, 

hyperlinks etc of a webpage. A website is created using a language called HTML.Html tags written in 

notepad can be interpreted and displays in a formatted manner using webbrowser.Egs for web browser are 

Google Chrome,Internet Explorer,Mozila Firefox,Opera, sSafari etc 

    Web Browsing: Web Browsing is the process of visiting the web site of various companies, 

organizations for any kind of information. 

The following are the actions takes place in webbrowsing 

 

1. The web browser determine the URL(web address) 

2. The browser send a request to DNS server of ISP for getting the  IP Address of URL 

3. The ISP‟s DNS send the IP Address of webserver. 

4. The browser makes a TCP connection to the Webserver 

5. The browser sends a GET request to get the webpage to the Webserver.  

6. The web server returns the webpage  

7. TCP connection is released 

8. The browser displays the webpage. 

 

 

 

 Request for IP Address 

 

 Returns IP address 

 

                                                Makes TCP Connection 

 Request for webpage 

 

 Returns the webpage 

  

 

 

  

2. Search Engines: Search Engines helps for effective searching of information in the internet based on 

keywords entered by the user. 

 

Search engines use programs called spiders / robots /crawlers for search in the web. The 

spiders/robots/crawlers search the WebPages stored in the web server and find the possible key words. 

The keywords and the URL thus found are send to search engine for making an index in the search engine‟s 

web server. When you search a particular topic (keyword) in the web the search engine searches in the index  

For finding the matches and displays the result. 

 

Egs. For search engine are Google,Yahoo Search,Bing,Ask etc 

 

 

 

Client 

machine 
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Server 
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Web 

Server 



 

3. Email (Electronic Mail):It is an electronic message send from one computer to another through the 

internet. For sending and receiving email you need email address.An email address has the following form 

 

username@domainnmae. Eg. anil@gmail.com  here anil is the username and gmail.com is the domain 

name. 

Emails can also be accessed using email client software installed in our computer. Such s/w use our email id 

and password for accessing the email. The message send when the computer is offline are stored by the 

email clients and send later when the computer is online. Egs. For email client are Microsoft Outlook, 

Mozilla Thunderbird.etc. Email client use POP (Post Office Protocol) and IMAP (Internet Message Access 

Protocol) Protocols. 

 

Sections of email: 

 

To: email address of primary recipients 

Cc: (Carbon copy): email address of secondary recipients 

Bcc(Blind Carbon Copy): email address of tertiary recipients(When the message is received by the primary 

and secondary recipients they cannot seethe address of tertiary recipients) 

Subject: Meaningful subject for the email. 

Content: You Type your message here. 

 

You can attach attachments like pictures,photos,invitation card, greeting cards along with email. Send 

button allows you to send email and Reply button help you to reply back. Forward button helps to forward 

the message to others. 

 

Working of email: when an email is send from your computer, it first reaches the email server of our email 

service provider. From there the email is routed to the recipients email server through the internet. The 

recipient‟s email server delivers the email to recipients inbox which stores the message.SMTP(Simple Mail 

Transfer Protocol)is used email communication. 

 

 
 

 

 

 Advantages of Email: 

Speed: Email is very fast 

Easy to use: Can be easily use by any one 

Can send Attachments: Attachments like pictures, invitation can attach with email 

Environment Friendly: Email reduces the usage of paper and hence we can preserve trees. 

Less costly: it is less costly compared to postal. 

Available any where any time: You can check your email when you are traveling. 

Reply to email: We can reply to an email using the button “Reply”. No need to write separately. 

 

Disadvantages of Email: 

Email can carry virus which may harm your system and files. 

Junk Mails/Spam Mail: Unwanted mails send from companies for the sales promotion of a product or 

service is called Junk mails. 

 

 

Sender 
Mail 

server of 

sender 

Mail 

server of 

Receiver 

Receiver 
Internet 

mailto:anil@gmail.com


 

Social Media: It refers to the use of mobile and web based technologies through which individuals and 

communities can create, share, discuss and modify content.  

Classification of Social Media: Different types of social media are Internet Forums, Social blogs, Micro 

Blogs, wikis, Social Networks, Content communities etc. 

Internet Forums: It is an online discussion website where people can engage in conversions in the in the 

form of posted messages. Each discussion on a topic is called a thread. The topic can be anything like 

political issues,fashion,cinema etc 

Eg. Ubuntu Forum 

Social Blogs: A blog (web log) is an informational website consisting of posts displayed in most recent first 

order.(newest first order). 

Eg.Blogger.com,Wordpress.com 

Micro blogs: It allows the users to exchange short messages, individual images, or video 

links.Microblogging offers a communication mode that is rapidly and can influence a public opinion. 

Eg.Twitter 

Wikis: Wikis allow people to add content or edit existing information in a webpage to form a community 

document.Editing done by users are closely monitored by others. 

Eg.Wikipedia 

Social Network: It allows people to build personal webpages and then connect with friends to communicate 

and share content. We can share Videos,Pictures,Text  and can comment on a post. 

Eg.Facebook,Likedin 

 

Content Communities: They are websites that organize and share contents like photos,videos etc. 

Eg.Youtube-video sharing, Flickr-share pictures 

Advantages of Social Media  

Bring people together: you can find you child hood friends and can make new ones 

Plan and organize events: helps the users to Plan and organize events 

Business promotion: helps for the business organizations to connect with customers. 

Social Skills: Helps the people to express their views over a particular issue. 

Limitations of social Media: 

Intrusion to privacy: The personal information (photo,mailid,phoneno,name,address etc) posted in such 

sites can be used for illegal activities. 

Addiction: Addiction to such sites wastes our valuable time 

Spread Rumors: Social media will spread news quickly. 

Social Media Use- Some Guide Lines: 

Avoid uploading of personal information like email id,phone no,address etc 

Setting up time schedule for usage 

Share your personal information only with those you know well. 

Be aware of the posts that you entered in such sites  

Cyber Security 

Security to computer n/w is very important because important data can be lost and privacy can be violated. 

The following are the threats that affect a computer n/w. 

Computer Virus: It is computer program that attachés itself to another program or file to spread from one 

computer to another and can cause damages to your computer,delete files etc.A computer virus will affect 

the computer only when the virus attached file is opened. Virus can spread from one computer to another 

through USB drives,portable hard disk,email,File sharing etc. A virus can replicate (make copies) it self. 

Worm: A worm is a stand-alone malware program that replicates itself to spread from one computer to 

another. It does not attach itself to another file. Worm use data transport feature to move from one computer 

to another.It send a copy of itself to every address in an email address book. Worms always slow down the 

n/w traffic by consuming band width. 

Trojan horse: Trojan Horse appear to be useful s/w but will actually do damage once you installed on the 

computer. A Trojan horse can delete files, destroy information on the system. They can create a back door 

on the computer through which unauthorized persons can gain control to your system. Trojan horse will not 

replicate itself. 



Spams (Junk Mails):Un wanted mails send by the companies for the sales promotion of their 

product/service is called Spam. Spam can contain virus. 

 

Hacking: It is the process of gain unauthorized access to data in a system or computer. The person who 

involved in hacking is called Hacker. 

Computer Experts perform Hacking to test the security and find the loop holes in a system/Network. Such 

Computer Experts are called White Hats and such hacking is called Ethical Hacking. 

Sometimes Computer Criminals break the secure n/w and steal /destroy data, make the n/w unsuitable to 

use. Such hackers are called Black hats.  

Another category of hackers called Grey hat hackers who fall between black and white hats. They 

sometimes act illegally though with good intention. 

Phishing: Phishing is an attempt to acquire information such as usernames, passwords, and credit card 

details of a person by posing a fake website in the place of original website of a bank/financial organization. 

Phishing websites have URLs and home pages similar to their original ones. The act of creating such 

misleading website is called spoofing. 

Denial of Service (DoS) Attack: DoS attack is aimed at a webserver and force the webserver to restart. 

As a result of this genuine users are unable to access the webserver. This attack can be done suing a single 

computer called DoS or using more than one computer called DDoS(Distributed DoS). 

A DoS attack sends a large no. of requests to a webserver until it collapse. A DDoS use multiple computers 

in the n/w that was previously infected to send requests to a web server. The infected computers are called 

Zombies. 

A DoS attack interrupts the working of a server and do not cause any damage to files/data stored in it. 

Man in the Middle Attack: A Man in the Middle attack refers to an attack in which an attacker(third 

person) secretly intercepts an electronic message send between a sender and receiver ,and he modifies the 

message during transmission. The received person may not be aware about the alteration.If we are using 

unsecure connections for transaction, our details like bank a/c,password etc may loss.To avoid such issues 

use secure connections like HTTPS(HTTP Secure),SFTP(Secure FTP)for secure transaction. 

 

Preventing network Attacks : There are different defense and detection mechanisms are developed to 

prevent cyber attacks.  

 

1.Firewall: A firewall is a combination of computer h/w and s/w that provide security to the 

computer/network. A firewall checks all the incoming and outgoing data from you computer and determine 

whether they are allowed or not. 

2. Antivirus Scanner: Viruses, Worms and Trojan horses are egs. of malware. Antivirus s/w scans the files 

in the computer and removes viruses if they found. When an antivirus found a malware in a file, the 

antivirus stops the file from running and put it into Quarantine. Quarantine is a special area for storing files 

that are infected by virus. 

(Sandboxing: It is a technique through which programs/files that are suspected to be infected with a virus 

can be run. Here such infected files are run in a separate memory area and hence do not cause any damage 

to your system) 

3. Cookies: Cookies are small text files created when we use a browser to visit a website. Cookies store 

information like usernames, email address, websites visited, products purchased etc.Cookies helps for 

efficient browsing. Cookies are not viruses, but it is possible for a hacker to use cookies as spyware.Most 

browsers provide facility to delete cookies. 

 

Some Guide lines for using  Internet 

 

1. Do not open attachments from unknown senders as they can carry viruses. 

2. Down load files only from reputed sources. 

3. Use USB drives with caution as they can carry virues,Trojans 

4. Use strong passwords for login 

5. Update Antivirus s/w regularly. 

6. Take regular back up of your files. 



7. Do not share your lgin id,passwords,credit card details,bank a/c details to unknown persons 

8. Visit bank‟s website by typing the web address(URL) directly on address bar and do not search it 

using a search engine. 

9. Before performing online financial transactions ,make sure that the sites address starts with  

https:// instead of http://   

 

10. IT APPLICATIONS 

 

IT has growing rapidly and it has influenced almost every area in our daily life. Here we discuss some of 

the areas like 

 

1. E-Governance   

2. E-Business 

3. E-Learning 

4. ICT in Health Care 

5. ICT Enabled Services. 

 

ICT(Information Communication Technology) is a way of integrating telecommunication and computers 

for capturing ,storing, processing and printing information.  

 

E-Governance: 

It is use of ICT for delivering govt. services to citizens in an efficient and transparent maner.The objective 

of E-Governance is to ensure that govt. services reach the public effectively. 

 

Types of interactions in E-governance 

 

The following are the different ways on which the govt. services are delivered to public 

 

Government to Government (G2G): It is the sharing of data/information between govt. agencies, depts.. 

etc. 

Government to Citizens (G2C):Here citizens can enjoy various public services. It also improves the 

quality of service 

Eg. www.edistrict.kerala.gov.in,www.keralamvd.gov.in,www.dhsekerala.gov.in 

Government to Business (G2B): Here the business community can interact with govt. and hence to cut 

red tapism,save time ,reduce cost. 

Government to Employees(G2E):It helps for the interaction between govt and the employees working in 

govt. depts.The salary and personal details of employees can be manage through G2E. 

Eg.www.spark.gov.in 

 

E-Governance Infrastructure: The E-governance infrastructure consists the following  

 

1.State Data Centers(SDC) 

2.State Wide Area Network(SWAN) 

3.Common Service Center(CSC) 

 

1.Stat Data Center(SDC): SDC keeps the central data repository (storage area) of the state.It keeps the 

data of citizens collected for various purpose, securing of data storage,on line delivery services,dtate 

intranet services etc. 

2.Kerala State Wide Area Network(KSWAN): It act as a backbone for the e-governence infrastructure. 

It connects TVM,Kochi and Kozhikkode as its hubs and extends to all 14 districts connecting all the block 

panchayaths. 

 

3. Common Service Center (CSC): They are the front end delivery points of the government, private 

services to people. CSC helps for payment of electricity bills like electricity, water and telephone, 



Helps for the submission of online applications, distributing the certificates etc.  

 

Other services offered by CSC are 

Agriculture services 

Education and Training services 

Health Services 

Banking and Insurance services 

Entertainment services , Commercial Services 

In Kerala Akshya centers are working as CSC. 

 

Akshya centers : Akshya centers lunched in the year 2002 in Malappuram district.Its primary aim was to 

provide e-Literacy to to citizens. Now its services offered by Akshya centers are e-grantz,e-district,e-

ticketing,submitting online application for ration card,AADHAR enrolment etc. 

 

Benefits of e-governance: The following are the advantages of e-governance 

 

It leads to automation of govt.services –ensuring the govt.services is available to all citizens 

It strengthens democracy-by participating citizens of all levels. 

More transparency in the functioning-helps to eliminate corruption 

Makes every govt. responsible-since the govt. depts. are closely observed. 

It saves unnecessary visits of the public to govt. offices 

 

Challenges in E-governance  

 

Those who lives in remote areas with lower e-literacy will face difficulty in accessing services 

There need a huge initial investment and planning for the proper implementation of e-governance. 

Many people are anxious about the sharing their personal information to data collecting agencies 

Since E governance applns. are computer based, security measures are highly required to prevent cyber 

attacks 

Integrity of various govt. depts. Needed. 

 

Useful e-governance website 

 

www.dhsekerala.gov.in- Official web site of higher secondary education. 

www.keralamvd.gov.in-Official website of motor vehicle dept. 

www.spark.gov.in-Payroll Management system for Govt.Employees 

www.incometaxindia.gov.in-Web site of income tax dept. 

www.edistrict.kerala.gov.in-Provides various services to public(certificates related to Revenue dept can be 

applied through this portal) 

 

E-Business: 

 

E-business is the sharing of business information, conducting business transactions, marketing etc by 

using ICT application. It helps for reduce communication and travels cost through on line meeting. 

 

E- Commerce and E- business: E -commerce is the exchange of goods and services through online, by 

means of exchange of money. Where as e business involves all aspects of running 

business(marketing,sales,looking for suppliers,obtaining raw materials etc) 

 

Electronic Payment System(EPS):EPS is a system of financial exchange between buyers and sellers in 

an online environment by means of debit card, credit card, electronic cheque,digital cash etc. 

 

http://www.dhsekerala.gov.in-/
http://www.keralamvd.gov.in-official/
http://www.spark.gov.in-payroll/
http://www.incometaxindia.gov.in-web/
http://www.edistrict.kerala.gov.in-provides/


E Banking: It is the process of conducting bank transactions (cash deposit, with drawls, fund transfer etc) 

using online banking facility. Facilities like ATM, debit card, credit cards helps for this.We can do 

banking transactions while traveling. 

 

Advantages of E business: 

With e business you can buy products from anywhere.(may or may not from nearby places) 

Operational cost can be reduced 

It minimizes travel time and hence cost. 

 

You can do e business on any time (E business sites open for 24 x 7) 

 

We can locate the product from a wider range of choices also we can compare the product features with 

others. 

 

Challenges to e business: 

Most of the people are unaware about online business and its possibilities or they do not know how to  

Conduct this. 

Most of the people from rural areas do not have plastic money (debit card, credit card) which is necessary 

for e business. 

If not used with caution your valuable information like credit card no, password etc may lose. 

Customers can‟t enjoy the touch and feel effect of a product 

For the success of e business timely delivery is necessary. 

 

 

Useful e-business websites 

www.irctc.co.in- Official web site of Indian railway which helps for online ticket booking, status 

checking, online reservation of hotels 

www.amazon.com-on line shopping site with Headquarters in Washington 

www.ebay.com-on largest on line shopping site in India. 

www.keralartc.com-on line website of KSRTC for ticket booking 

 

E-Learning: 

The use of electronic media and ICT tools for learning purpose is called e learning. 

 

E Learning Tools: There are many tools for e learning process. They are 

 

1. Electronic books reader (e-Books): E book reader is a device that can store lot of books in digital 

form. Electronic book reader can open any book ,any page quickly. On line reading also possible .In 

Some e book readers voice o/p is available and the reader needs to listen the audio in the text. 

2. e-Text:Textual information available in electronic format is called e-Text.This text can be read with 

the help of e-book reader.e-text can be automatically read aloud with the help of an e-text reader or 

computer. 

3. On line chat: It is a real time exchange of text message between two or persons over the internet. 

Video chatting facility is also available for seeing the two persons which required high speed internet 

connection,web camera,speakers etc. This facility can be used to deliver lectures to students. 

4. E- Content: E learning material available in different multimedia formats like 

videos,presentations,animations,texts are called e-contents.The e contents once prepared can be broad 

caste through TV channels,uploaded in websites.Uploaded content can be down loaded ,saved for 

future. It can show simulations also which is not possible in classroom training. 

5. Educational TV channels: There are may TV channels which are dedicated for e learning purpose. 

These channels broad cast recorded classes on various subjects,interviews with experts,lab 

experiments etc.Such channels can be watched in the internet alsso.Egs are Doordarshans 

VYAS,Kerala Govt‟s VICTRES chanel. 

 

http://www.irctc.co.in-/
http://www.amazon.com-on/
http://www.ebay.com-on/
http://www.keralartc.com-on/


 

 

 

Advantages of E learning: 

 

Cost of e learning is less. It saves your   money, time & journey 

People with limited financial resource can use the lower cost of e learning. 

People can do on line courses from various nationally/internationally reputed institutions 

E learning offers courses on variety of subjects. 

Time and place is not a constraint for e learning. 

 

 

Challenges to e Learning: 

Face to face contact between students and teachers is not possible 

For e learning computer and high speed internet connection is required 

Real time Laboratory experiments can not be performed in e learning. 

Learners who need constant motivation may not be serviced properly. 

 

Useful e-Learning websites 

 

www.ignouonline.ac.in-web site of indira Gandhi national open university. 

www.ncert.nic.in-official web site of NCERT 

www.nptel.iitm.ac.in-provides e-content on science,humanities and engineering  

 

ICT Applications in Health care: 

 

Some of the areas where ICT used in health are the following 

 

1. Medical Equipments: Most of the modern medical equipments work with the help of computers.  

    Scanners like CT,MRI depends on computers to process their data. Computer guide lasers are used 

in surgery, even in the removal of brain tumors etc. 

  

2. Electronic Medical Records (EMR):It is possible to store all patient‟s  records in digital format. 

This is known as EMR.EMR is used by doctors for diagnostics and treatment. The following are 

the advantages of EMR 

                                                                      It‟s more economical way of storing data 

                                                                       Medical History of patients will be accessible to patients easier and quicker 

                                                                    Transfer of records of patients between doctors/hospitals is much easier 

                                                                     Medical Condition of Patient can be examined. 

                                                                    

3. Web based support/diagnosis: There are lot of treatments ,therapies , medical journals are 

available in the internet ,which can be referred by patients.Some websites provide facility for 

identifying their diseases with out consulting of a doctor.This predictions may not be correct in 

some time. 

4. Telemedicine: It helps to monitor and share a patients conditions like body Temperature, blood 

pressure, heart beats,ECG etc from a distant place by a Doctor. A surgeon in one place of the 

world can contact an expert from another part of the world while performing a surgery. It reduces 

cost and time. 

5. Research and Development: Various researches are going on to discover new medicines. 

Use of IT in biotechnology have reduced the cost of drug discovery. Drugs for specific purpose 

can be developed with the use of advanced computers. 

 

 

 

http://www.ignouonline.ac.in-web/
http://www.ncert.nic.in-official/
http://www.nptel.iitm.ac.in-provides/


ICT Enabled Services 

The following are the ICT enabled services 

Business Processing Outsourcing (BPO), Knowledge Process Outsourcing (KPO), Call centers etc 

1.BPO: It is the process of transferring portions of business work to out sides by companies to 

reduce the costs.Out soursing some times involves transferring employees and assets from one 

firm to another.Companies can reduce costs and improves efficiency by BPO.HR works, Pay roll, 

customer care etc can be outsourced 

2.KPO:In KPO the knowledge and information related work is carried by another  company or 

subsidiary with in the same organization.KPO include data search,data integration,market research 

etc. 

3. Call Centre: A call center is a telephone service facility set up to handle a large no. of both 

incoming and out going calls for an organization.Basic responsibility of a call center is to handle 

the telephone calls for various services provided by an organization. Generally calls are classified 

into in bound calls and out bound calls.In bound calls are usually meant to seek help and out bound 

calls are meant for sales promotion. Call centers are also called Service Centers/Sales 

Centers/Contact Centers. 

 

4. Teleconferencing  : It refers to the meeting held between two or more parties in remote 

locations using ICT.It is used to connect several different people from several different locations. 

It saves time, reduces travel expense etc. 

5.Video Conferencing: It is a type of conferencing where we can communicate with persons in 

distant locations by means of audio and video communication. A video camera and a speaker 

phone are connected to computer and the computer is connected to internet. 
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